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1 Introduction to IPsec/IKE

IPsec isaset of extensionsto the IP protocol family. It provides services allowing for authentication, integrity, and
confidentiality. Unlike SSL, which provides security servicesover TCP/IP, |1Psec provides security services at the network
layer so that it istransparent to the IP applications. 1Psecisoptional to the IPv4 stack but is a mandatory part of the IPv6
stack.

I Psec uses two protocols to provide traffic security — Authentication Header (AH) and Encapsulating Security Payload
(ESP). A Security Association (SA) affords these security servicesto thetraffic carried by it. AH and ESPmay runin
either of the two modes, transport mode or tunnel mode.

Internet Key Exchange (IKE) negotiates properties of SA between peers.

The Treck IPsec and IKE features can be found at each of the following sections.

1.1 Authentication Header (AH)
AH comes after the basic | P header and contains cryptographic hashes of the data and identification information. Itis
used to provide data integrity, data origin authentication, and optional anti-replay servicesto IP.

AH has been assigned the I P protocol number 51. The header format of AH isshown in Figure 1.

FigurelAH Header Format

Figure 2 illustrates AH positioning for atypical |P packet, on abefore and after basis, for both transport mode and tunnel
mode. (a) isfor IPv4 packet, and (b) isfor |Pv6 packet
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Original 1Pv4 Header TCP Data
(any options)
| Pv4----After applying AH (transport mode)
Original 1Pv4 Header TCP Data
(any options)
| Pv4----After lying AH (tunnel mode)
Orig IPv4 Header TCP Data
(any options)
(a
| Pv6----Befor e applying AH
Original 1Pv6 Header Extension TCP Data
Header if
present
| Pv6----After applying AH (transport mode
Original IPv6 Header Extension Dest. * TCP Data
Header if
present *
*: If destination extension header presents, it could be before AH, after AH or both
| Pv6----After applying AH (tunnel mode)
Orig IPv6 Extension TCP Data
Header Headersif present
(b)

Figure2AH Position In1Pv4and | Pv6

For either transport mode or tunnel mode, the AH header authenticates the whole | P packet except for the mutable fieldsin
outside | P header. For the definition of mutable and immutablefields, pleaserefer to RFC 2401 and RFC 2402.

Treck AH providesthefollowing features:
SupportsHMAC-MD5-96 and HMAC-SHA 1-96, HM AC-RIPEM D 160-96 and NUL L authentication algorithm

Tunnel and transport mode
Nested tunnel

SA bundle (with ESP)

Easy to add or remove algorithms
Supports both 1Pv4 and | Pv6.
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1.2 Encapsulating Security Payload (ESP)

Payload Data

Figure3ESP

ESPallowsrewriting of the payload in encrypted form. It provides confidentiality, data origin authentication, anti-replay,
and data integrity servicesto IP. ESP does not apply to |P header fields preceding it.

ESP has been assigned the | P protocol number 50. If aNULL encryption algorithmisused, thereisno ‘ Initial Vector’ field.
Additionally, if aNULL authentication algorithmisused, thereisno * Authentication Data’ field. However, encryption
algorithm and authentication algorithm may not both be NULL. The padding length may be from 0 to 255 bytes. However,
Treck |1 Psec, like most others, uses minimum padding.

Figure 4 illustrates ESP positioning for atypical | P packet on a‘before-and-after basis' for both transport and tunnel
mode. Diagram (@) isfor |Pv4 packet and (b) isfor IPv6 packet.
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Ipv4 Before Applying ESP

Origina 1Pv4 Header
(any options)

TCP Data

Ipv4 After Applying ESP (Transport Mode)

Original IPva Header | pop pyeier | TOP Data ES® | EspAuth.
(any options) Trailer
4————— Encrypted ———p
44— Authenticated ———————— P
Ipv4 After Applying ESP (Tunnel Mode)
New | Pv4 Header Original 1Pv4 Header ESP ESP
(any options) ESP Header (any options) TeP Data Trailer Auth
44— Encryped ——mMm———— >
- Authenticated >
Ipv6 Before Applying ESP
Original IPv6 Header | DXtENSION Header | 1oy Data
if Present
Ipv6 After Applying ESP (Transport Mode)
.- Extension
Origina IPv6 . ESP . ESP ESP
Header Header it 1 jooger | DO TCcP Da2 | Tl | Auth
Present
<«4————— Encrypted ———— >
<4 Authenticated ———————————————— 9=
* |f destination header presents, it could be before ESP, after ESP, or both
Ipv6 After Applying ESP (Tunnel Mode)
Origina Extension
NewIPV6 | e rrgler | ESP IPv6 | Headerif | TCP |Daal oo | EP
Header Header Trailer Auth
Header Present

«4——— Encrypted ————————————p

Authenticated

A

Figure4 ESP Position In1Pv4and | Pv6

»
»
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Treck’s ESP providesthe following features:

SupportsNULL, DES, 3DES (Both DES and 3DES has configurable weak key checking and parity bit checking),
BLOWTFISH (key size40-448 hits), CAST 128 (key size40-128 hits), RC5 (key size 40-2040 hits), IDEA (key size
128 hits), AES (RIINDAEL, key size 128, 192, 256 hits), TWOFISH (key size 128,192, 256 bits) algorithmandin
CBC mode. RC5 and IDEA algorithmsrequire patent license.

SupportsHMAC-MD5-96, HMAC-SHA 1-96, HM A C-RIPEM D160-96 and NUL L authentication algorithm

Tunnel and transport mode

Nested tunnel

SA bundle (withAH)

Minimum padding

Easy to add or remove algorithms

Supports |Pv4 and |Pv6
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1.3 Internet Key Exchange (IKE)
IKE negotiates the SA properties between peers. IKE includes two phases. There are two modes for the phase one
negotiation, main mode and aggressive mode, and only one mode for phase two, quick mode.

The phase one negotiation resultsin asecure channel, i.e. ISAKMP SA, between peers. All the following negotiations will
be protected in this channel. IKE phase two negotiates |Psec SA properties.

1.3.1 Phase One Negotiation Attributes
IKE isanegotiation protocol. Treck |IKE supportsthe following attributes, per RFC 24009.

1.3.1.1 PROTOCOL IDENTIFIER AND TRANSFORM IDENTIFIER
The phase 1 Protocol Identifier is

TM_DOI_PROTO_ISAKMP 1
Theonly transformer ID for this protocol is
TM_DOI_KEY_IKE 1

1.3.1.2 ENCRYPTION ALGORI THM
TM_IKE_DES CBC

TM_IKE_IDEA_CBC
TM_IKE_BLOWFISH_CBC
TM_IKE_RC5 R16 B64 CBC
TM_IKE_3DES CBC
TM_IKE_CAST_CBC
TM_IKE_AES CBC 7

Theabovealgorithmsare specified in RFC 2409. AESisspecified in RFC 3602. The RC5 and I DEA algorithms are subject
to patent protection, and therefore Treck does not provide source code for these algorithms. For Treck IKE, you may also
negotiate TWOFISH. Interoperation with other implementationsis not guaranteed.

TM_IKE_TWOFISH_CBC 13

OB~ WN PP

1.3.1.3 HASH ALGORITHM

TM_IKE_MD5 1/ MD5 hash algorithm*/
TM_IKE_SHA1 2 /*SHA1 hash algorithm*/
TM_IKE_RIPEMD 4 /*RIPEMD hash algorithm*/

Tiger Hash algorithm is not supported by Treck IKE.

1.3.1.4 AUTH METHOD
TM_IKE_PRESHARED_KEY 1 /* preshared key */

TM_IKE _DSS SIG 2 /* DSA signature*/
TM_IKE_RSA_SIG 3/* RSA signature*/
1.3.1.5 DH GROUP DESCRIPTION

TM_DHGROUP_1 1/*768 MODP group*/
TM_DHGROUP_2 2/* 1024 MODPgroup */
TM_DHGROUP 5 5/* 1536 MODP group */

We support the predefined Diffie-Hellman MODPgroup 1, 2 and 5. Treck IKE only supports predefined MODP groups.
Group 3, group 4 and custom groups are not supported.

1.31.6 LIFETYPE

TM_IKE LIFETYPE SECONDS  1/* lifetimein seconds*/
TM_IKE_LIFETYPE_KBYTES 2/* lifetimeinkilo-bytes*/

10
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1.3.1.7 LIFE DURATION
Treck IKE requiresthat the SA life duration must be either two octets (0 to 18.2 hours of lifetimefor AF bit set case) or
four octets (0 to 136 years, AF bit not set) long. No other data length is supported.

1.3.1.8 PSEUDO RANDOM FUNCTION
Treck IKE usesthe HMAC version of the negotiated hash algorithm to be the PRF. No other PRF is supported.

13.1.9 KEYLENGTH

Some encryption algorithms may accept different size of key. For Treck IKE, thefollowing key sizerangeis supported.
And as RFC recommended, Treck |KE doesn't support key length that is not of multiple of 8 Bits (1 octet byte). For those
algorithmswith fixed key length, no key-length attribute is accepted. (RFC 2409 prohibits such behavior. Thisattribute
MUST NOT be used when the specified encryption algorithm uses afixed length key.)

TM_IKE_DES CBC 64Bits
TM_IKE_BLOWFISH_CBC 4010 448 Bits
TM_IKE _RC5 R16 B64 CBC 400 2040 Bits
TM_IKE_3DES CBC 192 Bits
TM_IKE_CAST_CBC 40t0 128 Bits
TM_IKE_AES CBC 128, 192, or 256 Bits
TM_IKE_TWOFISH_CBC 128, 192, or 256 Bits

1.3.2 Phase Two Negotiation Attributes
For phase 2, we support the following attributes, per RFC 2407.

1.3.2.1 PROTOCOL IDENTIFIER AND TRANSFORM IDENTIFIER
Treck IKE supportsthefollowing Phase 2 protocol Identifier.
TM_DOI_PROTO_IPSEC AH 2

TM_DOI_PROTO IPSEC ESP 3

And protocol TM_DOI_PROTO_IPCOMPis not supported currently.

For TM_DOI_PROTO_IPSEC_AH, thefollowing transform identifiers are supported:

TM_DOI_AH_MD5 2/* HWAC_MD5_96*/
TM_DOI_AH_SHA 3/* HMAC_SHA1 96*/
TM_DOI_AH_RIPEMD 5/* HMAC_RIPEMD160_96, usethisonly in Treck products*/

For TM_DOI_PROTO_IPSEC _ESP, thefollowingtransform identifiers are supported:

TM_DOI_ESP DES IV64 1
TM_DOI_ESP_DES
TM_DOI_ESP_3DES
TM_DOI_ESP_RC5
TM_DOI_ESP _IDEA
TM_DOI_ESP_CAST128
TM_DOI_ESP_BLOWFISH
TM_DOI_ESP NULL
TM_DOI_ESP AES

(need patent license to run)
(need patent license to run)

B':‘\JCDU'I-bCA)I\)

Treck IKE aso supports TWOFI SH. However, interoperation with other implementation is not guaranteed.
TM_DOI_ESP_TWOFISH 13

1322 LIFETYPE

TM_DOI_SATOL_LIFE SECONDS 1 /* lifetimein seconds*/
TM_DOI_SATOL_LIFE KBYTES 2 /* lifetimeinkilo-bytes*/

11
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1.3.2.3 LIFEDURATION
Treck IKE requiresthat the SA life duration must be either 2 octets (0 to 18.2 hours of lifetime for AF bit set case) or 4
octets (0 to 136 years, AF bit not set) long. No other data length is supported.

1.3.2.4 DH GROUP DESCRIPTION

TM_DHGROUP 1 1 /*768 MODP group*/
TM_DHGROUP 2 2 /* 1024 MODP group*/
TM_DHGROUP 5 5 /* 1536 MODP group */

We support the predefined Diffie-Hellman MODPgroup 1, 2 and 5. Treck IKE only supports predefined MODP groups.
Group 3, group 4 and custom groups are not supported.

1.3.2.5 ENCAPSULATION MODE
TM_DOI_ENCAPMODE_TUNNEL 1
TM_DOI_ENCAPMODE_TRANSPORT 2
Transport mode and tunnel mode are both supported

1.3.2.6 AUTHENTICATION ALGORITHM

TM_DOI_AUTHALG_HMAC_MD5 1

TM_DOI_AUTHALG_HMAC_SHA 1 2

TM_DOI_AUTHALG HMAC RIPEMD 5 /* usethisonly in Treck products */
Treck IKE supports the above three authentication a gorithms.

1.3.2.7 KEYLENGTH

Some encryption algorithms may accept adifferent size key. For Treck IKE, thefollowing key size rangeis supported. As
the RFCs recommended, Treck IKE does not support key lengths that are not amultiple of 8 Bits (1 octet byte). For those
algorithmswith afixed key length, ano key-length attribute is accepted. (RFC 2409 prohibits such behavior. Thisattribute
MUST NOT be used when the specified encryption algorithm uses afixed key length.)

TM_DOI_ESP DES V64 64 Bits

TM_DOI_ESP DES 64 Bits

TM_DOI_ESP _3DES 192 Bits

TM_DOI_ESP RC5 40102040 Bits

TM_DOI_ESP CAST 4010 128 Bits

TM_DOI_ESP BLOWFISH 4010 448 Bits

TM_DOI_ESP NULL don't care

TM_DOI_ESP AES 128, 192, or 256 bits

Treck IKE aso supports TWOFISH transformer, but interoperation is not guaranteed.
TM_DOI_ESP_TWOFISH 128,192, or 256 Bits

1.3.2.8 KEY ROUNDS
For some encryption a gorithms, auser defined ROUND value may be used. However, it affectsthe interoperation alot.
We always use the default round value. Like, RC5, Blowfish, Cast algorithm, we are always using 16 rounds.

12
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1.3.3 Treck IKE features
Treck IKE providesthefollowing features:

- Supports main mode, aggressive mode, and quick mode.

- Supports Pre-shared Key,DSA and RSA signatures authentication methods

- SupportsDiffie-Hellman predefined group 1, 2 and 5.

- Support ID types- IPv4 and | Pv6 Address, Subnet and Range, FQDN, USER_FQDN, andASN1 DN

- Supportsencryption agorithm DES, 3DES, BLOWFISH, CAST, AES (RIINDAEL ) and TWOFISH.
Note: User needsto get RC5-R16-B64 and IDEA patent license before requiring source code.

- Supports Perfect Forward Secrecy. If Treck IKE istheinitiator for phase two, it lways uses the phase one
Diffie-Hellman group asthe PFS proposal. If Treck IKE isthe responder, it acceptsgroup 1, 2 or 5.

- Supports Hash algorithms MD5, SHA 1 and RIPEMD. The corresponding HMAC version hash algorithmiis
used as the Pseudo Random Function.

- Ignores commit bit and auth-only bit based on IKE bake-offs. Uses pre-setup incoming SA to avoid losing
packet. Unique message D list is maintained to work against replay.

- Cookieisgenerated using continuously refreshing secret key. Cookie verification is configurable.
- Lifetimeisbased ontime and kilobytes.
- New group mode is not supported.

- Supports | SAKMP Informational Exchanges, including including DELETE, INITIAL-CONTACT message. Other
informational messages will be silently discarded. (RFC stateswe MAY send an error notification.) We do
not send RESPONDER_L IFETIME exchange because any participant may chooseto renegotiate at its
preferred time.

- One SA negotiation at each quick mode exchange

- For the pair exchanges, the requester is responsible for retransmit. The responder will retransmit only upon
receiving aretransmitted message from the requester.

- Supports both IPv4 and IPv6.
- Packets are queued when negotiating SA, while time and byteslimitation apply.

- Once connection is established, Treck IKE will try to keep continuous channel between peers. Phase 1
ISAKMP SA will beautomatically rekeyed once expires.

13
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2 Security Policy Database (SPD) and Security Association Database
(SAD)

SPD specifiesthe policies that determine the disposition of all IP traffic inbound or outbound from a host or a security
gateway. SAD is a security association table, containing parameters that are associated with each security association.

2.1 SPD

The SPD must be consulted during the processing of al traffic (both inbound and outbound), including non-1Psec traffic.
The policy entriesin SPD aretotally ordered, and the first matched policy will be used to processthe traffic.

For example, we have two | Pv4 subnet networks, subnet A 1.1.1.0/24 and subnet B 2.2.1.0/24, with security gateway GA
and GB, as shown in Figure 5. This diagram could also be degraded to a host A to subnet B, or even host A to host B, in
such cases, GA or GB becomes an | Psec-enabled host.

A1:1.1.1.11 B1:2.2.1.11
A1:1.1.1.12 (OB2:2.2.1.12
A1:1.1.1.13 Ga:l.1.1 GB:2.2.1.1 B3: 2.2.1.13

Figure5 Subnet Network 1.1.1.0/24, and 2.2.1.0/24

The SPD tableat GA isshownin Table 1.
Table1SPD tableat G, (Supposewehave 10 policy entriesat G, )

Direction | Locd IP | Locd port | Rentip | Rent Protocol | In- Out- Action | Policy
index (sharing? | (sharing?) (sharing?)| port (sharing? | bound | bound 1
) (sharing | ) 1SA | 1%sA content
?) entry | entry
9 IN& Out | 1.1.1.12 | 80 22102 | Any TCP 15 sa25 IPSEC | Contl
® Y Y 4 Y Y
Q Y
o 8 In& 11102 | Any 22102 | Any Any =10 220 IPSEC | Cont3
g Out 4 Y 4 Y N
Y Y
x
v [
n
. Out
0 In& Any Any Any Any Any NULL | NULL | BY- NULL
Out PASS

The policy order determines the packet processing behavior. The policy tableis alwayslooked up from the very top (the
most preferred one) to the very bottom (the lest preferred one, with policy index equal to zero). The first matched policy
will be used to processthe packet. The policy index number Oisrecommendedtobean ALL-BYPASSor ALL-DISCARD
policy, otherwise, if apacket cannot find asuitable policy, a' NO-POLICY’ error will return.

Intable 1, policy index No.9 isthe preferred policy applying to both INBOUND and OUTBOUND matched traffic. If traffic
does not match policy No.9's selector, we check against the next poalicy, i.e. policy No.8, and then policy No. 7, and so on
downto policy No. 0.

A policy has one or more policy contents, and each content corresponds to an |Psec protocol, either AH or ESP, but not
both. If a policy needs both ESP and AH, two separate policy contents must be used, and they are linked together

14
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through the next content pointer. For example, policy No.9 requires both ESP and AH. ESPtunnel mode must be per-
formed before the AH transport mode protection. The policy contents are shown in figure 6.

Contt| ESP Tunnel from 1.1.1.1
to 2.2.1.1, using 3DES +
MD5-HMAC-96 AH transport *,

Next content Pointer 1 5 | SHAI-HMAC-96

Next content Pointer »NULL

Figure6 Policy Content Linked List
* For dataformat like|P+AH + ESP+ IP+ DATA, Treck callsthe ESPin tunnel mode and the AH in transport mode, and
for dataformat likelP+AH + 1P+ ESP+ |P+ DATA, Treck callsboth ESPand AH in tunnel mode.

2.2 SAD

SA isgenerated according to the policy contents. Each SA is able to provide security service of either AH or ESP, but not
both. If both ESPand AH arerequired, agroup of SA (i.e. SA bundle) isrequired.

TheYES-NO sharing flag of each policy determines how to build SA according to the policy. It indicates whether the
corresponding selector field uses policy value or packet value. (See RFC 2401 Page 15 for details of policy value against
packet value) 1f NO sharing isdefined, we use packet valueto build SA. If YESisdefined, we use policy valueto build
SA. For example, policy index No.8, the policy selector/protocol field isset to be ANY but prohibits sharing (NO shar-
ing), thus, although both TCP and UDP matches this policy, they must use different SA, i.e., use different encryption key
and authentication keysto protect thetraffic. If sharing isallowed, we will use the policy value (ANY protocol) to build
SA, and both TCP and UDP will use the same SA.

The SAD tableisahash table. The triple value <SPI, destination I P, and Protocol> are hashed. Each SA also contains
traffic selector, which may or may not equal to the policy traffic selector. (When SA sharing isfully granted, these two
selectorswill bethe same).

2.3 Outbound Processing
If IPsec is desired, each outbound packet is compared against the SPD to determine what processing is required for the
packet.

- 1. Match the packet’s selector fields against the outbound policiesin the SPD to locate the FIRST appropriate
policy.

- 2. Determine the action according to the policy located. If discard isrequired, the packet is discarded, (packet
information may be logged). If packet is allowed to bypass | Psec processing, skip the following IPsec
processing. Go to step 6.

- 3.1f IPsec processing is required, locate the appropriate SA generated by this policy’s innermost policy
content using the first-outbound-sa pointer for a certain policy. If no SA isfound and IKE is not activated,
drop the packet. Otherwise, if IKE isactivated, queue the packet and initiate | KE negotiation.

- 4. Usethe SA found in last step to do the required | Psec processing.

- 5.Go back to step 3 to determine if there is outer policy content. Find the SA according to the outer policy

content if outer policy content exists. If no more outer policy content, go to step 6.

- 6. Send the packet out.

At step 3 above, the packet will be queued if IKE starts. The packet processing procedure will be resumed when IKE
finishes the negotiation and the SA is ready.

For TCP socket, the SA(s) used to protect the traffic will be queued in the socket pointer. The next time sending packets
through this socket, policy and SA lookup is not required.
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2.4 Inbound Processing
Thefollowing steps are taken to process | Psec inbound packet [see RFC 2401]:

- 1. When an I Psec protected packet is received, use the packet’s destination address (outer | P header), | Psec
protocol, and SPI to ook up the SA inthe SAD. If the SA lookup fails, drop the packet and log/report the
error.

- 2.Usethe SA found in (1) to do the | Psec processing, e.g., authenticate and decrypt. Meanwhile, save the SA
and its order for later verification usage.

- 3. Processthe next header, if it is|Psec header, go back to step 1; if it isanother P header (SA found in (1)
must be in tunnel mode), remove the tunnel, and process the next header again. If atransport protocol header
is encountered, go to step 4

- 4.Findtheincoming policy in the SPD using theinner | P header information.

- 5. Check whether the required | Psec processing has been applied. i.e., verify that the SA’s saved in (2) match
the kind and order of SA’srequired by the policy found in (4).

If the SA verification procedure returns no error, pass the resulting packet to the transport layer or forward the packet.

2.5 Treck SPD and SAD features

- SPD management APIs are provided with the capability of single policy adding, bundle policy adding, bulk-loading
policy adding, policy deleting and SPD clearing.

- SAD management APIs are provided with the capability of adding, removing, and clearing.
- SPD and SAD are maintained in separate tables.
- SPD issearched linearly in order to find the first match, while SAD is maintained as hash table.

- SPD and SAD selectors are based on local and remote | P addresses, in host type, subnet type or range type. (Fully
qualified domain nameis also supported at the user’sinterface), local and remote ports, and traffic protocol. SA
using policy value or packet valueis also configurable.
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3 Settings in trsystem.h

All user accessible IPsec and IKE macros areincluded in the header file trsystem.h, and all public API prototypes are
included in trsecapi.h. To support | Pv6, the user must defineTM_USE_|PV6.

3.1 TM_USE_IPSEC
This macro must be defined to have | Psec behavior.

3.2 TM_USE_IKE
TM_USE IKE must be defined to use IKE. If manual keying isdesired, do not define this macro, and you must manually
add all necessary SA’s. DefineTM_USE_IKE to let IKE module negotiate SA and manage SA Database.

3.3 TM_IPSEC_DEBUG
DefineTM_IPSEC_DEBUG to debug | Psec authentication/encryption.

3.4 TM_IKE_DEBUG
DefineTM_IKE_DEBUG to debug IKE.

3.5 TM_IPSEC_USE_ANTIREPLAY

Define TM_IPSEC_USE _ANTIREPLAY to check the sequence number. If this macro is defined and sequence number
overflows, a new SA must be negotiated. Otherwise, if this macro is not defined, sequence number will be reused if
overflows. Eventhismacro isdefined, Treck | Psec does not perform anti-replay checking for non-authenticated ESP packet
(per RFC 2406). Also we suggest not to definethismacro if TM_USE _IKE isnot defined.

3.6 TM_IPSEC_INCOMING_ICMP_BYPASS

Definethismacro to bypassincoming ICMP policy checking. If thismacro isnot defined, all ICMPincoming packetswill
be checked against local |Psec policy. Unprotected |CM P packets, like ping messages, will be dropped if they do not
match thelocal policy requirement. And note that many routers will not be | Psec-capable for sometimeto come, for the
above reasons, the default status of this macro is defined.

3.7 TM_IPSEC_INCOMING_ICMP_NOSRCCHK

If webypassthe |CMP policy checking (by defining TM_IPSC_INCOMING_ICMP_BYPASS), it does not matter if this
macro isdefined or not. Whileif we do need checking incoming |CM P message against the local policy, we need handle
situation that a router is tunneling ICMP packets generated by other routers. The routers at the tunnel source and
destination would have established atunnel mode SA for their communication. This SA would be used to forward ICMP
error messages. However, the source address of the inner header (other router) will not be the tunnel source address. The
policy checking at the destination will fail. Define this macro to bypass | CM P source address checking.

3.8 TM_6_IPSEC_ICMPV6_NDMLD_BYPASS

If you want to bypass | Psec protection to avoid the chicken-and-egg problem for ICMPv6 ND and MLD message, please
definethismacro. If TM_USE_IKE isdefined, you should define this macro, otherwise, you have to manually add the
corresponding SA asthefirst thing.

3.9 TM_IPSEC_DEFAULT_REPLAY_SIZE

Definesthe replay window size. The SA sequence number will be checked using thiswindow size. Default valueis 32. If it
isset to zero, no replay checking will be performed.

3.10 TM_IKE_DHSECRET_DEFAULT_SIZE
Definesthe Diffie-Hellman local secret size in bytes. NIST implementation suggests thisvalue to be 32 bytes.

3.11 TM_IKE_PFS_KEY_ENABLED

Definethismacroif the Perfect Forward Secrecy featureis desired. The PFS hastwo options, PFS of KEY, and PFS of
Identity. Thismacro appliesto PFSof KEY.
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3.12 TM_IKE_PHASE1l AGGRESSIVE_ENABLED

For IKE main mode negotiation, if the Treck IKE isrunning asthe initiator, there are two choices. use Main mode, or use
Aggressive mode. Define this macro to use Aggressive mode. If Treck IKE isrunning as the responder, this macro has no
effect because we accept both Main mode and Aggressive mode. If the Treck stack initiates an Aggressive mode negotia-
tionbut receivesTM_ISAKMP_INVALID_EXCHANGE_TY PE notification message or encountersaLAST_TIME_OUT
event, all Aggressive mode stateswill be cleared, and Treck IKE will initiate a Main mode negotiation instead.

3.13 TM_IKE_AGGRESSIVE_DHGROUP

For aggressive mode, we must know which Diffie-Hellman group we are going to use. (in order to send proper K E payload)
Default valuefor thismacroisTM_DHGROUP_2, i.e., use Diffie-Hellman group 2 in aggressive mode.

3.14 TM_IKE_INITIAL_CONTACT _ENABLED

Treck IKE will try to maintain a continuous channel with the IKE peer. Absence of phase one channel meansthat thisisa
new connection request. Define this macro to notify the peer. All previously setup-ed SA's must be deleted. We only
receive INITIAL_CONTACT messagein protected mode. INTIAL_CONTACT in clear modewill bediscarded. InAggres-
sivemode, we do not send an INITIAL_CONTACT message as the RFC recommends

3.15 TM_IKE_USE_DEFAULT_PRESHARED_KEY

Treck IKE will try to find the pre-shared key for specified identification, if no pre-shared key found, and if

TM_IKE_USE DEFAULT PRESHARED_KEY isdefined, Treck IKE will usethe default pre-shared key to negotiate. If it
isnot defined and no pre-shared key isfound, error will be returned.

3.16 TM_IPSEC_BYPASS NESTIKE_PACKET

Define this macro to bypass any nested | KE packet. If this macro is defined, Treck IKE will not do any protection for
nested | KE packet. Otherwise, nested |KE packet are subject to I Psec policy check. Thismacro is not defined by default.

3.17 TM_IPSEC_USE_SW_CRYPTOENGINE

DefineTM_IPSEC_USE SW_CRYPTOENGINE if any TRECK software implementation of hashing algorithms, encryp-
tion/decryption algorithms, or public key exchange algorithmsis used. If this macro is not defined, any of these algo-
rithms must be provided by other vendor’ s softwareimplementation or hardware implemenation.

3.18 TM_IPSEC_USE_HF7951_CRYPTOENGINE
DefineTM_IPSEC_USE_HF7951 CRYPTOENGINE if IPsec hardware accel erator HIFN 7951 isused.

3.19 TM_USE_PK|

Definethismacro in order to use DSA or RSA digital signatures authenticationin IKE Phase 1. Treck PKI currently
includes X509v3 certificate (ASN1, PEM and DER format ), and RSA/DSA signature and verification.

3.20 TM_PKI_CHECK_CERT_ALIVE

Definethismacroif PKI checksif acertificateisalive beforeloading the certificate. TM_PKI_TIME must be al so defined
asthePKI start timeif theTM_PKI_CHECK_CERT_ALIVEisdefined, thedefault valueof TM_PKI_TIMEis
“030514000000Z" that means 2003, May.14 and Z means Zulu, or Greenwich Mean Time.

3.21 TM_PK|_CERT_NOT_VERIFY

Definethismacroif PKI doesNOT want to verify acertificatewhileloading it.
3.22 TM_USE_RIPEMD
Definethismacro to use RIPEM D 160-96 hash al gorithm

3.23 TM_USE_DES
Definethismacro to use DES algorithm

3.24 TM_USE_3DES
Definethismacroto use 3DES algorithm

3.25 TM_USE_BLOWFISH
Definethismacro to use BLOWFISH for ESP transform.

3.26 TM_USE_RC5

Define this macro to use RC5 for ESP transform. Must have patent license to run.
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3.27 TM_USE_CAST128
Definethismacroto use CAST128 for ESP transform

3.28 TM_USE_AES
Definethismacroto useAES (RIINDAEL ) for ESPtransform

3.29 TM_USE_TWOFISH
Definethismacro to use TWOFISH for ESPtransform

3.30 TM_PUBKEY_USE_DIFFIEHELLMAN
Definethismacro to use softwareimplementation of Diffie-Hellman module, group 1, 2, and 5 are supported

3.31 TM_PUBKEY_USE_RSA
Definethismacro to use RSA module. User must also define TM_USE_PKI inorder touse RSA.

3.32 TM_PUBKEY_USE_DSA
Definethismacroto use DSA module. User must also define TM_USE_PKI in order to use DSA.
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4 Function Reference

4.1 IPsec and IKE initialization
IPsec and IKE initialization procedure all ocates memory for the | Psec and IKE global variables. To use | Psec, you must
defineTM_USE_IPSEC macrointrsystem.h. To use IKE, you must defineTM_USE_|IKE macrointrsystem.h.

4.1.1 tfUselpsec

i nt tf Usel psec
(

voi d

)

Description
tfUsel psec must be called after tfStart Treck (), and beforetfStartl ke(if IKE isdefined). We suggest calling it before
tfOpenlinterface. tfUsel psecallocatesand initializesthe | Psec global variabletvlpsecPtr.

Parameters
None
Returns
Value Meaning
TM_ENOERROR success
TM_EIPSECNOTINITIALIZED TM_USE_IPSECisnot defined
TM_EALREADY I Psec global variabletvlpsecPtr isnot NUL L beforethiscall
TM_ENOBUFS No more buffersfor tvlpsecPtr
Example
{

/* start treck */
errorCode = tfStartTreck();
if (errorCode != TM _ENCERROR)
{
}

/* Initialize | Psec global variables */
#i f def TM_USE_| PSEC

error Code = tfUsel psec();

if (errorCode != TM ENCERROR)

{
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}
#endi f /* TM USE_| PSEC*/

/* Open the added Loop back interface */
errorCode = tfQOpenlnterface( ...);
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4.1.2 tfStartlke

i nt tfStartl ke

(

unsi gned int i paddr Type,
unsi gned int i paddr Lengt h,
tt User Voi dPt r i paddr Ptr

)

Description

If IKEisrequired, either tfSartl keor tfSartEnhancedl ke must be called after tfOpenl nterface (or tfNgOpenl nter facefor
Pv6). If the ID in IKE phase 1 exchange is the same as the | P address we run IKE, tf Startlke is used. Otherwise, if ID is
anything other than the | P address we run IKE, tf StartEnhancedl ke should be used. tfSartl ke getstheidentification (the
IPaddress) of IKE participant, allocatesand initializesthe IKE global variabletvikePtr, opensan IKE socket with port 500,
registers callback function(internal) to the IKE socket for receiving event, and starts refreshing the cookie secret pool

regularly.

Parameters
Value
ipaddrType

ipaddrLength

ipaddrPtr

Returns
Value
TM_ENOERROR
TM_EIPSECNOTINITIALIZED
TM_EALREADY
TM_ENOBUFS
Other error

22

Meaning

Identification | P addresstype of Treck IKE participant. It could be:
TM_DOI_ID_IPV4 _ADDR, asinglefour octets |Pv4 address, or
TM_DOI_ID_IPV6_ADDR, asingle 16 octets|Pv6 address.

Thelength of identification
For TM_DOI_ID_IPV4_ADDR, it should be4,
For TM_DOI_ID_IPV6_ADDRIt shouldbe 16,

Pointer to the IKE participant identification.

IfidType=TM_DOI_ID_IPV4 ADDR, it pointsto thefour octet |Pv4 address (in
network order)

IfidType=TM_DOI_ID_IPV6_ADDR, it pointsto the sixteen octet | Pv6 address
(in network order)

Meaning
success
TM_USE IKEisnot defined
IKE global variabletvikePtrisnot NULL beforethiscall
No more buffersavailable
socket error, user tfStrError(error code) to get the detail error information
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Example
ThisexamplestartsIKE using identificationtype TM_DOI_ID_IPV4 ADDR*“1.1.1.1"

ttUserl pAddress clientlpAddr = inet_addr(“1.1.1.1");
tt Userl pAddress nask = inet_addr(“255.255.255.0");

/* start treck */
errorCode = tfStartTreck();
if (errorCode != TM ENCERROR)
{
}

/* Initialize |IPsec global variables */
#i f def TM_USE_| PSEC

error Code = tfUsel psec();

if (errorCode != TM ENCERROR)

{

}
#endi f /* TM USE_| PSEC*/

/* Open the added Loop back interface */

errorCode = tfQOpenlnterface( ...);

#i f def TM_USE_I KE
errorCode = tfStartl ke(TM_DOI_ID_IPV4 ADDR,
4,
(voi d*) &cl i ent | pAddr) ;
if (errorCode != TM ENCERROR)
{

}
#endi f /* TM_USE_| KE*/
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4.1.3 tfStartEnhancedlke

i nt

(

unsi gned int
unsi gned int
tt User Voi dPt r

tf St art Enhancedl ke

i dType,
i dLengt h,
i dPtr,

const struct sockaddr_storage TM FAR *

)

Description

i keSockaddr Ptr)

If thelD in IKE phase 1 exchangeis different than the | P addresswe run I KE, for example, we use domain name, email
address, username etc, tfStartEnhanced| ke should be used. Actually, tf StartEnhancedl ke can do anything that tfStartlke
can do. tfStartlkeisjust a special case of tfStartEnhancedlke.

Parameters
Value

idType

idLength

idPtr

ikeSockAddr Ptr

Returns
Value
TM_ENOERROR
TM_EIPSECNOTINITIALIZED
TM_EALREADY
TM_ENOBUFS
Other error
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Meaning

| dentification type of Treck |KE participant. Could be:
TM_DOI_ID_IPV4_ADDR, asinglefour octets|Pv4 address
TM_DOI_ID_FQDN, afully qualified domain namestring, like“foo.bar.com”.
TM_DOI_ID_USER_FQDN, afully qudified username string, like
jok@foo.bar.com

TM_DOI_ID_DER_ASN1 DN, aDistinguished namein the host certificate

TM_DOI_ID_IPV6_ADDR, asingle 16 octets | Pv6 address. Please note that, if
idTypeis|Pv4 or IPv6 address, you may want to use tf Startike.

Thelength of identification

For TM_DOI_ID_IPV4_ADDR, it should be4,

For TM_DOI_ID_IPV6_ADDRIt should be 16, For
TM_DOI_ID_DER_ASN1 DN, it should bezero.
For other idType, it will be the length of name string.

Pointer to the IKE participant identification.
IfidType=TM_DOI_ID_IPV4_ADDR, it pointsto thefour octet |Pv4 address (in
network order)

IfidType=TM_DOI_ID_IPV6_ADDR, it pointsto the sixteen octet | Pv6 address
(in network order)

IfidType=TM_DOI_ID_FQDNor TM_DOI_ID_USER _FQDN, it pointstothe
name string.

Pointer to a struct sockaddr_storage. It has the I P address information of the IKE
participant.

Meaning
success
TM_USE_IKEisnot defined
IKE global variabletvikePtrisnot NULL beforethiscall
No morebuffersavailable
socket error, user tfStrError (error code) to get the detail error information



Treck IPsec User’'sManual

Example

Thisexample starts IKE using identificationtype TM_DOI_ID_FQDN for digital signature authentication, and isusing
IPaddress “3FFF::1”

struct sockaddr_storage clientlpAddr;

tm bzero(&clientlpAddr, sizeof(struct sockaddr_storage));
clientl pAddr.ss_|len = sizeof (struct sockaddr _in6);
clientl pAddr.ss_fam |y = PF_I NET6;
i net _pton(PF_I NET6, " 3FFF: : 1",

&cl i ent| pAddr. addr. i pv6. si n6_addr);

/* assert the return value of inet _pton is valid*/

/* start treck */
errorCode = tfStart Treck();

/* assert the return val ue */

/* Initialize | Psec gl obal variables */
#i f def TM USE | PSEC

error Code = tfUsel psec();

if (errorCode != TM ENOERROR)

{

}
#endi f /* TM_USE_| PSEC*/

/* Open the interface */
error Code=t f NgOpenl nterface(...);

/* assert errorCode */

#i f def TM_USE_I KE

error Code = tfStartEnhancedl ke(TM DO I D FQDN ,

14,
(voi d*)”www. t reck. cont,
&client | pAddr);

/* assert return val ue */

#endi f /* TM USE_| KE*/

25
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4.1.4 tflpsecUninitialize

i nt tflpsecUninitialize(void);

Description

Thisfunctionwill uninitialize IPsec and IKE. It will clear all the policy entriesaswell asall IPsec SAs, and it will closethe
IKE socket(s), and free the raw buffer allocated for tvl psecPtr and tvikePtr. After thiscall, the stack will run asif

tfUsel psec has not been called.

Parameters
Value Meaning
none
Returns
Value Meaning
TM_ENOERROR success
Other Value Uninitializefailed

26
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4.1.5 tflpsecSetOptions

i nt tflpsecSet Options
(

ttUser 32Bi t option,
ttUser8Bit val ue

)

Description

Thisfunction is used to change Treck |Psec/IKE behavior during the running time. Most of these behaviors can be
achieved by defining corresponding macros. tflpsecSetOptions provides a convenient way to change the |Psec/IKE
behavior without having to recompile the whole stack. This function must be called after tfUsel psec() call.

Parameters
Value Meaning
option I dentifies the option user wants to change.

Valid optionsare;

TM_IPSECOPT_ANTIREPLAY, determinesanti-replay isused or not.
Value 1 will enable anti-replay, value 0 disableit.

TM_IPSECOPT_PFSKEY, determinesif Perfect Forward Secrecy isused of not.
value 1 will enable PFS, value O disablesit.

TM_IPSECOPT_AGGRESS, determinesif aggressive modeisused in IKE phase
1. Value 1l will enableit, value O disableit.

TM_IPSECOPT AGGRESSDHGROUP, determineswhich Diffie-Hellman groupis
going to be used in aggressive mode. Value must be 1, 2 or 5.

TM_IPSECOPT _INITCONTACT, determinesif Initial Contact message be sent to
the peer or not. Value 1 will enable IKE to send Initial contact upon finishing IKE
phase 1 negotiation. Value O will disableit.

TM_IPSECOPT_PKICERTCHECKALIVE, determinesif certificatelifetimeisto be
checked or not. Value 1 will enable checking. Value O will disableit.

TM_IPSECOPT_PKICERTNONVERIFY, determinesif certificateisgoing to be
verified or not. Value 1 will NOT verify certificate.

TM_IPSECOPT _ICMPBY PASS, determinesif webypassall ICM P packet or not.
Value 1 will bypassall ICMP packet, no I Psec will be applied or check against.
TM_IPSECOPT_ICMPSRCCHKBY PASS, determinesif |CMPsource address be
checked against |Psec policy or not. Value 1 will bypass this check.
TM_IPSECOPT_ICMP6NDMLDBY PASS, determinesif ICMPv6 bypass|Psec
policy or not. Value 1 will bypass | Psec.
TM_IPSECOPT_NESTIKE_BYPASS, determinesif nested | K E packet be checked
against IKE or not. Value 1 will bypassall IKE packet. ValueOwill forceall IKE
packets go through IPsec policy checking.
TM_IPSECOPT_DFBIT, determines how to set the outside | Pheader’s Dont
Fragment bit if tunnel isused. Validvaluecanbe TM_IPSEC DFBIT_CLEAR,
TM_IPSEC DFBIT_SET or TM_IPSEC_DFBIT_COPY.

value Set the option value. In most cases, a non-zero value will enable the option, a
zero value disables the option. For option like
TM_IPSECOPT_AGGRESSDHGROUP, valuecanbe 1, 2 or 5, which corre-
spondsto DH group 1, 2 and 5 respectively.
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Returns

Value Meaning

TM_ENOERROR success

-1 tflpsecSetOptions call failed
Example

This example sets some | Psec options. Please note that tfUsel psec is called before this function call.

error Code = tfUsel psec();

/* Set |Psec options AFTER you call tfUsel psec */

/* don’t use Perfect Forward Secrecy feature */
tflpsecSet Opti ons(TM_| PSECOPT_PFSKEY, O0);
/* use aggressive node to negotiate | KE phase 1 */
tflpsecSet Opti ons(TM | PSECOPT_AGGRESS, 1);
/* aggressive node use dh group #2 */
tflpsecSet Opti ons(TM | PSECOPT AGGRESSDHGROUP, 2);
/[* don’t send initial contact. */
tflpsecSet Opti ons( TM_| PSECOPT_|I NI TCONTACT, 1);

28
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4.2 Pre-shared Key Management API

4.2.1 tfPresharedKeyAdd

i nt

(

char TM FAR
char TM FAR
i nt

)

Description

t f Preshar edKeyAdd

* keyDat aPtr,

This function adds an entry to the pre-shared key database. The user must define TM_USE_IKE to use this function.

Parameters
Value
idPtr

keyDataPtr

options

Returns
Value
TM_ENOERROR
TM_ENOBUFS

Example

Meaning

Pointer to the Identity of the IKE peer, with which we are going to use the
preshared key. It could be avalid null-terminated |Pv4, | Pv6 address string, or
fully qualified domain name string or username string.

Pointer to the pre-shared key null-ended string. Although pre-shared key is not
necessarily ASCII string, there is no obvious disadvantage to use ASCII string to
be pre-shared key.

Not used at present

Meaning
success
no memory available

Thisexample adds a pre-shared key entry for peer “2.2.2.1", so that whenever we negotiate SA’swith peer “2.2.2.1",
weare going to use pre-shared key “ Gasdf HOPS99adf sad323%$$”

err or Code

t f Preshar edKeyAdd(“2.2.2.1",
“ Gasdf HOPS99adf sad323$$$”,
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4.2.2 tfPresharedKeyDelete

i nt t f Preshar edKeyDel et e
(

char TM FAR * jdPtr,

i nt options

)

Description

Deletesthe pre-shared key for peer idPtr. After the deleting, it is no longer able to negotiate with peer idPtr using pre-
shared key authentication.

Parameters
Value Meaning
idPtr Pointer to the identity of the IKE peer, with which we are going to use the
preshared key. TheidPtr should be string format of an | Pv4 address, |1Pv6
address, adomain name or ausername.
Returns
Value Meaning
TM_ENOERROR Success
-1 The Identification showed in idPtr is not found in the pre-shared key database
Example
Thisexampledeletesthe pre-shared key for peer “2.2.2.1"
{

errorCode = tfPresharedKeyDelete (“2.2.2.1", 0);
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4.2.3 tfPresharedKeyClear

voi d t f Preshar edKeyC ear
(

i nt options

)

Description

Deletes all the pre-shared keys. If our authentication method is pre-shared key, we are no longer available to negotiate
with any peer, unless new pre-shared keys are added.

Parameters
Value Meaning
options Not used at present
Returns
No returns
Returns
Value Meaning
TM_ENOERROR Success
TM_EINVAL Invalidate parameter or certificate format
Example
Thisexampleaddsaroot CA certificatewith PEM format and alocal certificatethat isstored inlocal disk with PEM
format
{

static char tICACert[] =
“M | EPDCCAY QCAQ wDQYJKoZI hvc NAQEEBI Awe DEL MAk GA1UEBg QCVVMK Cz AJ BgNWA

j Lt dUVI B69/ 11 eukzWhKeuAeN+j j u2ni oOEeFG uyCg=";

errorCode = tfPkiCertificateAdd (
tl CACert,
TM_PKI _CERTI FI CATE_PEM TM_PKI _CERTI FI CATE_STRI NG,
TM PKI _CERT_NONLOCAL,
TM PKI _ROOT_CAI D,
tmstrlen(TM PKI _ROOT_CAI D),
0);

errorCode = tfPkiCertificateAdd(
“c:/cert/duser.crt”,
TM PKI _CERTI FI CATE_PEM
TM_PKI _CERT_LOCAL,
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4.3 PKIAPI

4.3.1 tfUsePki

i nt t f UsePkKi
( voi d
).

Description
This function must be called before you try to add/del ete certificate. The user must define TM_USE_PKI to usethis
function.

Parameters
Value Meaning
No parameters.

Return Value:
Value Meaning
TM_ENOERROR Successful return
TM_ENOBUFS No buffer available
TM_EALREADY tvPkiPtr isalready allocated

4.3.2 tfPkiUninitialize

voi d tfPkiUninitialize
( voi d

)

Description

Thisfunctioniscalled touninitialize PKI. It will freeall certificatesand the PK| global variabletvPkiPtr.

Parameters
Value Meaning

No parameters.

Return Value:
Value Meaning

Noreturn
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4.3.3 tfPkiCertificateAdd

i nt tfPkiCertificateAdd
(

ttUser Voi dPt r fileNanmePtr,

i nt fil eFormat,

i nt cert Type,

ttUser Voi dPt r i dPtr,

i nt i dLengt h,

ttUser Voi dPt r cal dPtr

)

Description

This function adds an entry to the certificate database. The user must define TM_USE PKI to usethisfunction. If a
certificate need to be verified (doNOT defineTM_PKI_CERT_NOT_VERIFY), its CA certificate(s) must be added before
the certificateisadded. In addition, tfPkiOwnKeyPairAdd call to add akey pair for alocal certificate must be called before
adding thelocal certificate.

Parameters

Value Meaning

fileNamePtr Pointer to acertificate file name with directory information or PEM string of the
certificate according following fileFormat value. Treck PKI right now supports
PEM or DER certificatefileformat, and must have Treck FTPfile system that
supports DOS, Linux and ram files.

fileFormat Specify thetype and format in fileNamePtr with following macros.
[* certificate with PEM (privacy enhanced mail) format */
TM_PKI_CERTIFICATE_PEM (tt8Bit)0x01
/* certificate with DER encoding format */
TM_PKI_CERTIFICATE_DER ({t8Bit)0x02
/* the above fileNamePtr is aready a certificate string with PEM format, instead
* of afilename. Inthis case, fileNamePtr must be PEM format string
*/
TM_PKI_CERTIFICATE_STRING (tt8Bit)Ox04

certType The certificate holder type, where
[* the certificateislocal */
TM_PKI_CERT_LOCAL 0
[* the certificateisgenera one, e.g., CA (certificate authority) or peer certificate*/
TM_PKI_CERT_NONLOCAL 1
/* itisCRL (certificate Revocationlist) */
TM_PKI_CERT_CRL 2

idPtr Pointer to the Identification. If the certificateisROOT CA, idPtr should be
TM_PKI_ROOT_CAID.

idLength Length of the Identification. idLength should be zero if the idTypeis
TM_DOI_ID_DER_ASN1 DN

caldptr Pointer to the Identification of CA. If itisO, then Treck PKI will automatically

search existing certificate database to find CA by matching DN (distinguished
name). For TM_PKI_ROOT_CAID, caldPtr should beO.
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(voi d*) &yl pAddr . addr . i pv6. si n6_addr,
si zeof (struct in6_addr),

TM_PKI _ROOT_CAI D) ;
}

Infilec:/cert/duser.crt obtained from OpenSSL :
Certificate:
Dat a:
Version: 1 (0x0)
Serial Nunber: 3 (0x3)
Si gnature Al gorithm nd5W t hRSAEncryption
| ssuer: C=US, ST=CA, L=Riverside, O=Treck, OU=l Psec, CN=CA/
Emai | =ca@r eck. com
Validity
Not Before: Jul 30 23:09:13 2002 GV
Not After : Jul 30 23:09:13 2003 GMI
Subj ect: C=US, ST=CA, L=Riverside, O=Treck, OU=I Psec, CN=shang/
Emai | =abc@r eck. com
Subj ect Public Key Info:
Public Key Al gorithm dsaEncryption
DSA Public Key:
pub:
6¢C: 22: b7: bd: 18: fd: 7e: 9f : 60: 7d: 18: cc: 63: 73: 6¢C:
a4: bd: 52: 00: d2: 69: 36: Oe: 61: 01: 91: 8a: 1la: de: d7

Si gnature Al gorithm nd5WthRSAEncryption
86:fc:e9:f8:d1l:69:60:f8:94:51: 90: 56: a9: f 4: a8: 19: eb: 57:
65: 82: 34: c8: 64: 2f : 8a: 28: b6: 1a: a9: 48: 58: 1a: cc: 54: ed: 95:

—BEG N CERTI FI CATE—
M | FgDCCBGy CAQMADQYJ KoZI hv c NAQEEBQAWe DEL MAk GALUEBhMCVVIVK Cz AJ BgNV
BAgTAKNBVRI WEAYDVQQHEW SaXZl cnNpZGUx Dj AVBgNVBAO TBUVS bW j M4WDAYD

dOpsVCGhohE5aH8n/ 7aPSpVt ZeuCKéwKei NaACY81T01Jr e77MOLHAr h7KG33gbgu
Z4ZakUg095Vo+d TudbH+MdMupWo =
—END CERTI FI CATE—
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4.3.4 tfPkiCertificateDelete

i nt tfPkiCertificateDel ete
(

ttUser Voi dPt r i dPtr,

i nt cert Type

)

Description

Thisfunction delete a certificate from the certificate atabase. The user must define TM_USE _PKI to use thisfunction.

Parameters
Value Meaning
idPtr Pointer to the Identitication of the certificate to be deleted.
certType The certificate holder type. refer to above tfPkiCertificateAdd
Returns
Value Meaning
TM_ENOERROR success
TM_EINVAL invalidateidentification or certificate type
Example
ThisexampledeletesaROOT CA certificate
{

errorCode = tfPkiCertificateDelete (
TM_PKI _ROOT_CAI D,
TM_PKI _CERT_NONLOCAL) ;
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4.3.5 tfPkiCertificateClear

i nt tfPkiCertificated ear
(

i nt cert Type

)

Description

Thisfunction clear all certificate with the certType, such asall certificate or all CRL. The user must defineTM_USE_PKI
to use this function.

Parameters
Value Meaning
certType certificate holder type
Returns
Value Meaning
TM_ENOERROR success
TM_EINVAL invalidate value
Example

Thisexample deletesall certificates
{

errorCode = tfPkiCertificateC ear (TM PKI _CERT_NONLOCAL);
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4.3.6 tfPkiOwnKeyPairAdd

i nt t f Pki OmKeyPai r Add
(
ttUser Voi dPt r fileNamePtr,
i nt fileFornat,
i nt keyType
)
Description
This function adds a public-private key pair of local (owner) certificate. The user must define TM_USE_PKI to usethis
function.
Parameters
Value Meaning
fileNamePtr Pointer to acertificate file name with directory information or PEM string of the
certificate.
fileFormat Specify thetype and format in fileNamePtr. The format isfollowing OpenSSL
format.
keyType key pair type, as:
TM_PKI_RSA_KEY 0 /* key pairisRSA key */
TM_PKI_DSA_KEY 1 /* key pairisDSA key */
Returns
Value Meaning
TM_ENOERROR success
TM_ENOBUFS no morememory available
TM_EINVAL invalidate parameter
Example

Thisexample addsa DSA public-private pair key

{

static char tl PeerCertKey[] =
“M | DPgl BAAKCAQEAgdIl aJM2Xc QPi A7+BZi FOYGTgot xpwnlaHnt/ i/ LF4ZN1/ Q b\

| ai | 9Popyol U0/ zPC6SPj xVn”;

error Code = tfPki OmKeyPai r Add (
t | Peer Cert Key,

TM PKI _CERTI FI CATE_PEM TM PKI _CERTI FI CATE_STRI NG,
TM PKI _DSA_KEY) ;
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4.3.7 tfPkiPubKeyAdd

i nt t f Pki PubKeyAdd
(

tt User Voi dPt r fileNamePtr,

i nt fileFormt,

i nt cert Type,

tt User Voi dPtr idpPtr,

i nt i dLength

)

Description

Read Public Key fromfile (or memory) for aspecified ID. The user must define TM_USE_PKI to usethisfunction.

Parameters

Value Meaning

fileNamePtr Pointer to acertificate file name with directory information or PEM string of the
certificate.

fileFormat Specify thetype and format in fileNamePtr. The format isfollowing OpenSSL
format.

certType The certificate holder type, where
/* the certificateislocal */
TM_PKI_CERT_LOCAL 0
[* the certificateisgenera one, e.g., CA (certificate authority) or peer certificate*/
TM_PKI_CERT_NONLOCAL 1
/* itisCRL (certificate Revocation list) */
TM_PKI_CERT_CRL 2

idPtr Pointer to the Identification. If the certificateisROOT CA, idPtr should be
TM_PKI_ROOT_CAID.

idLength Length of the Identification. idLength should be zero if the idTypeis
TM_DOI_ID_DER_ASN1 DN

Returns

Value Meaning

TM_ENOERROR success

TM_ENOBUFS no morememory available

TM_EINVAL invalidate parameter
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4.4 ISAKMP Policy Management API

ISAKMP Policy meansthe IKE phase 1 policy inthisdocument. Inorder for different IKE implementationsto communi-
cate and then negotiate to each other, they must agree with each other regarding the phase 1 parameters, such as hash
algorithm, encrypt algorithm, diffie-hellman group, authentication method and lifetime type and value. After they agree
with these phase 1 policy parameters (ISAKMP policy), they can establish phase 1 SAs, i.e. ISAKMP SAs. All phase 2
negotiation (i.e. IPsec SA negotiation) must be protected by the ISAKMP SAs.

Asan IKE responder, TRECK IKE accepts any combination of supported algorithms and parameters. Such as
MD5+DES+DHGroup 2, SHA1+3DES+ DHGROUPS or MD5+AEE+DHGROUP2. Asan IKE initiator, TRECK IKE isable
to send up to two transforms user configured using API in this section. If user didn’t configure any transform, IKE will
use the following default transform as its proposal.
{

TM_IKE_3DES CBC,TM_IKE_SHA1, TM_IKE_PRESHARED_KEY,

TM_DHGROUP_2, 86400 /* lifetimein seconds*/, 32768 /* lifetimeinkbytes*/, 0

}
For export version, it usesDES + MD5 + Preshared_key + GROUP1 and the samelifetime value.

4.4.1 tflkeAddPhaselTransform

int tflkeAddPhaselTransformn(i nt i ndex,

i nt encrypt Al g,

i nt encrypt KeyLengt h,

i nt hashAl g,

i nt aut hivet hod,

i nt dhgr oup,

i nt I'i feKbytes,

i nt I'i feSeconds)
Description

tflkeAddPhaselTransform addsauser preferred phase 1 transform to IKE's phase 1 proposal. User isableto configure
up to two transforms, the most preferred has index 0, the less preferred hasindex 1. If user configures any of them, the
default transform won't be used, otherwise, if user failsto configure any of these transforms, the default transform will
be used in the phase 1 proposal.

Parameters
Value Meaning
index Index of thetransform. Can beeither O or 1.
encryptAlg The encryption algorithm to be used. The following values are

supported (user must define the corresponding TM_USE XXX macro, see
section 3 Settings in trsystem.h)

TM_IKE_DES CBC
TM_IKE_BLOWFISH_CBC
TM_IKE_3DES CBC
TM_IKE_CAST_CBC
TM_IKE_AES CBC
TM_IKE_TWOFISH_CBC

encryptKeyL ength Key length of the encryption algorithm. O means the default value. See section
5.1.2 ttAhAlgorithm and 5.1.3 ttEspAlgorithm for key length list.

hashAlg The hash algorithm to be used. The following values are supported (see section
3 for usageof macroTM_USE RIPEMD)
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TM_IKE_MD5
TM_IKE_SHA1
TM_IKE_RIPEMD

authMethod The authentication method, see section 3 Settings in trsystem.h for macro
TM_USE PKI.YoumustdefineTM_USE PKI to usedigital signatures

TM_IKE_PRESHARED_KEY /* pre-shared key*/

TM_IKE_DSS SIG I* DSSsignature*/
TM_IKE_RSA_SIG /* RSA signature*/
dhGroup The Diffie-Hellman group to use. Valid values are:

TM_DHGROUP 1
TM_DHGROUP 2
TM_DHGROUP 5

lifetimeKbytes Lifetimeinkilo-bytes. 0 meansto use default value 32768. Valid valueis between
10~2097152

lifetimeSeconds Lifetimein seconds. 0 meansto use default value 86400. Valid valueis between
2401063072000

Returns

Value Meaning

TM_ENOERROR success

TM_EINVAL Invalid value was used

4.4.2 tflkeDeletePhaselTransform
int tflkeDel et ePhaselTransforn{int i ndex)
Description

tflkeDeletePhaselTransform deletes a user configured phase 1 transform. If no user configured transformisfound, the
default transform will be used in the IKE phase 1 proposal.

Parameters

Value Meaning

index Index of thetransform. Can beeither O or 1.
Returns

Value Meaning

TM_ENOERROR success

TM_EINVAL Invalid value was used
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4.5 IPsec Policy Database Management API

If IPsecisused, al traffic is subject to policy check including incoming and outgoing, | Psec-protected, and non-1Psec-
protected traffic. The policy must be therein order to receive or send packets (asimple policy exampleisthat: For any
source to any destination we BY PASS | Psec).

4.5.1 tfPolicyRestore

i nt tf PolicyRestore

(

ttlpsecPolicyPairPtr pairListPtr,
ttlpsecSel ectorlnStringPtr sListPtr,
ttPolicyContentlnStringPtr cListPtr,

i nt npai r

)

Description

tfPolicyRestor e builds the SPD using bulk load method. For embedded systems, because we don't have file system, we
have to load the policy using static data (rather than configuration files).

Parameters
Value Meaning
pairListPtr Pointer of type structure ttlpsecPolicyPair. For the structure reference, see
section 5 Structure Reference.
sListPtr Pointer of type ttlpsecSelectorInString
cListPtr Pointer of type ttPolicyContentInString
npair Number of pairsinthelist pairListPtr.
Returns
Value Meaning
TM_ENOERROR success

Vaueother than TM_ENOERROR error happens for policy restoring
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Example
Thisexampleaddstwo policiesat gateway 1.1.1.1:

From 1.1.1.0/24t02.2.2.1, any port, any protocol, ESPtunnel from 1.1.1.1t0 2.2.2.1, and then use AH transport. Using
DES-CBCfor encryption, and NUL L authenticationfor ESP. HMAC _SHA1 96 algorithm for AH. Sharethe SA for all
hostsinside subnet 1.1.1.0/24

FromANY toANY, BYPASS

{
i nt error Code;
ttlpsecSelectorInString plcySelector[] =
{
/* selector #0, ANY to ANY */
{
/* local ip and mask, or ipmin and ipmax if selector is a range */
(char*)0, 0,
/* renpote ip and mask,or ipmin and ipmax if selector is a range */
(char*)O0, 0,
/* ip flags */
(tt16Bit)0 ,
/* local and renote port */
TM_SELECTOR_W LD_PORT, TM_SELECTOR W LD_PORT,

/* protocol */
TM_SELECTOR W LD _PROTOCOL,

b
/* selector #1, From1.1.1.0/24t02.2.2.1, any port, any protocol */

{
“1.1.1.07, (i nt)”255.255. 255. 0",
“2.2.2.1", 0,
TM SELECTOR LOCI P_SUBNET + TM SELECTOR REMTI P_HOST,
TM_SELECTOR W LD _PORT, TM_SELECTOR_W LD_PORT,
TM_SELECTOR W LD _PROTOCOL,

}

/* for the nmask addr, you may want to use prefix length, especially when you
are using IPv6 address. In this case, you can wite the selector in this way:

{
“1.1.1.07, 24,
“2.2.2.17, 0,

TM SELECTOR_LOCI P_SUBNET + TM SELECTOR_USE_PREFI X_LENGTH +
TM_SELECTOR_REMTI P_HOST,

TM SELECTOR_W LD_PORT, TM_SELECTOR_W LD_PORT,
TM_SELECTOR_W LD_PROTOCOL,

*/
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ttPolicyContentlnString plcyContent[] =

{
policy content #0 */
{
tunnel local IP, don't care if not for tunnel node */
(char*)O0,
tunnel renote IP, don't care if not for tunnel node */
(char*)O0,

policy rules */
TM_PFLAG_BYPASS,

aut hentication al gorithm*/
0,

encryption algorithm*/
0,

lifetinme in seconds, if 0, we use the default value */
0,

[ifetime in kBytes, if 0, we use the default value */
0

b

policy content #1 */

{
“1.1.1.17,
“2.2.2.1",
TM_PFLAG ESP + TM PFLAG_TUNNEL,
0,
SADB_EALG _DESCBC,
0,
0

b

policy content #2 */
{
(char*)o0,
(char*)o0,
TM_PFLAG AH + TM PFLAG_TRANSPORT,
SADB_AALG_SHA1HVAC,
0,
0,
0

s
This is a very inportant table. This specifies which policy
rules are applied to received packets (TM | PSEC | NBOUND), sent
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/*

/*

/*
/*
/*

/*

packets (TM._|PSEC OUTBOUND), AND | N WHAT ORDER.

Wi ch policy rul

e(s) to use

We screen the traffic using selectors which could be fine-
grai ned or coarse grained. W specify different policy rules
in the nane of policy content. The traffic_selector and

policy content i

S a one-to-one or one-to-many natching pair. For

exanpl e <sel ector#0, content#0, | NBOUND+OUTBOUND> i s a matching
pai r which neans all traffic screened by selector#0 is subject to

the policy rule

content#0, and this matching pair applies to both

| NBOUND and OUTBOUND traffic. Another matching pair exanple
<sel ector#1, content#l+content#2, | NBOUND+OUTBOUND> neans all
traffic, both I NBOUND and OQUTBOUND, screened by selector#l is
subject to the policy rule content#1 first AND then policy

cont ent #2.

ttlpsecPolicyPair plcyPair[] =

{

<sel ector #0, content#0, | NBOUND+OUTBOUND> */
{0, 0, TM.I PSEC BOTH DI RECTI ON},

<sel ector #1, content#l1 + content #2, | NBOUND+OUTBOUND> */
{1, 1, TM.I PSEC BOTH DI RECTI ON},

{1, 2, T™MI

PSEC_BOTH_DI RECTI ON}

The followi ng matching pair is for explanation only */
<sel ector #2, content#3, OUTBOUND> */

{2, 3, T™M.I
b

PSEC_OUTBOUND} */

Sel ector#1 has two continuous entries in the matching pair |ist,

whi ch neans they