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1 Treck IPv6

Thismanual isintended as supplemental documentation for the Treck TCP/IP User’s Manual.

2 Description

2.1 Modes of Operation
Our dual IPlayer stack will support three different modes of operation:

1 IPv4-only
2. IPv6-only
3. Dua-modelPv6 with IPv4 (alsoreferredto as“dual IPlayer”)

Thisisdoneinaway (i.e. conditional compilationusingthemacrosTM_USE IPV4and TM_USE_|PV6) that minimizes
codespace and dataspace requirements for customers who prefer to run the stack in IPv4-only or IPv6-only modes. The
default mode of operation is | Pv4-only to be compatible with our current product. We have implemented 1Pv6 functional -
ity asan option so that if acustomer does not buy the IPv6 option, they will not receive the files required to build IPv6
support. Therefore, they will get linker errorsif they try to use IPv6. If the user disables both I1Pv4 and IPv6 support (an
invalid configuration) an appropriate error message will be generated at compile time using the #error preprocessor
directive. Also,when TM_USE IPV6is#define d, TM_SINGLE INTERFACE_HOME cannot be#define d because IPv6
interfacesare multi-homed. WhenbothTM_USE IPV6and TM_SINGLE INTERFACE _HOME are#define'd (aninvalid
configuration) an appropriate error message will be generated at compile time using the #error preprocessing directive.
Theperformancemacro TM_SINGLE_INTERFACE can be#define€ dwhen TM_USE_|PV6isenabled toreduce
codesize. However, you will berestricted to using asingleinterface.

2.2 Reuse of Existing IPv4 Data Structures

There are many similarities between |Pv6 and | Pv4 in the sense that |Pv6 keeps the best parts of IPv4. Because of this, we
try to reuse existing |Pv4 internal data structures by making simple changes and extensions to them where applicable.

For example, both the Patriciarouting tree (which also comprises ARP cache functionality) and the socket tree can be
adapted to support I|Pv6 by expanding the size of the |P address to 128 hits when operating in dual-maode | Pv6 with [ Pv4
(inthis case, IPv4-only addresses are stored internally as 128-bit | Pv4-mapped |Pv6 addresses). Asanother example, the
existing |Pv4 interface structure (i.e. ttDeviceEntry) should be straightforward to adapt for IPv6 use by adding new | Pv6-
specific fields such asthe IPv6 interface ID (i.e. devélnterfacel d), amulti-homed | Pv6 address list containing both
manually configured as well as statel ess auto-configured | Pv6 addresses (i.e. devblpAddrArray, devePrefixLenArray), a
list of IPv6 multicast addresses that the interfaceislistening on (i.e. devéMIdPtr), etc.

To makeit clear that specific fieldsin these shared internal data structures are either |Pv4-only or IPv6-only, these fields
will be bracketed by the appropriate #ifdef’sfor selecting IPv4 or IPv6 functionality, whichareTM_USE IPV4and
TM_USE_IPV6 respectively. Anexampleof afield that is1Pv4-only isthe existing multi-homed |Pv4 addresslist (i.e.
ttDeviceEntry.devl pAddrArray, ttDeviceEntry.devNetMaskArray).

In summary, changesto existing | Pv4 functionality shall be kept to aminimum, and specifically we do not want any of our
changes for IPv6 to increase codespace and dataspace usage when the stack is used in IPv4-only mode.

2.3 Naming Standards for New APIs

Any new APIs (both public and internal) which are |Pv6-only have names starting with the prefix “tf6” unlessthe RFC
requires otherwise. Any new APIswhich support both IPv4 and |Pv6 have names starting with the prefix “tf”, except for
when the new API replaces an existing |Pv4-only API. In that case, the name starts with the prefix “tfNg” asdescribed in
the next section “Changes to Existing Public APIS’.

Similar naming conventions are used for macros, type names, and global variables. For example, “TM_6 " isused asthe
prefix for IPv6-only macros, “TM_” for macrosthat support both 1Pv4 and |Pv6 except for in the case whereit replaces an
existing | Pv4-only macro inwhich casethe prefix is“TM_NG_”, etc.

I Pv6-specific fields added to existing |Pv4 data structures have “ 6" added at the end of the fieldname prefix if thereisa
prefix, for example: ttDeviceEntry.devel pAddrArray isthelist of Pv6 unicast addresses configured on the interface.
Inasimilar manner, “4” may be used at the end of the prefix to indicate |Pv4-only, for example:
ttRtRadixHeadEntry.rth4DefaultGateway is the routing entry for the 1Pv4 default gateway.
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2.4 New Public APIs

[RFC2553] specifies new public BSD socket APIs. Some of these new APIswewon't implement in phase 1 | Pv6, because
they require the DNSresolver API to be updated for |Pv6 (targeted for phase 2 |Pv6), and these APIs are:

freeaddrinfo, freehostent, gai_strerror, getaddrinfo, getipnodebyname, getipnodebyaddr and getnameinfo. Additionally,
wearenotimplementingif _nameindex andif _freenameindex, because they involve dynamic memory

allocation that is not appropriate for embedded systems, and equivalent functionality can be achieved by calling other
APIs(specificaly, by callingif _indextonamewith sequentially increasing valuesfor interfaceindex until thefunction
returnsNULL). The other new BSD socket APIs specified in[RFC2553] wewill implement, which includeif _nametoindex,
if_indextoname, inet_ptonandinet_ntop. ([IPV6REQ].R2.18:10)

ICMPv6 Neighbor Discovery specifies ameansto perform address resol ution, which works for other link layers besides
Ethernet (i.e. null link-layer). All that isrequired to use ICM Pv6 address resolution with an interface isto configure the
link-layer address of that interface. This can be accomplished by calling the new public API tf6l nterfaceSetPhysAddr
from the device driver open function. Note that if tf6lnterfaceSetPhysAddr is used instead of drvGetPhyAddrFuncPtr to
set the link-layer address, then tf6Eui 64Setlnterfaceld should also be called from the device driver open function to set
theinterfacelD.

Because of how |Pv6 stateless address auto-configuration works, 1Pv6 needs access to the interface ID. The interface ID
isalways 64 bitslong ([RFC2373].R2.4:20), and is used asthe |low-order 64 bits of a stateless auto-configured | Pv6
address. A new public API tf6Eui 64SetI nterfacel d enables the user to configure the interface | D associated with a
specific interface, however it should not be called when the interface link-layer typeis Ethernet, sincein that case the
interface ID isautomatically derived from the |EEE 48-bit MAC address provided by the user’s

driverGetPhysical Address function (refer to the drvGetPhysAddrFuncPtr parameter of the function tfAddinterface). If
theinterfacelink-layer typeisnull link-layer, then tf6Eui 64SetI nterfacel d shoul d be called by the user from the device
driver open function. If the interface ID is not set before the interface is opened, then IPv6 statel ess address auto-
configuration will not be performed, which may result in the IPv6 interface not being opened depending on what | Pv6
addresses have been manually configured on theinterface (i.e. at least onelink-local |Pv6 addressis required).
([RFC2464].R4:20, [RFC2373].R2.1:10, [RFC2373].R2.4:20)

Because of how scoped IPv6 addresses work, specifically site-local unicast |Pv6 addresses, |Pv6 needs access to the
siteidentifier. A new API tf6l nterfaceSetSitel d enabl es the user to configure the site identifier associated with a specific
interface. Typically, al interfacesin the node will belong to the same site, therefore we default the site identifier
associated with each interface to 0, and do not require the user to call tf6lnterfaceSetSiteld in this case. Refer to section
2.2.1"“ScopelD” for moreinformation on siteidentifiers.

Since in some cases the user may need to set the scope ID of alocal scope |Pv6 address to associate it with the specific
interface they want to use it with (for example, sending packetsto alink-local scope unicast | Pv6 address requires
specifying the outgoing interface), we provide the API tf6SockaddrSetScopel d to set the appropriate scope 1D to use.
ThisAPI can be used either with the BSD socket APIs or with Treck APIs (i.e. tf6SockaddrSetScopel d can be used to
assign the scope ID to sockaddr_in6.sin6_scope id).

I Pv6 address prefixes encode the scope of the address, which in the case of aunicast |Pv6 addressis link-local, site-
local or global. Link-local, site-local and global scope unicast addresses are automatically assigned to an interface using
stateless address auto-configuration. Additional 1Pv6 unicast addresses may be manually configured on the interface.
Addresses may become deprecated, in which case they should not be used in any new communications. Because there
will be morethan onelocal |Pv6 address associated with an | Pv6 interface, and since there are various criteria(i.e. local
versus global scope, preferred versus deprecated status, etc.) governing which are the appropriate local | P addresses to
use for communication with a specific destination | P address, we provide a new API tf6GetL ocal | pAddress which
enabl es the application to select an appropriate local |P address.

([RFC2462].R4.1:10)

To make it easier for the user to build addresses of type sockaddr_storage, we provide the new APls
tf6AddressTol pv4Compat and tf6AddressTol pv4M apped.

A new API tfCheckOpenlnterface is provided which enables the user to check the status of either |Pv4 or IPv6 protocol
operation on a specified interface.

6
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A new API tf6SetM castInterface is provided which enables the user to set the default interface to use to send |Pv6
multicast packets. The application can set the IPV6_MULTICAST _IF option on the socket to override this default
interface on a per-socket basis.

tfRegisterlpForwCB functionality needsto be provided for |Pv6. A new API tf6Registerl pForwCB is provided for this
purpose.

tfANetmaskToPrefixLen isprovided to facilitate porting of existing codeto thetfNg APIs.

A new API tfSetReachableis provided so that applications can indicate that a connection is making forward progress.
([RFC2461].R7.3.1:10, [RFC2461].R7.3.1:20, [RFC2461] .R7.3.1:30, [RFC2461].R7.3.1:40

2.5 Changes to Existing Public APIs

Because we must not break any existing code that a customer has written, we have made no changes to the public API
that are not backwards compatible. Generally, our intent issimilar to that described in [RFC2553], which isto provide
backwards-compatibility for changesto existing public APIs and when new public APIs are defined, to have these new
APIs support both IPv4 and 1Pv6 where it makes sense.

From the standpoint of the existing public API, the primary impact that IPv6 hasis due to the expansion of the size of an
IPaddressfrom 32 bits (1Pv4) to 128 bits (IPv6). Unfortunately, the existing type used in the public API to represent an |P
address (i.e. ttUserI pAddress) does not easily support expansion to 128 bits because it is an integral type rather than a
pointer type. Therefore, we are using anew BSD type (i.e. sockaddr_storage) to represent an | P address and new APIs
that are passed a pointer to this type.

Because the existing API's do not support 1Pv6 addresses, we have deprecated these existing | Pv4-only APIs and
recommend that users convert their code to use the new APIs that support both 1Pv4 and |Pv6 addresses. These new
APIsthat replace existing | Pv4-only APIs have names starting with the prefix “tfNg”, which isan abbreviation for Treck
Function Next Generation. The new APIs call the deprecated APIs (as needed).

The existing BSD socket API has been updated in accordance with [RFC2553]. This preserves backwards compatibility
with existing applications that use the old version of this API. ([IPV6REQ].R2.18:10)

A new option has been added to tfSet Treck Options that enables the application to prevent any new |Pv6 communication
from using a deprecated local |Pv6 address. ([RFC2462].R5.5.4:60)

A new option has been added to tfI nter faceSetOptions that enables the application to control per interface how many
consecutive Neighbor Solicitation messages are sent while performing Duplicate Address Detection on atentative |1Pv6
address. ([RFC2462].R5.1:10, [RFC2462].R5.1:20)

2.5.1 Deprecated APIs

The following APIs are deprecated because of the new address type sockaddr_storage supporting both IPv4 and IPv6
addresses, and are replaced by similarly named Next Generation (i.e. “tfNg”) APIs:

e tfAddArpEntry o tfGetPppPeer|pAddress
e tfAddSaticRoute o tfNgDnsSetServer

e tfConfiginterface e tfOpeninterface

e tfDdArpEntryBylpAddr e tfPingOpenSart

o tfDeArpEntryByPhysAddr o tfSetPppPeerl pAddress
- tfDelSaticRoute e tfTddOpened

e tfFtpConnect » tfUnConfiglnterface

e tfFtpdUserSart

e tfGetArpEntryByPhysAddr
e tfGetArpEntryByl pAddr

o tfGetlpAddres

e tfGetNetMask
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This requires a change to user documentation to indicate that these APIs are deprecated and to identify the
Next Generation APIswhich should be called in their place.

2.5.2 APIs Not Yet Deprecated

Because we have not implemented the equivalent of proxy-ARPin phase 1 1Pv6 (targeted for phase 3 IPv6, router), we will
not yet deprecatetfAddl nterfaceM homeAddress, tfAddProxyAr pEntry or tfDelProxyArpEntry.

Because we have not implemented Path MTU Discovery in phase 1 IPv6 (targeted for phase 2 IPv6), we will not yet
deprecatetfDisablePathM tuDisc.

Some existing public APIsthat take a parameter of type ttUser | pAddress have not been deprecated because they are only
used with IPv4. Thedefault gateway functionstfAddDefault Gateway, tfDel DefaultGateway and tfGetDefaultGateway are
not deprecated since these functions only make sense to use with |Pv4. With 1Pv6, because of its plug-and-play capabili-
ties (specifically, router discovery), thereis no need to have an API for setting the default 1Pv6 gateway.

For testing |Pv6 with arouter that does not support sending Router Advertisement messages (i.e. testing | Pv6 forward-
ing), the user can effectively override the IPv6 default router list by adding a static route having a prefix length of 3 and a
destination | Pv6 address of 2000::0 which matches aggregatable global unicast |Pv6 addresses.

tfGetBroadcastAddressis not deprecated because |Pv6 does not support broadcast.

The DNSAPIsweare not looking at for phase 1 IPv6; these will likely be deprecated later when we update the DNS
resolver API for IPv6, but not now. ThisincludestfGetPppDnsl pAddress.

BOOTPand DHCPare protocols specific to | Pv4, therefore these APIswill not be deprecated. Therewill beaDHCPv6
stateful configuration protocol for IPv6 though currently may have draft status. Additionally, it is out of the scope for
Phase 1 IPv6.

tfUseCollisionDetection, tflUser SartAr pSend and tfCancel CollisionDetection have not been deprecated sincethey are
used by Autol Pand are specific to IPv4. IPv6 provides similar functionality via Duplicate Address Detection, whichis
part of |Pv6 stateless address auto-configuration (refer to [RFC2462]), however the only API that |Pv6 statel ess address
auto-configuration requiresisameansfor the application to set theinterface ID (refer to tf6Eui48Set| nterfacel d,
tf6EUI64Set| nterfacel d).

The scattered send APIstfl pScatteredSend and tf Sock et Scatter edSendTo are out of scopefor phase 1 1Pv6.

tfFinishOpenl nter face does not make sense to deprecate. Every |Pv6 address configured on the interface, regardless of
whether it was manually configured, obtained via stateful configuration (i.e. DHCPv6) or statel ess auto-configuration,
must go through the process of Duplicate Address Detection ([RFC2462].R5.4:10) before tfDeviceStart can be called to
complete configuration of the I|Pv6 address on the interface. tfFinishOpenl nterfaceisameansfor the user to call
tfDeviceStart, but sincewe can't allow themto call tfDeviceStart until Duplicate Address Detection has completed
successfully, it makes no sense to provide thisAPI for | Pv6.
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2.6 Changes to Existing Internal APIs

2.6.1 128-bit IP Addresses

When the stack isrunin dual IPlayer mode, |Pv4-only | P addresses are represented internally as 128-bit |Pv4-mapped
IPv6 addresses so that we can share existing internal data structures (and associated code) such as the socket tree and
the Patriciarouting tree between |Pv4 and | Pv6 implementations. Thisisaccomplished asfollows: when TM_USE |IPV6is
#define' d, ttlpAddress (i.e. the internal type used for IPv4 addresses) is#define' d to be tt6l pAddress. All internal APIs
and data structures that reference the type ttlpAddress are impacted by this change (i.e. ttSocketEntry, ttRtCacheEntry,
tfSocketL ookup, €tc.)

Internal API optimization, conserve stack space:

When TM_USE _IPV6 is#define' d, all parameters of type ttlpAddress are passed as tt6l pAddress, which means that each
consumes 128 hits of stack space. These APIswill be conditionally changed viathe TM_USE_IPV6 macro to instead take
parameters of type ttlpAddressPtr.

2.6.2 Timer Redesign

Becausethere are anumber of new timer-related requirementsfor ICMPv6, | Pv6 address prefixesto implement preferred
lifetimes, and valid lifetimes of |Pv6 addresses derived from those prefixes, we will optimize our existing timer implementa-
tion which currently takes a brute-force approach of updating a countdown for each timer in the timer active queue
whenever acall totfTimer Executeoccurs.

Specifically, wewill keep all activetimersin asingly-linked-list, ordered by thetimethey are dueto expire, with the next
timer to expire at the head of the list. Additionally, the timer will not store a countdown that needs to be updated every
timetfTimer Executeiscalled, but instead will storethetick count (i.e. tvTime) latched at thetime when thetimer was
started, and this start timeis used to compute the elapsed time (i.e. elapsed time is the modulo 32-bit unsigned difference
between the current time and the start time). This enablestfTimer Execute to compute the elapsed time for only those
activetimersthat have expired up to and including thefirst active timer that hasn’t expired, but excluding the remaining
timers. When thereisalarge number of activetimers, and the majority of them are not due to expire, then thisalgorithm
will bemoreefficient.

2.6.3 Prefix Length versus Netmask

Obvioudly, it isvery inefficient to pass around and store a 128-bit netmask for |Pv6 when instead you can use an 8-bit
prefix length. Prefix length can take on valuesranging from 0 to 128, and it indicates the number of most significant bits
set in the netmask.

Dual IPlayer mode optimization, |Pv4 prefix length stored on interface:

Change IPv4 to use prefix length instead of netmask. When the stack isrunning in dual I P layer mode, an 1Pv4 netmask
(i.e. ttDeviceEntry.devNetMaskArray) is stored for each multi-homed 1Pv4 address on the interface using 128 bits (i.e.
ttlpAddress, which is #define' d to be tt6l pAddressin this case). Thisis changed to instead store the 8-bit prefix length
(i.e. ttDeviceEntry.dev4PrefixLenArray).
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2.7 Scope ID

The addition of scoped unicast addressing to IPv6 complicates routing as well as the design of internal data structures
which store |Pv6 addresses. For example, you can have the same link-local scope unicast |Pv6 address assigned to
different nodes on different links, and therefore reachable through different interfaces. If the user tries to send a packet to
thislink-local scope | Pv6 address, which interface should the packet go out on? Remember that in thisexamplewe are
addressing different nodes and not the same node through different interfaces. Therefore, the choice of which outgoing
interface to use matters.

To work around thisissue, IETF added the field sin6_scope id to the sockaddr_in6 structure that is part of the BSD
socket API for IPv6. According to [RFC2553], thisfield containsan interfaceindex (i.e. ttDeviceEntry.devindex, note that
thisisal-based index) if the scope of the unicast IPv6 addressislink-local, and asiteidentifier (i.e.
ttDeviceEntry.deveSitel d) if the scope is site-local. The use of the field sockaddr_in6.sin6_scope id isimplementation
dependent, as long as the value chosen for scope ID is unique at the appropriate scope level so that the combination of
scope ID and local scope unicast IPv6 addressis unique internal to the node. The user can call tf6Sockaddr Set Scopel d to
assign the correct value to sockaddr_in6.sin6_scope id.

A scopeidentifier may be 0, which refersto the default scope when avalid scope identifier is not known (refer to
[RFC2851]). Weinitializethe siteidentifier of each interfaceto O; the user can call the API tf6l nterfaceSetSitel d to set this
to avalid non-zero scope identifier for site-local unicast |Pv6 addresses associated with a specific interface.

2.8 IPv6 Neighbor Cache versus ARP Cache

In our current | Pv4 implementation, the ARP Cacheis part of the Patriciarouting tree. IPv6 will usethe ARP Cacheto store
Neighbor Cache information, however first the ARP Cache entry needs to be modified so that it can handle variable-length
link-layer addresses.

10
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3 Limitations
3.1 Router

Treck, Inc. isonly doing ahost implementation of IPv6 in phase 1 I Pv6.

3.2 DNS Resolver API

1 A6 queriesarenot implemented:
We are not implementing support for A6 name lookups (part of [RFC2874]) in phase 2 IPv6, however we are
implementing support for [RFC1886] (AAAA). A6 namelookupsare significantly different from our existing
IPv4 DNS Resolver implementation; specifically, several round trips may be needed to collect acomplete
DNSrecord when using A6. Currently, itisunclear asto if or when [RFC1886] will be deprecated. Also,
[RFC2874] specifiesatransition mechanism that |Pv6 DNS servers can use to populate their AAAA
records with the information in their A6 records, so that they can continue to support AAAA name
lookups even after they’ ve converted over to A6.

2. Thegeneral versionsof getaddrinfo and getnameinfo, described in[BASIC_API_07], both support aseries
of features based on service names and port numbers. The goal of thisis primarily to combine the func-
tionality of anumber of API calls (getser vbyname, gethostbyname, etc) into asingle, versatile, protocol -
independent function. However, our implementation is focused on embedded systems, which typically do
not have the capability (or desire) to do agetser vbyname (i.e. no filesystem, no /etc/servicesfile, etc).
Because of this, none of the service and port number related functions of getaddrinfo and gethameinfo are
implemented. This means that the servname parameters are not used, and the following flags are not
defined and may not be used:

Al_PASSIVE,Al_NUMERICSERV, NI_NOFQDN, NI_NUMERICSERV, NI_NUMERICSCOPE and
NI_DGRAM.

3. Thereiscurrently noAPI for retrieving |Pv6 mail host (MX) records. The DNS code is capable of generat-
ing and receiving |Pv6 MX records, however they are not stored, since thereis not yet an API for the user
toretrieve thisinformation. Thisisararely used functionality - to the best of my knowledge, none of our
customers currently retrieve |Pv4d M X records, even though the capability is there.

11
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4 Function Reference
4.1 BSD Socket APIs

4.1.1 accept

This BSD socket API is updated to add support for the IPv6 address type sockaddr_in6. The function prototype is
unchanged.

When applications use PF_INET6 sockets to accept TCP connections from |Pv4 nodes or receive UDP packets from | Pv4
nodes, the system returns the peer’s address to the application in the accept, recvfrom, or getpeernamecall using a

sockaddr_in6 structure with the peer’s 1Pv4 address encoded as an | Pv4-mapped IPv6 address. ([IPV6REQ].R2.18:10,
[RFC2553].R3.3:10)

4.1.2 bind

This BSD socket API is updated to add support for the |Pv6 address type sockaddr_in6, including setting the flow
information (i.e. sockaddr_in6.sin6_flowinfo) associated with the socket. The function prototype is unchanged.
([IPV6REQ].R2.18:10)

4.1.3 connect
This BSD socket API is updated to add support for the |Pv6 address type sockaddr_in6, including setting the flow
information (i.e. sockaddr_in6.sin6_flowinfo) associated with the socket. The function prototype is unchanged.

Applications may use PF_INET6 sockets to open TCP connections to |Pv4 nodes, or send UDP packets to | Pv4 nodes,
by simply encoding the destination’s |Pv4 address as an | Pv4-mapped |Pv6 address, and passing that address, within a
sockaddr_in6 structure, in the connect or sendto call.

([IPVBREQ].R2.18:10)

4.1.4 freeaddrinfo

voi d freeaddrinfo
(
struct addrinfo * addrlnfoPtr
),

Function Description
Frees memory used by addressinformation structure chain returned by getaddrinfo.

Parameters

Parameter Description

addrInfoPtr Pointer to first address info structure to be freed.
Returns
None

12
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4.1.5 gai_strerror
char * gai _strerror

(

i nt error Code

)

Function Description
Returnsastring describing the error code, returned from getaddrinfo or gethameinfo.

Parameters
Parameter Description
errorCode EAI_xxx error code.
Returns

Pointer to string buffer describing the error.

13
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4.1.

6 getaddrinfo

i nt getaddrinfo
(

const char * nodeNane,
const char * servi ceName,
const struct addrinfo * hintsPtr,
struct addrinfo ** resPtrpPtr

)

Function Description

Tranglates anode-name (hostname) to an address. Similar to gethostbyname, used for both IPv4 and |Pv6. Retrieving a
service name or port number isnot supported in our implementation of getaddrinfo, so serviceName must be set to NULL.

getaddrinfo allows you to specify which types of |P addresses and data that should be retrieved from the DNS server.
Thisiscontrolled by theai_flags and the ai_family fields on the hint structure passed to getaddrinfo:

14

ai_flags:

Al_ALL Return all 1Pv4 and |Pv6 addresses found. 1Pv4 addresseswill berepre-
sented as | Pv4-mapped | Pv6 addresses.

Al_VAMAPPED Only return 1Pv4 addressesif no native | Pv6 addresses are found. |Pv4
addresses will be represented as | Pv4-mapped | Pv6 addresses.

Al_ADDRCONFIG Return |Pv4 addresses only if IPv4 is configured on this device; return IPv6
only if IPv6 is configured on this device.

Al_CANONNAME Requests the canonical name of the given host name. When set, the
canonical nameisreturned intheai_canonname field of the first returned
addrinfo structure.

Al_NUMERICHOST Don't use name resolution. Thisflag can be set when passing the ASCI|
representation of an addressto getaddrinfo, which causesit to behave like
inet_pton.

These flags allow quite a bit of versatility, but here are some common settingsfor ai_flagsand ai_family:

Only IPv4 addresses:
ai_flags = 0;
ai _famly = AF_I NET;

Only IPv6 addresses:
ai_flags = 0;
ai_famly = AF_| NET6;

All addresses (IPv4 and IPv6). |Pv4 addresseswill be represented as | Pv4-mapped | Pv6 addresses:
ai_flags = Al _ALL;
ai_famly = AF_| NET6;

Only return |Pv4 addressesif no IPv6 addresses are available. |Pv4 addresses will be represented as | Pv4-mapped
IPv6 addresses:
ai _flags
ai _flags

Al _VANAPPED;
AF_| NET6;
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Likeall of the other DNSfunctions, getaddrinfo can be used in non-blocking mode by specifying TM_BLOCKING_OFF
whentfDnslnitiscalled. Innon-blocking mode, getaddrinfo may return TM_EWOULDBLOCK. Thisindicatesthat the
operationisin progress. Continueto call getaddrinfo until avalueother than TM_EWOULDBLOCK isreturned, which

indicates that the operation is complete.

For example code using getaddrinfo, please see the examples/txdns.c file on thedistribution CD.

Parameters
Parameter
nodeName
serviceName
hintsPtr

resPtrptr

Returns
Value
TM_ENOERROR
TM_EOPNOTSUPP
TM_ETIMEDOUT

TM_EHOSTUNREACH
TM_EWOULDBLOCK

EAI_NONAME

EAI_BADFLAGS
EAI_FAMILY

EAl_NODATA
EAI_MEMORY
TM_DNS EFORMAT

TM_DNS ESERVER

TM_DNS ENAME_ERROR

TM_DNS_ENOT_IMPLEM

TM_DNS EREFUSED

TM_DNS _EANSWER

Description
String containing nodename to translate.
Not currently used.

Pointer to structure indicating which types of addresses the caller isinterested
in.

Set to a pointer to one or more addrinfo structures containing address informa-
tion about the specified nodename.

Meaning

Address information successfully retrieved.
Specifying a service name is not supported.
DNSrequest failed — requeststo DNS server timed out.
No routeto DNS server.

Indicates that an operation is currently in progress and has not yet compl eted.
Only returned in non-blocking mode. (see above)

Al_NUMERICHOST was specified but nodeName was not avalid numeric
address for the given family type.

Invalid flags specified in hint structure.

Invalid protocol family (not PF_INET,PF_INET6 or PF_UNSPEC) in hint struc-
ture.

No addresses (of the given address family) associated with the nodename.

Not enough memory to allocate addrinfo structure(s) to be returned.

Error from DNSserver: Format error. The name server was unableto intepret the
query.

Error from DNSserver: Server faillure. The name server was unableto process
this query due to a problem with the name server.

Error from DNS server: Nameerror. Meaningful only for responsesfrom an
authoritative name server, this code signifies that the domain namereferenced in
the query does not exist.

Error from DNS server: Not implemented. The name server does not support the
requested kind of query.

Error from DNSserver: Refused. The name server refusesto performthe
specified operation for policy reasons. For example, aname server may not wish
to provide the information to the particular requester, or aname server may not
wish to perform aparticular operation (e.g., zonetransfer) for particular data.

No answer received from name server (i.e., response packet received, but it did
not contain the answer to our query).

15
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4.1.7 getnameinfo

i nt

(

const struct sockaddr *
i nt

char *

i nt

char *

i nt

i nt

)

Function Description

get nanei nfo

addressPtr,

addr essLengt h,
host nane,

host naneLengt h,
servi ceNane,

servi ceNaneLengt h,
flags

Translatesan addressinto it’s corresponding nodename (hostname). Similar to gethostbyaddr. Retrieving aservice name
or port number is not supported in our implementation of gethameinfo, so serviceName must be set to NULL.

Non-blockingmode

Likeall of the other DNSfunctions, gethameinfo can be used in non-blocking mode by specifying TM_BLOCKING_OFF
whentfDnslnitiscalled. Innon-blocking mode, gethameinfo may return TM_EWOULDBLOCK. Thisindicatesthat the
operationisin progress. Continueto call gethameinfo until avalue other than TM_EWOULDBLOCK isreturned, which
indicates that the operation is complete.

For example code using getnameinfo, please see the examples/txdns.c file onthedistribution CD.

Parameters
Parameter
AddressPtr
AddressLength
Hostname
hostnamel_ength
serviceName
serviceNamelLength
flags

Returns
Value
TM_ENOERROR
TM_ETIMEDOUT
TM_EHOSTUNREACH
TM_EWOULDBLOCK

EAl_NONAME
EAI_FAMILY
EAI_MEMORY
EAI_FAIL
EAl_NONAME
TM_DNS EFORMAT

TM_DNS ESERVER

TM_DNS ENAME_ERROR
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Description

Pointer to address to trandlate.

Length of address structure.

Buffer to copy nodenameinto on completion.
Size of hostname buffer.

Not used.

Not used.

NI_NUMERICHOST

Meaning

Hostname info retrieved successfully.

DNS request failed — requests to DNS server timed out.
No routeto DNS server.

Indicates that an operation is currently in progress and has not yet completed.
Only returned in non-blocking mode. (see above)

NI_NUMERICHOST flag was set, but couldn’t convert binary addressinto string.
Unrecognized or unsupported address family.

Memory alocationfailure

Non-recoverable error occurred.

No entry found for this address.

Error from DNSserver: Format error. The name server was unableto intepret the
query.

Error from DNSserver: Server failure. The name server was unableto processthis
query dueto a problem with the name server.

Error from DNS server: Nameerror. Meaningful only for responsesfrom an
authoritative name server, this code signifies that the domain name referenced in
the query does not exist.
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TM_DNS ENOT_IMPLEM Error from DNS server: Not implemented. The name server does not support the
reguested kind of query.

TM_DNS EREFUSED Error from DNSserver: Refused. The name server refusesto perform the specified
operation for policy reasons. For example, aname server may not wish to provide
the information to the particul ar requester, or aname server may not wish to
perform aparticular operation (e.g., zonetransfer) for particular data.

TM_DNS EANSWER No answer received from name server (i.e., response packet received, but it did not
contain the answer to our query).

4.1.8 getpeername

This BSD socket API is updated to add support for the IPv6 address type sockaddr_in6. The function prototype is
unchanged.

When applications use PF_INET6 sockets to accept TCP connections from IPv4 nodes, or receive UDP packets from IPv4
nodes, the system returns the peer’s address to the application in the accept, recvfrom, or getpeernamecall using a
sockaddr_in6 structure with the peer’s IPv4 address encoded as an | Pv4-mapped | Pv6 address.

([IPV6REQ].R2.18:10, [RFC2553].R3.3:10)

4.1.9 getsockname

This BSD socket API is updated to add support for the IPv6 address type sockaddr_in6. The function prototype is
unchanged. ([IPV6REQ].R2.18:10, [RFC2553].R3.3:10)

Fromthe POSIX specification:

“The getsockname( ) function shall retrieve the locally-bound name of the specified socket, store this addressin the
sockaddr structure pointed to by the address argument, and store the length of this address in the object pointed to by
the address |en argument. If the actual length of the address is greater than the length of the supplied sockaddr structure,
the stored address shall be truncated. If the socket has not been bound to alocal name, the value stored in the object
pointed to by address is unspecified.”

4.1.10 getsockopt
This function supports both I1Pv4 and 1Pv6

IPPROTO_IPV6

protocol L evel options Description

IPV6_UNICAST_HOPS Refer to[RFC2553].

IPVv6_MULTICAST IF Refer to [RFC2553]. Get theinterfaceindex of the outgoing interfacefor
multicast datagrams sent on this socket. An interface index of 0 indicates
there is no outgoing interface for multicast datagrams sent on this socket.

IPVv6_MULTICAST_HOPS Refer to[RFC2553].

New Return Codes:
Value Meaning
TM_EOPNOTSUPP Thespecified option (i.e. IPV6_JOIN_GROUR, IPV6_LEAVE GROUP) cannot

be used with getsock opt.

17
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4.1.11 if _indextoname

char * i f_i ndext onane
(

unsi gned i nt i findex,

char * i fnane

)

Function Description
This function supports both 1Pv4 and IPv6.

Refer to [RFC2553]. Mapsan interfaceindex into its corresponding interface name
([1PV6REQ].R2.18:10)

Parameters
Parameter Description
ifindex Interfaceindex
ifname Interface name. Theifname argument must point to a buffer of at least
IF_NAMESIZE bytesinto which the interface name corresponding to the
specified index isreturned.
Returns
Value Meaning
NULL Failed. Call tfGetSocketError for the specific error code.
I=NULL Pointer to interface name

Ifif_indextonamefails, the error code can beretrieved with tfGetSocketEr ror which will return one of thefollowing:

Error Codes
Value Meaning
TM_ENXIO Thereis no interface corresponding to the specified index.
TM_EINVAL Bad parameter value.

18
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4.1.12 if_nametoindex

unsi gned i nt i f _nanet oi ndex
(

const char * i fnane

)

Function Description
This function supports both 1Pv4 and |Pv6.
Refer to [RFC2553]. Maps an interface name into its corresponding interface index. ([I1PV6REQ].R2.18:10)

Parameters
Parameter Description
ifname Interface name
Returns
Value Meaning
0 Failed. Call tfGetSocketError for the specific error code.
>0 Interfaceindex

Ifif_nametoindex fails, the error code can beretrieved with tfGet SocketError which will return one of thefollowing:

Error Codes
Value Meaning
TM_ENXIO The specified interface name does not exist.
TM_EINVAL Bad parameter value.

19
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4.1.13 inet_ntop

const char * i net_ntop
(

i nt af ,

const void * src,

char * dst,

i nt si ze

)

Function Description

This function supports both 1Pv4 and IPv6.

Refer to [RFC2553]. Convertsan | P address from the binary format to the standard text presentation format.
([1PV6REQ].R2.18:10)

Parameters

Parameter
af

sc
dst
size

Returns

Value
NULL
I=NULL

Description

address family of the |Paddress specified by src. Thisiseither AF_INET
(IPv4) or AF_INET6 (IPv6).

Pointsto the |P addressin binary format
Pointsto abuffer where the function will store the resulting text string

Size (in bytes) of the buffer pointed to by dst. For |Pv6 addresses, the buffer
must be at |east 46-bytes (i.e. INET6_ADDRSTRLEN). For |Pv4 addresses,
thebuffer must beat least 16-bytes(i.e. INET_ADDRSTRLEN).

Meaning
Failed. Call tfGetSocketError for the specific error code.
Pointer to the converted | P address in standard text presentation format.

If inet_ntop fails, theerror code can beretrieved withtfGet SocketError which will return one of thefollowing:

Error Codes
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Value
TM_EAFNOSUPPORT

TM_ENOSPC

Meaning

af wasset to aninvalid valuefor addressfamily; valid valuesare AF_INET
andAF_INETS6.

Thesize of theresult buffer (i.e. size) isinadequate.



4.1.14 inet_pton

i nt

(

i nt

const char *
void *

)

Function Description
This function supports both 1Pv4 and |Pv6.
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i net_pton

Refer to [RFC2553]. Convertsan | P address from the standard text presentation format to the binary format.

([IPVBREQ].R2.18:10)

Parameters
Parameter
af

SC

dst

Returns

Value
1
0

-1

Description

address family of the |Paddress specified by src. Thisiseither AF_INET
(IPv4) or AF_INET6 (IPv6).

IPaddressto convert as null-terminated ASCI| text. The format of the
address must match the address family.

Pointer to a buffer where the binary format of the converted | P address will
be stored by this function. The memory that this points to must be allocated
by thecaller, i.e. alocal variableinthe caller’s address space, and must
match the size requirements of the addressfamily (i.e. 4 bytesfor AF_INET,
16 bytesfor AF_INET6).

Meaning

Success

Failed: theinput isnot avalid | Pv4 dotted-decimal string or avalid IPv6
address string

Failed. Call tfGetSocketError for the specific error code.

Ifinet_pton failswith areturn code of -1, the error code can be retrieved with tfGetSocketEr ror which will return one of

thefollowing:

Error Codes
Value

TM_EAFNOSUPPORT

Meaning
af wasset to aninvalid valuefor addressfamily; valid valuesareAF_INET
andAF_INET®6.
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4.1.14.1 inet_pton Example

struct sockaddr storage i pv4Addr ;

struct sockaddr storage i pv6Addr ;

struct sockaddr storage i pv6Addr 2;
struct sockaddr in6 *i pv6Addr Pt r
ttUserlnterface i nterfaceHandl e
i nt error Code;

i nterfaceHandl e = tfAddlnterface(.);

/* do necessary initialization of sockaddr_storage structure */
t f MenBSet (& pv4Addr, 0, sizeof(struct sockaddr_storage));

i pv4Addr.ss famly = AF_INET; /* |Pv4 address */

i pv4Addr.ss_len = sizeof (struct sockaddr_storage);

t f MenBSet (& pv6Addr, 0, sizeof(struct sockaddr_storage));
i pv6Addr.ss famly = AF_INET6; /* |Pv6 address */
i pv6Addr.ss_len = sizeof (struct sockaddr _storage);

/* setup to use the | Pv4 address 192.168.100.1 with the BSD socket APls */
error Code = inet_pton(

AF_| NET,

“192.168.100. 1",

(voi d*) & pv4Addr. addr.ipv4.sin_addr);

/* setup to use the link-local scope |Pv6 address
* fe80: 0000: 0000: 0000: 02ea: cOf f: fef0: 0860 with the BSD socket APIs
*/
error Code = inet_pton(
AF_| NETS6,
“fe80: 0000: 0000: 0000: 02ea: cOf f: f ef 0: 0860”
(voi d*) & pv6Addr. addr.i pv6.sin6_addr);

/* do the sane thing is a way which is conpletely BSD-conmpliant (i.e.
* without the Treck extensions to sockaddr_ storage), and
* abbreviate the I Pv6 address to a shorter form
*/

tf MenBSet (& pv6Addr2, 0, sizeof(struct sockaddr _storage));

i pv6AddrPtr = (struct sockaddr_in6 *) & pv6Addr2;

i pv6AddrPtr->sin6 famly = AF_INET6; /* |Pv6 address */

i pv6AddrPtr->sin6 | en = sizeof(struct sockaddr _in6);

errorCode = inet_pton(

AF_| NET6,
“fe80:: 2ea: cOff:fef0: 860",
22
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/* WARNI NG
* scope.
* interfa
*/
error Code =
interfa
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& pv6Addr Ptr->sin6_addr);

this isn't good enough, because the address is |ink-Iocal
We nust al so set the sin6 _scope_ id field to identify the
ce that it is scoped to.

t f 6Sockaddr Set Scopel d(
ceHandl e, &i pv6Addr2);
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4.1.15 recvfrom

This BSD socket API is updated to add support for the IPv6 address type sockaddr_in6. The function prototype is
unchanged.

When applications use PF_INET6 sockets to accept TCP connections from IPv4 nodes, or receive UDP packets from |Pv4
nodes, the system returns the peer’s address to the application in the accept, recvfrom, or getpeernamecall using a

sockaddr_in6 structure with the peer’s |Pv4 address encoded as an 1Pv4-mapped |Pv6 address. ([IPV6REQ].R2.18:10,
[RFC2553].R3.3:10)

4.1.16 sendto

This BSD socket API is updated to add support for the IPv6 address type sockaddr_in6. The function prototype is
unchanged.

Applications may use PF_INET6 sockets to open TCP connections to |Pv4 nodes, or send UDP packets to | Pv4 nodes,
by simply encoding the destination’s |Pv4 address as an | Pv4-mapped |Pv6 address, and passing that address, within a
sockaddr_in6 structure, in the connect or sendto call. ([IPV6REQ].R2.18:10)

4.1.17 setsockopt

IPPROTO_IPV6
protocol Level options Description
IPVv6_UNICAST _HOPS Refer to [RFC2553]. Stored in ttSocketEntry.soc6HopLimit.
IPVv6_MULTICAST IF Refer to [RFC2553]. Specify theinterface index of the outgoing interfacefor
multicast datagrams sent on this socket. An interface index of 0 indicates
that we want to reset a previously set outgoing interface for multicast
datagrams sent on this socket. Pointer to the interface/device is stored in
ttSocketEntry.soc6McastDevPtr.
IPV6_MULTICAST _HOPS Refer to [RFC2553]. Stored in ttSocketEntry.soc6McastHopLimit. The
defaultvalueis1(i.e. TM_6 IP_ DEF MULTICAST HOPS).
IPv6_JOIN_GROUP Refer to [RFC2553]. Join IPv6 multicast group. (seestruct ipv6_mreq data
type below)
IPV6 LEAVE GROUP Refer to [RFC2553]. Leave |Pv6 multicast group. (seestructipv6_mreq data
type below)
struct ipv6_mreq
{
struct in6_addr ipvémr_multiaddr;
unsigned int ipvémr_interface;
h

4.1.18 socket

ThisBSD socket API is updated to add support for protocol family PF_INET6 (IPv6). Code must be added to popul ate the
new field ttSocketEntry.socProtocol Family. |Pv6 must support the socket type SOCK_RAW since the Ping API requires
it. Thefunction prototypeisunchanged. ([|PV6REQ].R2.18:10).

If you want to use ICMPv6 with an | Pv6 raw socket (i.e. socket typeis SOCK_RAW, socket family isAF_INET6), then
the socket protocol must be IPPROTO_ICMPV6. Note that ICMPisnot an IPv6 protocol, and cannot be used with I Pv6.

New Return Codes:
Value Meaning
TM_EAFNOSUPPORT The specified address family is not supported.
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4.2 Socket Extension Calls

Thefollowing APIsarefully described in Chapter 5 of the Treck TCP IP User’s Manual.
The manner in which these APIs are used has remained the same, but additional functionality has been added for IPv6
support.

4.2.1 tf6AddressTolpv4Compat

i nt t f 6Addr essTol pv4Conpat
(

tt User | pAddress i nl pv4Addr,

struct sockaddr _storage * outlpv6AddrPtr

)

Function Description
This function only supports |Pv6.
This function converts an |Pv4 addressinto an | Pv4-compatible | Pv6 address, typically for use with automatic tunneling.

Parameters
Parameter Description
inlpv4Addr IPv4 address to convert.
outl pv6Addr Ptr Pointer to converted | Pv4-compatible |Pv6 address. The memory that this
pointsto must be allocated by the caller, i.e. alocal variableinthecaller's
address space.
Returns
Value Meaning
0 Success.
TM_EINVAL Invalid IPv4 address specified. |Pv4 address must be global unicast address.
TM_EINVAL outlpAddrPtr wasNULL.
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4.2.2 tf6AddressTolpv4Mapped

i nt t f 6Addr essTol pv4Mapped
(

tt User | pAddress i nl pv4Addr,

struct sockaddr _storage * outl pv6AddrPtr

)

Function Description
This function only supports |Pv6.

This function converts an |Pv4 address into an | Pv4-mapped |Pv6 address (which is an |Pv4-only address represented in
128-hit format).

Parameters
Parameter Description
inlpv4Addr IPv4 address to convert.
outl pv6Addr Ptr Pointer to converted IPv4-mapped | Pv6 address. The memory that this
pointsto must be allocated by the caller, i.e. alocal variableinthecaller's
address space.
Returns
Value Meaning
0 Success.
TM_EINVAL outl pAddrPtr wasNULL.
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4.2.3 tf6GetLocallpAddress

i nt tf 6Get Local | pAddr ess
(

ttUserlnterface i nterfaceHandl e,
const struct sockaddr_storage * dest | pAddr Pt r,
tt6Local | pAddressCursorPtr addr CursorPtr,

i nt i nitCursorFl ag,
struct sockaddr storage * | ocal | pAddr Pt r

)

Function Description
This function only supports |Pv6.

Thisfunctioniscalled to retrieve alocal |P address appropriate for use/communication with the specified destination IP
address from the list of multi-homed 1Pv6 addresses associated with the specified interface. There may be more than one
matching local |P addressin that list for the specified interface and destination IP address, in which case this function
may be called multipletimesto retrieve each appropriate local 1P address one at atime, setting initCursorFlag appropri-
ately as described below. Alternatively, if the caller only wantsto retrieve the first/best match, addr CursorPtr may be set
to NULL toindicatethat noiteration isdesired.

The default mode of operation isto return preferred |Pv6 addresses first, and next to return deprecated |Pv6 addresses if
there are any. You can disable the use of deprecated addresses by calling tfSetTreck Options to enable the option
TM_6_OPTION_IP_DEPRECATE_ADDR, inwhich casetf6GetL ocall pAddressdoes not return deprecated | Pv6 ad-
dresses. Note that after thisfunctioniscalled, bind must still be called to associate the local | P address with a socket so
that it is used in communications on that socket.

When the destination IPv6 address is a global scope unicast |Pv6 address, this function may be called to search all
interfaces for the best matching local 1Pv6 address by setting interfaceHandleto NULL.

ThisAPI hasvisibility to al 1Pv6 addresses configured on the interface, including those auto-configured by 1Pv6
stateless address auto-configuration.

(IRFC2462].R4.1:10, [RFC2893].R5.5:10, [RFC2893].R5.5:20, [RFC2893].R5.5:30, [RFC2462].R5.5.4:50, [RFC2462].R5.5.4:30,
[RFC3056].R2.1:10, [RFC3056].R2.1:20)

Parameters

Parameter Description

interfaceHandle Interface handle of the outgoing interface for which we want to select an
appropriate local IPv6 address. When the destination IPv6 addressis a
global scope unicast |Pv6 address, interfaceHandle may be set to NULL, in
which case the outgoing interface is determined by doing alongest prefix
match on the destination |Pv6 address, and then the global scope IPv6
addresses configured on that interface are returned in longest prefix match
order.

destlpAddrPtr Pointer to the destination |Pv6 address with which we want to communicate.

addrCursorPtr Pointer to acursor used to iterate through the list of multi-homed IPv6

addresses associated with the specified interface. addr CursorPtr may be set
to NULL toindicatethat no iteration is desired, otherwise the memory that
this pointsto must be allocated by the caller, i.e. alocal variable of type

tt6L ocal|pAddressCursor in the caller’s address space. This function uses
the cursor to keep track of where to restart the search in the multi-homed
IPv6 addresslist each timeit is called to find the next appropriate local 1P
address. Therefore, the caller must not change the cursor value, since this
function updatesit each timeit is called to keep track of the state of the
iteration.
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initCursorFlag

local | pAddrPtr

Returns

28

Value
0
TM_EINVAL

TM_ENETDOWN
TM_ENOENT

TM_EAFNOSUPPORT

Must be set to 1 (i.e. non-zero) the first timethisfunctioniscalled for a
specific combination of interface and destination | P address, otherwise set
to 0. When initCursorFlag is set to 1, this function initializes the cursor
(pointed to by addrCursorPtr) to point to the beginning of thelist of multi-
homed | Pv6 addresses associated with the specified interface, and therefore
starts the search for an appropriate local 1P address at the beginning of this
list. To retrieve additional appropriate IP addresses, initCursor Flag must be
set to 0 on subsequent calls to this function so that the cursor can properly
iterate through the list.

When this function returns O (i.e. success), local | pAddrPtr pointsto alocal
| P address appropriate for use/communication with the specified destination
| P address. The memory that this points to must be allocated by the caller,
i.e. alocal variablein the caller’s address space. If thereis more than one
appropriate local/source | P address, they may be retrieved individually by
calling this function multiple times, specifying the sameinterface and
destination | P address each time, and each time specifying the correct value
for initCursorFlag as described above.

Meaning
Success.

One of the parameterswasinvalid. Either aninvalid interface handle was
specified, or the cursor (pointed to by addrCursorPtr) is set to an invalid
value and initCursorFlag is not 1, or one of the pointers passed in as
parameters (i.e. destlpAddrPtr, addr Cur sor Ptr, selectedLocal | pAddr Ptr)
was NULL, or the specified destination | P address (pointed to by
destlpAddrPtr) was an invalid | Pv6 address.

Interface is not configured.

There was no appropriate local | P address found; iteration of the multi-
homed IPv6 addresslist iscomplete.

The specified destination | P address (pointed to by destl pAddrPtr) was not
an |Pv6 address, i.e. destlpAddrPtr->addrFamily !=AF_INET6
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4.2.4 tf6SockaddrSetScopeld

i nt t f 6Sockaddr Set Scopel d
(

ttUserlnterface i nterfaceHandl e,
struct sockaddr _storage * i pAddrPtr

)

Function Description
This function only supports |Pv6.

In some cases you may need to set the scope ID of alocal scope unicast |Pv6 address to associate it with the specific
interface that you want to use it with. For example, if you want to send packetsto alink-local or site-local unicast IPv6
destination address, you need to associate the local scope destination address with the specific outgoing interface you
want to send those packets on, and thisis done viathe scope ID. In that case, you can call ttf6Sockaddr SetScopel d to
set the scope ID of the address. This function may be called for other IPv6 addresses besides local scope unicast |Pv6
addresses, in which caseit will return ascope ID of 0.

Parameters
Parameter Description
interfaceHandle Interface handle of the interface to associate with the local scope |Pv6
address.
ipAddrPtr Pointer to the IPv6 address that you want to set the scope ID for. The
memory that this pointsto must be allocated by the caller, i.e. alocal variable
in the caller’s address space. On successful return, the
sockaddr_in6.sin6_scope id field of this address is set to the scope ID.
Returns
Value Meaning
0 Success.
TM_EINVAL One of the parameterswasinvalid.
TM_EAFNOSUPPORT The specified | P address (pointed to by inlpAddrPtr) was not an |Pv6

address, i.e. inlpAddrPtr ->addrFamily '=AF_INET6
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4.2.4.1 tf6Sockaddr SetScopel d Example

struct sockaddr storage peer | pNgAddr ;
ttUserlnterface i nterfaceHandl e;
i nt pi ngSd;

/* setup to ping the | Pv6 peer address 3FFE:: 12:99: 240: 219 */
error Code = inet_pton(
AF_I NET6, “3FFE::12:99:240:219",
&( peer | pNgAddr . addr. i pv6. si n6_addr));

/* if the address is |local scope, we nust scope it to a specific
* interface, otherw se the Treck stack will notknow how to route to it.
* Call tf6SockaddrSetScopeld to do this. Note: tf6Sockaddr Set Scopel d
* works correctly regardl ess of the scope of the | Pv6 address.
*/
error Code = tf6Sockaddr Set Scopel d(
i nterfaceHandl e, &peer| pNgAddr);

/* start the ping */
pi ngSd = tf NgPi ngOpenSt art (
&peer | pNgAddr ,
1000, /* 1 second between retransm ssions */
100, /* 100 bytes of data */
(tt Pi ngCBFunckPtr) 0);
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4.3 Treck Initialization Functions
4.3.1 tfInitTreckOptions

This function supports both IPv4 and 1Pv6
Refer to tfSetTreck Options below.

4.3.2 tfSetTreckOptions
This function supports both IPv4 and 1Pv6

Please SeetfSet TreckOptionsin Chapter 5'Progammer’sReferenceot the Treck TCP/IPUser’'sManual
Thefollowing areadditional configur ation optionsfor 1Pv6 Support

Option Name Meaning

TM_6 OPTION_ICMP_TX_ERR LIMIT Specifiesthe number of milliseconds between sending ICMP error
messages. Default is 500, which meansthat the maximum frequency
for sending ICMP error messagesis 2 per second.
([RFC2463].R2.4:110)

TM_6 OPTION_IP_DEPRECATE _ADDR Enable/disable prevention of any new | Pv6 communication from
using adeprecated local 1Pv6 address. Disabled by default.
([RFC2462].R5.5.4:50, [RFC2462].R5.5.4:60, [RFC2462].R5.5.4:70)

TM_6 OPTION_IP_FORWARDING A boolean used to enable | Pv6 forwarding; indicates whether the
IPv6 nodeis operating as a host or as arouter. Disabled by default.
Note that router functionality is not implemented in phase 1 | Pv6.

TM_6 OPTION_IP_ FRAGMENT A boolean used to enable | Pv6 fragmentation. Enabled by default.

TM_6 OPTION_ND_MAX_UNICAST RETRY Themaximum number of Neighbor Solicitationsto send while
probing aneighbor for reachability detection. DEFAULT: 3.

TM_6 OPTION_ND_MAX_MCAST _RETRY. Themaximum number of Neighbor Solicitationsto send while doing
addressresolution. DEFAULT: 3.

TM_6 OPTION_IP_ FRAG TTL. I Pv6 fragment reassembly timeout in seconds. DEFAULT: 64.

TM_6 OPTION_IP FRAG MAX _Q SIZE The maximum number of |Pv6 datagramswaiting to be reassembl ed.
If any fragment of anew datagram arriveswhen the maximum
number of 1P datagrams waiting to be reassembled has been
reached, itisdropped. DEFAULT: 5.

TM_6 OPTION_IP_FRAG ENTRY_MAX_SIZE Themaximum sizeof an |Pv6 datagram waiting to be reassembled.
Beyond that size, we drop the entire | P datagram.
DEFAULT: 8200bytes.

TM_6 OPTION_PATH MTU TTL Thetime (in seconds) before an IPv6 Path MTU estimateis
increased, in order to discovery alarger Path MTU value. Accord-
ing to RFC-1981, this value should never be set lessthan 5
minutes. To set thistimeout to “infinity” use avalue of
TM_RTE_INF. Thiswill effectively disablethe periodicincreasing
of PMTU entries. ([RFC1981].R4:30, [RFC1981].R.5.3:20)
Default: 600 seconds
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4.4 Device/ Interface API
4.4.1 tfANetmaskToPrefixLen

i nt t f 4Net maskToPr efi xLen
(

tt User| pAddress net mask

)

Function Description
This function only supports |Pv4.
Convert an IPv4 netmask into aprefix length. ThisAPI is provided to facilitate porting of existing codeto thetfNgAPIs.

Parameters

Parameter Description

netMask ThelPv4 netmask to get the prefix length for.
Returns

Returnsthe 8-bit prefix length, which isthe number of high-order bitsin the netmask that are set to one.
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4.4.2 tf6Eui64Getinterfaceld

int
ttUserInterface
ttUser8Bit *

);

Function Description
This function only supports | Pv6.

Treck IPv6 User’'sManua

tf6EUi64GetI nterfacel d(
interfaceHandle,

Thisfunctioniscalled to retrieve the value of the 64-bit interface ID previously set on the specified IPv6 interface. Note
that the interface ID is set automatically by the Ethernet link-layer when the interface is opened for use with IPv6,
otherwisetheinterface |D must first be manually set by the user calling tf6Eui64Set] nterfacel d. Theinterface ID
returned by thisfunction isalready formatted astf6Eui64Set| nter facel d expects.

Parameters

Parameter
interfaceHandle

eui 64! dPtr

Returns

Value
0

TM_EINVAL

TM_ENOENT

Description

Interface handle of an interface for which we want to get the interface ID.
Pointer to the 8-byteinterface | D in EUI-64 format (i.e. 64-bit |EEE global
identifier). The memory that this pointsto must be allocated by the caller, i.e.
alocal variableinthe caller’s address space.

Meaning
Success. eui64ldPtr now points to the interface I1D.

Invalid parameter value. Either interfaceHandle does not point to avalid
interface, or eui64ldPtr isaNULL pointer.

Thereisnointerface ID set on the specified interface. If the interface uses
the Ethernet link-layer, then open the interface for use with 1Pv6, otherwise
call tf6Eui64Set| nterfacel d to set aninterface D on theinterface.
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4.4.3 tf6Eui64Setinterfaceld

i nt t f 6Eui 64Set I nterfaceld
(

ttUserlnterface i nterfaceHandl e,

const ttUser8Bit * eui64ldPtr,

i nt cal | edFr onFl ag

)

Function Description
This function only supports |Pv6.

Thisfunction setsor resetsthe |Pv6 interface | D to the specified interface I D in EUI-64 format (i.e. 64-bit | EEE global
identifier). Notethat thisfunction invertsthe“u” (universal/local) bit of the EUI-64 identifier to convert it into an interface
ID. If your EUI-64 identifier haslocal significanceonly (i.e. it isnot globally unique), then to indicate thisyou must set bit
6to“1” wherehit Oisthemost significant bit. A universally administered (i.e. globally unique) EUI-64 identifier isindi-
cated by setting bit 6 to “0". ([RFC2464].R4:20, [RFC2373].R2.4:20)

This function may only be called on an interface that is closed or that has | Pv6 disabled. When the Treck stack is running
indual IPlayer mode, “IPv6 disabled” meansthat the interfaceis opened for IPv4,and therefore the link-layer and device
driver are open (i.e. IPv4 and | Pv6 share the same link-layer and device driver on theinterface). However, thereisno link-
local 1Pv6 address configured on the interface so the IPv6 part of the interface cannot be used by the application.
Typicaly, thisisthe case when you have not yet opened the interface for IPv6 by calling tfNgOpenl nter face specifying
an |Pv6 address to configure. When the Treck stack is running in |Pv6-only mode, “1Pv6 disabled” means that you
opened the interface for IPv6, however either the link-local address generated by |Pv6 statel ess address auto-configura-
tion was detected to be in use by a different node (i.e. Duplicate Address Detection failed), or you intentionally
unconfigured the link-local address by calling tfNgUnConfigl nterface. Inany case, thereisno link-local 1Pv6 address
configured on the interface, so the IPv6 part of the interface cannot be used by the application.

When the interface has | Pv6 disabled, recovery usually entails either setting adifferent interface ID by calling
tf6Eui64Set| nter facel d and then attempting to restart the IPv6 part of theinterface by calling tfNgOpenl nter face specify-
ing an IPv6 address of all 0’s (i.e. the IPv6 unspecified address), or by manually configuring alink-local IPv6 address on
the interface. However, it is possible that you get this failure because your network controller hardware does not support
filtering of its own multicasts but instead does loopback of its own multicasts, which would cause Duplicate Address
Detection to awaysfail. If thisisthe case, then you must specify the | Pv6-specific deviceflag

TM_6 DEV_MCAST _HW_LOOPBACK when you open the interface. ([RFC2373].R2.1:10)

The IPv6 interface ID is used to generate tentatively unique |Pv6 addresses to assign to the interface during stateless
address auto-configuration, which occurs when the interface is opened. Part of stateless address auto-configuration is
Duplicate Address Detection, which is done to ensure that the auto-configured | Pv6 addresses are unique. Note that if an
interface ID of 0 is set, statel ess address auto-configuration of global scope and site-local scope |Pv6 addresses will not
be performed when the interface is opened, because otherwise the auto-configured | Pv6 addresses would conflict with
the Subnet-Router anycast addresses for the same prefixes. In this case, the only auto-configured |Pv6 address assigned
to the interface by stateless address auto-configuration could be the link-local scope |Pv6 address. In other words, O isa
bad choice for the interface ID. ([RFC2373].R2.6.1:10)

If you are using the null link-layer and you want to use | Pv6 on the interface, then you should call

tf6Eui64SetI nterfacel d, typically donein your device driver open function in which case calledFromFlagis set to
TM_6 DEV_CALLED_FROM_DRIVER. Otherwisg, if theinterface | D isnot set before theinterfaceisopened, then IPv6
statel ess address auto-configuration will not be performed, which may result in the |Pv6 interface not being opened
depending on what 1Pv6 addresses have been manually configured on the interface (i.e. at least one link-local |Pv6
address is required). ([RFC2373].R2.1:10)

If your interface link-layer typeis Ethernet, then you should not call thisfunction, sincetheinterface ID will be automati-
cally derived from the | EEE 48-bit MAC address you provide viayour driverGetPhysical Address function (refer to the
drvGetPhysAddr FuncPtr parameter of thefunctiontfAddI nterface).



Parameters
Parameter
interfaceHandle
eui 641 dPtr

calledFromFlag

Returns
Value
0
TM_EINVAL
TM_EPERM
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Description

Interface handle of an interface for which we want to set the interface 1D
Pointer to the 8-byteinterface ID in EUI-64 format (i.e. 64-bit |EEE global
identifier).

Specifieswhether thisfunction isbeing called from the device driver,
typically from the device driver open function. It isvery important to set this
correctly. If you are calling this function from the device driver, set

calledFromFlagtoTM_6 DEV_CALLED FROM_DRIVER, otherwiseset it
toTM_6 DEV_CALLED _FROM_APP

Meaning
Success.
One of the parameterswasinvalid.

Theinterface specified by interfaceHandle was open for 1Pv6, and the |Pv6
part was not disabled. This function may only be called on an interface that
is closed or that has IPv6 disabled.
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4.4.4 tf6lnterfaceSetPhysAddr

i nt

(

ttUserlnterface
const ttUser8Bit *
i nt

i nt

)

Function Description

This function only supports |Pv6.

tf 6l nterfaceSet PhysAddr

i nterfaceHandl e,
physAddr Pt r,
physAddr Len,

cal | edFr onFl ag

This function sets the link-layer address associated with the interface, which allows the interface to initiate and respond
to requests for IPv6 address resolution. If you specify a non-null value for the drvGetPhyAddr FuncPtr parameter in the
call totfAddlnterface and you are using the Ethernet link-layer, then you do not need to call thisfunction, since thelink-
layer address is obtained by calling your driverGetPhysical Address function.

Thisfunction may only be called on an interface that is closed, and istypically called from your device driver open
function, inwhich case calledFromFlagissetto TM_6 DEV_CALLED_FROM_DRIVER.

Note that if you use tfél nterfaceSetPhysAddr instead of drvGetPhyAddr FuncPtr to set the link-layer address, then you
should also call tf6Eui64Set] nterfaceld to set the interface ID. ([RFC2461].R7.2.6:10, [RFC2461].R7.2.6:20)

Parameters
Parameter
interfaceHandle

physAddr Ptr
physAddrLen
calledFromFlag

Returns

Value
0
TM_EINVAL

TM_EPERM
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Description

Interface handle of an interface for which we want to set the link-layer
address.

Pointer to the link-layer address.
Lengthin bytes of the link-layer address.

Specifieswhether thisfunction isbeing called from the device driver,
typically from the device driver open function. It is very important to set this
correctly. If you are calling this function from the device driver, set
calledFromFlagtoTM_6 DEV_CALLED FROM_DRIVER, otherwiseset it
toTM_6 DEV_CALLED _FROM_APP

Meaning

Success.

One of the parameters wasinvalid, or physAddrLen was greater than
TM_MAX_PHYS ADDR.

Theinterface specified by interfaceHandle was open. This function may
only be called on an interface that is closed.
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4.4.5 tf6interfaceSetSiteld

i nt tf6lnterfaceSetSiteld
(

ttUserlnterface interfaceHandl e,
ttUser 32Bit siteld

)

Function Description
This function only supports |Pv6.

Thisfunction is used to change the IPv6 site identifier associated with an interface. The siteidentifier is used asthe
scope ID for site-local unicast |Pv6 addresses associated with the specified interface. This function may only be called on
aninterfacethat isclosed, i.e. beforetfNgOpenl nterface or tftNgConfigl nterfaceiscalled.

Parameters
Parameter Description
interfaceHandle Interface handle of an interface for which we want to set the site identifier.
siteld Thesiteidentifier. Must be non-zero.
Returns
Value Meaning
0 Success.
TM_EINVAL One of the parameterswasinvalid.
TM_EINVAL siteld was 0. siteld must be non-zero.
TM_EPERM Theinterface specified by interfaceHandle was open. This function may

only be called on an interface that is closed.
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4.4.6 tf6SetMcastInterface

i nt tf6Set Mcast | nterface
(

ttUserlinterface interfaceHandl e

)

Function Description
This function only supports |Pv6.

This function sets the default interface to use to send |Pv6 multicast packets. The application can set the
IPV6_MULTICAST _IF option on the socket to override this default interface on a per-socket basis.

Parameters

Parameter Description

interfaceHandle Interface handle of the default interface to use to send 1Pv6 multicast packet.
Returns

Value Meaning

0 Success

TM_EINVAL Invalidinterface handle.
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4.4.7 tf6SetRandominterfaceld

i nt t f 6Set Random nt er f acel d(
ttUserlinterface interfaceHandl e

)

Function Description
This function only supports | Pv6.

Thisfunction setsarandom interface ID per [RFC3041]. Note that the specified interface must be closed or disabled for
use with IPv6 when you call thisAPI. ThisAPI can be used to recover from the Duplicate Address Detection failure that
could occur when auto-configuring alink-local scope |Pv6 address on the interface.

(MIPV6_19].R7.7:40.10)

Parameters

Parameter Description

interfaceHandle Interface handle of an interface that we want to set arandom interface ID on.
Returns

Value Meaning

0 Success.

TM_EINVAL You specified aninvalid interface handle.

TM_EPERM Theinterface specified by interfaceHandle was open for IPv6, and the |Pv6

part was not disabled. This function may only be called on an interface that
is closed or that has IPv6 disabled.
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4.4.8 tfCheckOpenlinterface

i nt t f CheckQpenl nterface
(

ttUserlnterface interfaceHandl e,

i nt prot ocol Fam |y

)

Function Description
This function supports both 1Pv4 and IPv6.
Check the status of either IPv4 or IPv6 protocol operation on the specified interface.

Parameters
Parameter Description
interfaceHandle Interface handle of the interface to check the status for.
protocol Family Theprotocol family (i.e. IPv4 or |Pv6) to check the status for. Specify
PF_INET for IPv4, PF_INET6 for IPv6.
Returns
Value Meaning
0 Interfaceisopen/up for the specified protocol family (i.e. IPv4 or IPv6).
TM_EINPROGRESS Theinterfaceisstill being opened for the specified protocol family. If the
interface is being opened for use with 1Pv6, then this error codeis returned
while Duplicate Addresss Detection isbeing performed for the link-local
scope |IPv6 address.
TM_ENETDOWN Interfaceisclosed for the specified protocol family.
TM_EPERM Interface is disabled for the specified protocol family. When protocol Family

isPF_INETS, thisindicatesthat thereis no link-local scope IPv6 address
configured on the interface, however the interface is not closed, instead the
IPv6 part of the interface is disabled and the application cannot use IPv6 on
thisinterface. This could occur if the link-local 1Pv6 address generated by

I Pv6 statel ess address auto-configuration was determined to already bein
use by adifferent node (i.e. Duplicate Address Detection failed), in which
case recovery usually entails either setting adifferent interface ID, or
manually configuring alink-local IPv6 address on the interface, and then
attempting to restart the | Pv6 part of the interface by calling

tfNgOpenlnter face specifying an |Pv6 address of al 0's(i.e. the IPv6
unspecified address).

TM_EINVAL Bad parameter value. Either you specified an invalid interface handle, or the
protocol family wasnot PF_INET or PF_INETS, or the protocol family did
not match the mode in which you are running the stack (for example, if you
run the stack in IPv4-only mode and specify a protocol Family of PF_INETS6,
youwill get thiserror).
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4.4.8.1 tfCheckOpenl nterface Example
ttUserlinterface interfaceHandl e;
struct sockaddr storage i pNgAddr;

/* open the interface for use with |Pv6:

* start |Pv6 statel ess address auto-configuration to get a |link-Ioca

* scope | Pv6 address assigned to the interface.
*/
t f MenBSet (& pNgAddr, 0, sizeof(struct sockaddr_storage));
i pPNgAddr.ss famly = AF_INET6; /* |Pv6 address */
i pPNgAddr.ss_len = sizeof (struct sockaddr _storage);
error Code=t f NgOpenl nt er f ace(
i nterfaceHandl e,
& pNgAddr, /* 1Pv6 address is all 0's, auto-configuration */
0, /* prefix length does not matter for auto-configuration */
confi gFl ags,
0, /* IPve-specific flags */
scat t er edBuf f er Count,
TM 6_DEV_ADDR _NOTI FY_FUNC _NULL_PTR);

/* wait for auto-configuration to conplete */
whil e (tfCheckOpenlnterface(interfaceHandl e, AF_|I NET6)
I = TM_ENCERROR)

CSTineDly(1); /* allow other tasks to run for 10 nilliseconds */

41



Treck IPv6 User’'sManual

4.4.9 tfInterfaceSetOptions
This function supports both I1Pv4 and 1Pv6
Add thefollowing new optionsto the existing documentation for tfl nter faceSetOptions:

42

Option Name DataType
TM_6 DEV_OPTIONS DAD_XMITS unsigned char

TM_6 DEV_OPTIONS NO_DHCP_CONF unsigned char

Description

DupAddrDetectTransmits:

Controls the number of consecutive Neighbor
Solicitation messages sent while performing
Duplicate Address Detection on a tentative
address. When set to 0, disables Duplicate
Address Detection for tentative addresses on the
specified interface. Default valueis 1. Option can
only be set when the device/interfaceis closed.
([RFC2462].R5.1:10, [RFC2462].R5.1:20,
[RFC2462].R5.1:30, [RFC2462].R5.1:40,
[RFC2462].R5.1:50)

By default, when the stack is operating in dual
IPv4/1Pv6 mode and aglobal I1Pv4 addressis
acquired through BOOTP/DHCP, an | Pv4-
compatible IPv6 address corresponding to the
acquired address is also configured. Setting this
optionto ‘1’ disablesthis behavior.Default: 0
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4.4.10 tfNgConfigInterface

i nt tf NgConfi gl nterface

(

ttUserlnterface i nterfaceHandl e,
const struct sockaddr_storage * i pAddrPtr,

i nt prefixLen,

i nt fl ags,

i nt i pv6Fl ags,

i nt buf f er sPer Fr ameCount ,
tt 6DevAddr Noti f yFuncPtr dev6Addr Noti f yFuncPtr,
unsi gned int nmul ti Honel ndex

)

Function Description

Next Generation API replacestfConfiglnterface. If it hasnot already been started, thisAPI startsthe |Pv4 part of an
interfaceif the specified addressis an |Pv4 address (or an |Pv4-mapped | Pv6 address), startsthe IPv6 part of an interface
if the specified addressis an |Pv6 address, and starts both IPv4 and IPv6 if the specified address is an | Pv4-compatible
IPv6 address.

Starting the IPv6 part of an interface causes |Pv6 statel ess address auto-configuration to be invoked, if aninterface ID
has been set on the interface, to dynamically assign |Pv6 addresses to the interface. If an |Pv6 addressis specified, it may
beall 0's (i.e. the IPv6 unspecified address), in which case no IPv6 addressis manually configured on the interface.
However, the IPv6 part of the interface is started to attempt |Pv6 statel ess address auto-configuration. Note that in this
case, thedeviceflag TM_DEV_IP_USER _BOOT should not be specified since | Pv6 does not have any equivalent of the
API tfFinishOpenl nterface.

When you are running the Treck stack in dual 1P layer mode and the specified addressis an | Pv4-compatible |Pv6
address, it is configured on the interface at the same multi-home index in both the IPv4 and |Pv6 address lists to support
automatic tunneling. For example, if you call thisAPI to configure an IPv4-compatible | Pv6 address at multi-homeindex 3,
thisAPI checks both |Pv6 and | Pv4 address lists to make sure that the slot indexed by multi-homeindex 3isavailablein
both, then configures the |Pv4-compatible | Pv6 addressin the IPv6 address list at multi-home index 3, and the embedded
IPv4 address (i.e. the low-order 32 bits of the | Pv6 address) in the IPv4 addresslist at multi-homeindex 3. Thisisdoneto
support automatic tunneling since automatic tunneling requires us to implement the I1Pv4 endpoint of the tunnel on the
interface and the tunnel endpoint is the embedded |Pv4 address. If the slot in the |Pv4 address list indexed by the
specified multi-homeindex isalready configured with adifferent IPv4 address, thisAPI returnsTM_ENOSPC to indicate
that configuration of the | Pv4-compatible | Pv6 address failed because the specified multi-home index was not available to
configure. When configuring an | Pv4-compatible | Pv6 address, the specified prefix length must bethe IPv6 prefix length,
rather than the IPv4 prefix length. That is, the configured prefix length for an |Pv4-compatible | Pv6 address must be
greater than 96.

When the stack is operating in dual 1Pv4/1Pv6 mode, in order to support automatic tunneling, if aglobal IPv4 addressis
acquired viaBOOTP/DHCP, an | Pv4-compatible | Pv6 address corresponding to the acquired address is also configured
at the same | Pv6 multihomeindex. For instance, if thefirst IPv4 multihomeentry is configured via DHCP, the stack will
automatically attempt to configure a corresponding | Pv4-compatible |Pv6 address at the first IPv6 multihome entry.
However, if another IPv6 addressisalready configured at the first multihome entry, the | Pv4-compatible | Pv6 address
cannot be added. Please note that thisbehavior may be disabled withthe TM_6 DEV_OPTIONS NO_DHCP_CONF
option through tfl nter faceSetOptions.

Since thisAPI is used to manually configure addresses, multiHomelndex may not be greater than or equal to
TM_MAX_IPS PER_IF.

Note that themacro TM_MAX_IPS PER_|Fisnot publicly accessible unlessyou explicitly #defineit in your trsystem.h
file

If dev6AddrNotifyFuncPtr is non-null, then the user wants to be notified of |Pv6-specific address configuration events
viaauser-defined notify function. IPv6 is different from | Pv4 with regards to address configuration, because every |Pv6

address configured on the interface must first go through Duplicate Address Detection to confirm that no other node is
using that tentative address before the address may be configured on the interface ([RFC2462].R5.4:10). Also, IPv6
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addresses which are auto-configured using statel ess address auto-configuration have preferred and valid lifetimes, and
when they become invalid, they are unconfigured from the interface. The address configuration events you can be
notified of consist of the status of Duplicate Address Detection, as well as |Pv6 address state transitions from preferred to
deprecated, and to invalid:

AddressConfiguration Event Description

TM_6 DEV_ADDR _CONFIG _STARTED Configuration of the IPv6 address has been started. Duplicate
Address Detection is being performed on the tentative address.

TM_6 DEV_ADDR _CONFG _FAILED Duplicate Address Detectionfailed. A different nodeis already

using the tentative address we tried to configure, therefore
configurationfailed.

TM_6 DEV_ADDR CONFIG COMPLETE Duplicate Address Detection succeeded. Configuration of the IPv6
address on the interface completed successfully.

TM_6 DEV_ADDR DUP DETECTED The Treck stack detected that a different node is using one of your
IPv6 addresses that was successfully configured (i.e. for which the
TM_6 DEV_ADDR_CONFIG_COMPLETE event hasoccurred). It
isup to the user to specify what recovery, if any, is performed when
thisevent occurs (seebelow). ([RFC2462].R5.4.4:10)

TM_6 DEV_ADDR _DEPRECATED An auto-configured |Pv6 address has transitioned state from
preferred to deprecated.
TM_6 DEV_ADDR _INVALIDATED An auto-configured |Pv6 address has transitioned state to invalid,

and has been unconfigured from the interface.

After an IPv6 address has been configured on the interface there is still the possibility that another node will use an IPv6
address that we have already configured. If the user has specified a non-null value for dev6Addr NotifyFuncPtr and the
Treck stack detects that another node is using an |Pv6 address that we have already configured, then the user is notified
of theTM_6 DEV_ADDR DUP_DETECTED event. Itisupto the user to specify what recovery, if any, is performed
([RFC2462].R5.4.4:10).

For example, whenyou arenctified of the TM_6 DEV_ADDR_DUP_DETECTED event, you could unconfigurethe
conflicting IPv6 address by calling tfNgUnConfigl nter face. However, thiswould impact any applicationswhich are
currently using that |Pv6 address. Note: if the only link-local scope |Pv6 address on the interface is unconfigured, the
IPv6 part of theinterfacewill be disabled.

If youarenotified of theevent TM_6 DEV_ADDR_CONFIG_FAILED for alink-local scopelPv6 address, thislikely
indicates that the IPv6 part of the interface was disabled due to an interface ID conflict. In which case calling

tfCheck Openl nterfacewith protocol Family set to PF_INET6 returns TM_EPERM. Recovery usually entails either

setting adifferent interface I D by calling tf6Eui64SetInterfacel d and then attempting to restart the | Pv6 part of the
interface by calling tftNgOpenlinterface specifying an IPv6 address of all 0's(i.e. the |Pv6 unspecified address), or manu-
ally configuring alink-local 1Pv6 address on the interface. However, it is possible that you get this failure because your
network controller hardware does not support filtering of its own multicasts, but instead does |oopback of its own
multicasts which would cause Duplicate Address Detection to alwaysfail. If thisisthe case, then specifying the IPv6-
specificdeviceflagTM_6 DEV_MCAST_HW_LOOPBACK inipv6Flags should fix the problem. Notethat generally you
want to avoid setting this device flag since it causes Duplicate Address Detection to not be as robust.

The function prototype for the user-defined notify function (specified by deveéAddr NotifyFuncPtr) is:

voi d nmyDev6Addr Noti f yFunc(
ttUserlnterface interfaceHandl e,
unsi gned int nulti Honel ndex,
struct sockaddr storage *ipv6AddrPtr,
int event );

where event isthe | Pv6-specific address configuration event (i.e. TM_6 DEV_ADDR_CONFIG_STARTED, ...) for the
specified IPv6 address (i.e. ipv6Addr Ptr) at the specified multi-homeindex (i.e. multiHomel ndex) on the specified
interface (i.e. interfaceHandle).
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By default, Duplicate Address Detection will be performed for every |Pv6 address configured on the interface.

I Pv6 addresses which are auto-configured using the interface ID all share the same low-order 64 bits, set to the interface
ID. Specifying the |Pv6-specific deviceflagTM_6 DEV_OPTIMIZE_DAD causes Duplicate Address Detection to only
be performed on the link-local scope address for the set of addresses that are auto-configured using the interface ID

([RFC2462].R5.4:30).

New Parameters:
Parameter
prefixLen

flags

ipv6Flags

Description

Thelength (in bits) of the subnet prefix part of the address specified by
ipAddrPtr. For an IPv6 address, the value specified must be in the range of 4
to 128, and will typically be 64. For an IPv4 address, the value specified is
the number of most significant bits in the associated | Pv4 netmask that are
setto 1.

General deviceflagsand | Pv4-specific interface flags, same astheflag
parameter passed to tfConfigl nterface.

| Pv6-specific interface/deviceflags:

TM_6_DEV_IP_FORW_ENB
TM_6_DEV_IP_ FORW_MCAST ENB
TM_6_DEV_MCAST_HW_LOOPBACK
TM_6_DEV_OPTIMIZE_DAD
TM_6_USE_AUTO IID

Only deviceflagsthat start with“TM_6 DEV_" are setinipveFlags, all othersare set in flags.

dev6Addr NotifyFuncPtr

New Return Codes,
Value
TM_EINVAL

TM_EAFNOSUPPORT

TM_EPERM

TM_ENOSPC

TM_EINPROGRESS

The function to call to notify the user of |Pv6-specific address configuration
events,or TM_6 DEV_ADDR _NOTIFY_FUNC NULL_PTRIf notification
is not desired.
The events are:

TM_6 DEV_ADDR_CONFIG_STARTED

TM_6 DEV_ADDR_CONFIG_FAILED

TM_6 DEV_ADDR_CONFIG_COMPLETE

TM_6 DEV_ADDR DUP DETECTED

TM_6 DEV_ADDR DEPRECATED

TM_6 DEV_ADDR _INVALIDATED

Meaning

multiHomel ndex was greater than or equal to TM_MAX_IPS PER_|For
invalid value specified for prefixLen.

ipAddrPtr->addrFamily was set to an invalid value for address family; valid
valuesareAF_INET andAF_INET®.

You attempted to open the interface for IPv6, however there was no way to
configure alink-local scope |Pv6 address on the interface. Typically, this
happens when you use the null link-layer, and you don’t call

tf6Eui64SetI nter facel d to set theinterface I D before attempting to open the
interfacefor |Pv6.

Failed to configure an | Pv4-compatible | Pv6 because a different | Pv4 address
was already configured in the |Pv4 address|ist at the specified multi-home
index.

Configuration has not compl eted for the specified multi-homeindex. If you
are configuring an 1Pv6 addresss on the interface, then this error code could
indicate that Duplicate Address Detectionis still being perfomed.
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4.4.11 tfNgGetlpAddress

i nt

(

ttUserlnterface

struct sockaddr_storage *
i nt

unsi gned int

)

Function Description

t f NgGet | pAddr ess

i nterfaceHandl e,
i f1pAddrPtr,
addr Fami |y,

mul t i Honel ndex

Next Generation API replacestfGetl pAddress.
When addrFamily is set to AF_INET4, thisAPI may be used to retrieve each | Pv4 address manually configured on the

interface by the user.

When addrFamily is set to AF_INET®6, thisAPI may be used to retrieve auto-configured | Pv6 addresses, aswell as |Pv6
addresses manually configured on the interface by the user. To retrieve auto-configured | Pv6 addresses, specify avalue
for multiHomel ndex which is greater than or equal to TM_MAX_IPS PER_|IF andlessthan (TM_MAX_IPS PER IF+

TM_6 MAX_AUTOCONF_IPS PER_IF), sinceauto-configured | Pv6 addresses are stored after manually configured

I Pv6 addresses on the interface. Note that the macrosTM_MAX_IPS PER _|F and

TM_6 MAX_AUTOCONF_IPS PER _IFarenot publicly accessible, unlessyou explicitly #definethemin your

trsystem.hfile.

New Parameters

Parameter
addrFamily

New Return Codes

Value
TM_EAFNOSUPPORT

46

Description
Theaddressfamily (i.e. AF_INET for IPv4, AF_INET6for IPv6) of the
address that you want to get.

Meaning
addrFamily was set to an invalid value for address family; valid values are
AF_INET andAF_INET®.
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4.4.12 tfNgGetPrefixLen

i nt t f NgGet Prefi xLen
(

ttUserlnterface interfaceHandl e,
ttUser8Bit * prefixLenPtr,

i nt addr Fam |y,

unsi gned i nt nmul ti Honel ndex
)

Function Description
Next Generation AP replacestfGetNetM ask.

When addrFamily isset to AF_INETA4, thisAPI may be used to retrieve the prefix length for each | Pv4 address manually
configured on the interface by the user.

When addrFamily isset to AF_INETS6, thisAPI may be used to retrieve the prefix length for auto-configured |Pv6
addresses, as well as |Pv6 addresses manually configured on the interface by the user. See the description of

tfNgGetl pAddr essfor information on what values of multiHomel ndex correspond to auto-configured | Pv6 addresses.

New Parameters:
Parameter Description
prefixLenPtr Pointer to the prefix length of the I P address specified by addrFamily and

multiHomelndex. The prefix length isthe length (in bits) of the subnet prefix
part of the IP address. For an |Pv6 address, the prefix lengthisin the range
of 0to 128, and will typically be 64. For an |Pv4 address, the prefix lengthis
the number of most significant bits in the associated | Pv4 netmask that are
set to 1. The memory that this pointsto must be allocated by the caller, i.e. a
local variablein the caller’s address space.

addrFamily Theaddressfamily (i.e. AF_INET for IPv4, AF_INET6for |Pv6) of the
address that you want to get the prefix length for.

New Return Codes:
Value Meaning
TM_EINVAL Invalid value specified for prefixLenPtr.
TM_EAFNOSUPPORT addrFamily was set to an invalid value for address family; valid values are

AF_INET andAF_INET6.
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4.4.13 tfNgOpeninterface

i nt
(

ttUserlnterface

t f NgOpenl nterface

i nterfaceHandl e,

const struct sockaddr_storage * i pAddrPtr,

i nt

i nt

i nt

i nt

tt 6DevAddr Noti f yFuncPtr
)

Function Description

prefixLen,

flags,

i pv6Fl ags,

buf f er sPer Fr anmeCount ,
dev6Addr Noti f yFuncPtr

Next Generation API replacestfOpenl nter face. Seethe description of tfNgConfigl nter face.

New Parameters.
Parameter
prefixLen

flags

ipveFlags

dev6Addr NotifyFuncPtr

Description

Thelength (in bits) of the subnet prefix part of the address specified by
ipAddrPtr. For an IPv6 address, the value specified must be in the range of 4
to 128, and will typically be 64. For an IPv4 address, the value specified is
the number of most significant bits in the associated | Pv4 netmask that are
setto 1.

General deviceflagsand | Pv4-specific interface flags, same astheflag
parameter passed to tfConfigl nterface.

| Pv6-specific deviceand interface flags:
TM_6 DEV_IP_FORW_ENB
TM_6_DEV_IP_FORW_MCAST_ENB
TM_6_DEV_MCAST_HW_LOOPBACK
TM_6_DEV_OPTIMIZE_DAD

TM_6_DEV_USE_AUTO _IID

The function to call to notify the user of |Pv6-specific address configuration
events,or TM_6_DEV_ADDR_NOTIFY_FUNC_NULL_PTRIf notification
isnot desired. The events are:

TM_6_DEV_ADDR_CONFIG_STARTED
TM_6_DEV_ADDR_CONFIG_FAILED
TM_6 DEV_ADDR_CONFIG_COMPLETE
TM_6_DEV_ADDR_DUP DETECTED
TM_6_DEV_ADDR_DEPRECATED
TM_6_DEV_ADDR_INVALIDATED

Seethedescription of tfNgConfigl nter facefor moreinformation.



New Return Codes:
Value
TM_EINVAL
TM_EAFNOSUPPORT

TM_EPERM

TM_ENOSPC

TM_EINPROGRESS
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Meaning
Invalid value specified for prefixLen.

ipAddrPtr->addrFamily was set to an invalid value for address family; valid
valuesareAF_INET andAF_INET®.

You attempted to open the interface for IPv6, however there was no way to
configure alink-local scope |Pv6 address on the interface. Typically, this
happens when you use the null link-layer, and you didn’t call

tf6Eui64SetI nter facel d to set theinterface I D before attempting to open the
interfacefor |Pv6.

Failed to configure an | Pv4-compatible | Pv6 because a different | Pv4 address
was already configured in the |Pv4 address|ist at the specified multi-home
index.

Configuration has not completed for the specified multi-homeindex. If you
are configuring an 1Pv6 addresss on the interface, then this error code could
indicate that Duplicate Address Detection is still being perfomed.
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4.4.13.1 tfNgOpenl nterface Example

#i ncl ude <trsocket.h>

void main (void)

{
tt User Li nkLayer I i nkLayer Handl e;
ttUserlnterface i nterfaceHandl e;
struct sockaddr storage i pNgAddr ;
tt User | pAddr ess mask;

/* Start Treck */
tfStart Treck();

/* Use the Ethernet Link Layer */
I i nkLayer Handl e = tfUseEt hernet();

/* Add the Interface */
i nterfaceHandl e=t f AddI nterface(

“MPC860. SCC1",
I i nkLayer Handl e,
t f Moc860Et her Open,
t f Moc860Et her Cl ose,
t f Moc860Et her Send,
t f Moc860Et her Recei ve,
0,
t f Moc860I oct I,
t f Moc860CGet PhyAddr
&error Code) ;

/* store our |Pv4 address as type sockaddr _storage for use with the
* “Next Ceneration” APls
*/
t f MenBSet (& pNgAddr, 0, sizeof(struct sockaddr_storage));
i pPNgAddr.ss famly = AF_INET; /* |Pv4 address */
i pPNgAddr.ss_len = sizeof (struct sockaddr_storage);
i pNgAddr . addr . i pv4.sin_addr.s_addr = inet_addr(“192.168.0.2");
mask = inet addr (“255.255.255.0");

/* open the interface for use with | Pv4 */
error Code=t f NgOpenl nt er f ace(
i nterfaceHandl e,

& pNgAddr ,
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t f 4Net naskToPr ef i xLen( mask),
confi gFl ags,

0, /* IPve-specific flags */

scat t er edBuf f er Count,

TM 6_DEV_ADDR _NOTI FY_FUNC_NULL_PTR);

/* open the interface for use with |Pv6:
* start | Pv6 statel ess address auto-configuration to get a |link-Ioca
* scope | Pv6 address assigned to the interface.
*/
t f MenBSet (& pNgAddr, 0, sizeof(struct sockaddr_storage));
i pPNgAddr.ss famly = AF_INET6; /* |Pv6 address */

i pPNgAddr.ss_len = sizeof (struct sockaddr_storage);

error Code=t f NgOpenl nt er f ace(
i nterfaceHandl e,
& pNgAddr, /* 1Pv6 address is all 0's, auto-configuration */
0, /* prefix length does not matter for auto-configuration */
confi gFl ags,
0, /* IPve-specific flags */
scat t er edBuf f er Count,
TM 6_DEV_ADDR _NOTI FY_FUNC _NULL_PTR);

/* wait for auto-configuration to conplete */
whil e (tfCheckOpenlnterface(interfaceHandl e, AF_|I NET6)

I = TM_ENOERROR)

CSTineDl y(1);

51



Treck IPv6 User’'sManual
4.4.14 tfNgUnConfigInterface

i nt t f NgUnConfi gl nterface
(

ttUserlnterface interfaceHandl e,

i nt addr Fami |y,

unsi gned int nmul ti Honel ndex

)

Function Description
Next Generation APl replacestfUnConfigl nter face.

When addrFamily isset to AF_INET4, thisAPI may be used to unconfigure an |Pv4 address manually configured on the
interface by the user. When addrFamily is set to AF_INET®6, thisAPI may be used to unconfigure an auto-configured
IPv6 address, aswell as |Pv6 addresses manually configured on the interface by the user. See the description of

tfNgGetl pAddr essfor information on what values of multiHomel ndex correspond to auto-configured | Pv6 addresses.
When the Treck stack isrunning in dual IPlayer mode, if thereisan IPv4-compatible |Pv6 address configured in the list of
multi-homed | Pv6 addresses on the interface at the specified multiHomel ndex, and the corresponding embedded | Pv4
addressis configured at the same multiHomel ndex in the list of multi-homed 1Pv4 addresses on the interface, then both
the IPv4-compatible |Pv6 address and the embedded | Pv4 address are removed from the interface.

New Parameters.

Parameter Description
addrFamily Theaddressfamily (i.e. AF_INET for IPv4, AF_INET6for |Pv6) of the
address that you want to remove from the interface.
New Return Codes:
Value Meaning
TM_EAFNOSUPPORT addrFamily was not set to either AF_INET or AF_INET6.
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4.5 ARP /Routing Table API

4.5.1 tf6AddDefaultGatewayTunnel

i nt t f 6AddDef aul t Gat eway Tunnel
(

const struct sockaddr_storage TM FAR *  endpoi nt| pAddrPtr,

i nt flags

)

Function Description

This function only supports IPv6.

Create adefault gateway tunnel for running |Pv6 over IPv4. A host that is on alink without any 1Pv6 routers but which
can reach an | Pv6 router viathe existing | Pv4 routing infrastructure (i.e. the IPv6 router is reachable viaan | Pv4 address,
specified by endpointlpAddrPtr) can use this API to set this |Pv6 router as the default gateway for all |Pv6-capable
interfaces. The configured tunnel created by this function is used to reach this default gateway (i.e. over I1Pv4), and
operates as the IPv6 default route, meaning that it will only be used to route an |Pv6 packet if there are no other routes
that match the destination IP address of the packet. ([RFC2893].R4.1:10, [RFC2893].R4:10)

Parameters
Parameter Description
endpointl pAddrPtr Pointer to the tunnel endpoint |P address, which is the IPv4 address of the
I Pv6 router. The memory that this pointsto must be allocated by the caller,
i.e. alocal variablein the caller’s address space.
flags Not currently used.
Returns
Value Meaning
TM_EINVAL One of the parameterswasinvalid.
TM_EAFNOSUPPORT The specified tunnel endpoint address was not an |Pv4-formatted address,
i.e. endpointl pAddrPtr->addrFamily was not set to AF_INET.
TM_EHOSTUNREACH Thetunnel endpoint (i.e. IPv6 router) was unreachable.
TM_EALREADY A default gateway tunnel has already been configured.
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4.5.2 tf6DelDefaultGatewayTunnel

i nt t f 6Del Def aul t Gat eway Tunnel

(
)

voi d

Function Description

This function only supports |Pv6.

Delete/unconfigure the default gateway tunnel, if one exists.

Parameters
None

Returns

Value
TM_ENOERROR
TM_EINVAL
TM_ENOENT
TM_EAFNOSUPPORT

Meaning

Success.

One of the parameterswasinvalid.

No default gateway tunnel with the specified endpoint address.

The specified tunnel endpoint address was not an |Pv4-formatted address,
i.e. endpointl pAddrPtr->addrFamily was not set to AF_INET.
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4.5.3 tf6GetDefaultGatewayTunnel

i nt t f 6Get Def aul t Gat eway Tunnel

(
struct sockaddr_storage TM FAR *  endpoi nt| pAddr Ptr

)

Function Description
This function only supports |Pv6.

This function gets the endpoint | P address of the default gateway tunnel into the user variable pointed to by
endpointlpAddrPtr. If thereis no default gateway tunnel configured, then thisfunction returns TM_ENOENT.

Parameters
Parameter Description
endpointl pAddrPtr When thisfunction returns TM_ENOERROR, then the memory that
endpointlpAddrPtr points to is set to the tunnel endpoint |P address, which
isthe IPv4 address of the IPv6 router. The memory that this points to must
be allocated by the caller, i.e. alocal variablein the caller’s address space.
Returns
Value Meaning
TM_ENOERROR Default gateway tunnel was found — I P address copied into
endpointl pAddrPtr.
TM_EINVAL endpointlpAddrPtr is null.
TM_ENOENT Default gateway tunnel not found.
4.5.4 tf6GetPathMtu
i nt tf6Get PathMu
(
sockaddr _storage *destlpAddrPtr,
int TM FAR * pat hM uPtr
)

Function Description
Retrieves the current Path MTU for the specified destination address. This path MTU does not take into account
overhead added by IPSec, but does include protocol tunneling overhead. [IPV6REQ].R2.12:10

Parameters
Parameter Description
destlpAddrPtr IPv6 address of the destination to get the Path MTU for.
pathMtuPtr Set to the current IPv6 Path MTU upon return, if no error occurred.
Returns
Value Meaning
TM_ENOERROR IPv6 Path MTU successfully returned.
TM_EINVAL Destination address is not an |Pv6 address.
TM_EINVAL Destination address pointer is null.
TM_EINVAL Pointer to Path MTU resultisnull.
TM_ENOENT No route to the destination 1Pv6 address was found.
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4.5.5 tf6RegisterlpForwCB

i nt t f 6Regi st er | pFor wCB

(
tt 6User | pFor wCBFuncPt r i pFor wCBFuncPt r

)

Function Description

Used to register afunction for the Treck stack to call when an IPv6 packet cannot be forwarded. Refer to the IPv4-specific
API tfRegister | pForwCB.

typedef int (TM_CODE_FAR* tt6Userl pForwCBFuncPtr)(

const struct in6_addr TM_FAR * srclpAddrPtr,
const struct in6_addr TM_FAR * destlpAddrPtr );

4.5.6 tfNgAddArpEntry

i nt t f NgAddAr pEnt ry
(

const struct sockaddr_storage * arpl pAddrPtr,
const ttUser8Bit * physAddr Pt r,

i nt physAddr Len

)

Function Description
Next GenerationAPI replacestfAddAr pEntry.
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4.5.7 tfNgAddStaticRoute

i nt t f NgAddSt at i cRout e
(

ttUserlnterface i nterfaceHandl e,
const struct sockaddr_storage * destl pAddrPtr,

i nt prefixLen,

const struct sockaddr_storage * gatewayPtr,

i nt hops

)

Function Description
Next Generation AP replacestfAddSaticRoute.

New Parameters:
Parameter Description
prefixLen Thelength (in bits) of the subnet prefix part of the address specified by
destlpAddrPtr. For an IPv6 address, the value specified must bein the range
of 0to 128, and will typically be 64. For an | Pv4 address, the value specified
isthe number of most significant bitsin the associated | Pv4 netmask that are
setto 1.
New Return Codes:
Value Meaning
TM_EINVAL Invalid value specified for prefixLen.
TM_EAFNOSUPPORT destl pAddr Ptr->addrFamily or

gatewayPtr->addrFamily was set to an invalid value for address family;
validvaluesareAF_INET andAF_INET®6.

4.5.8 tfNgDelArpEntryBylpAddr

i nt t f NgDel Ar pEnt r yByl pAddr
(

const struct sockaddr_storage * arpl pAddrPtr

)

Function Description
Next GenerationAPI replacestfDel ArpEntryByl pAddr.
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4.5.9 tfNgDelArpEntryByPhysAddr

i nt t f NgDel Ar pEnt r yByPhysAddr
(

i nt addr Fami |y,

const ttUser8Bit * physAddrpPtr,

i nt physAddr Len

)

Function Description
Next Generation API replacestfDelAr pEntryByPhysAddr.

New Parameters:
Parameter Description
addrFamily SettoAF_INET if you want to delete an entry from the |Pv4 ARP Cache,
AF_INET6if you want to delete an entry from the IPv6 Neighbor Cache.
New Return Codes:
Value Meaning
TM_EAFNOSUPPORT addrFamily was not set to either AF_INET or AF_INET6.
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4.5.10 tfNgDelStaticRoute

i nt t f NgDel St ati cRout e
(

const struct sockaddr_storage * destl|pAddrPtr,

i nt prefixLen

)

Function Description
Next Generation APl replacestfDel SaticRoute.

New Parameters:
Parameter Description
prefixLen Thelength (in bits) of the subnet prefix part of the address specified by
destlpAddrPtr. For an IPv6 address, the value specified must bein the range
of 0to 128, and will typically be 64. For an | Pv4 address, the value specified
isthe number of most significant bitsin the associated | Pv4 netmask that are
setto 1.
New Return Codes:
Value Meaning
TM_EINVAL Invalid value specified for prefixLen.
TM_EAFNOSUPPORT destlpAddr Ptr->addrFamily was set to an invalid value for address family;

validvaluesareAF_INET andAF_INET®6.
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4.5.11 tfNgDisablePathMtuDisc

i nt t f NgDi sabl ePat hM uDi sc
(

sockaddr _storage TM FAR * dest| pAddrPtr,

i nt pat hM u

)

Function Description
Disables Path MTU discovery and sets the path MTU for the |Pv4 or |Pv6 destination address to the specified value.
([RFC1981].R5.6:10)

Parameters
Parameter Description
destlpAddrptr Pointer to the destination address to set the path MTU value for.
pathMtu New path MTU value for the specified destination.
Returns
Value Meaning
TM_ENOERROR Path MTU successfully updated.
TM_ENOPROTOOPT Path MTU discovery not enabled for the specified address type.
TM_EINVAL Destination address pointer is null.
TM_EINVAL Destination address is zero.
TM_EPRNOSUPPORT Destination addressis not either IPv6 or |Pv4.
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4.5.12 tfNgGetArpEntryBylpAddr

i nt t f NgGet Ar pEnt r yBy| pAddr
(

const struct sockaddr_storage *arpl pAddrPtr,
ttUser8Bit * physAddr Ptr,

i nt physAddr Buf Len,

int * physAddr LenPt r

)
Function Description
Next Generation AP replacestfGetArpEntryByl pAddr.

New Parameters:
Parameter Description
physAddrBufLen The length in bytes of the buffer pointed to by physAddrPtr.
physAddrLenPtr Output parameter, set to the length of the physical address returned in the

buffer pointed to by physAddrPtr.
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4.5.13 tfNgGetArpEntryByPhysAddr

i nt t f NgGet Ar pEnt r yBy PhysAddr
(

i nt addr Fami |y,

const ttUser8Bit * physAddr Pt r,

i nt physAddr Len,

struct sockaddr storage * ar pl pAddr Pt r

)

Function Description
Next GenerationAPI replacestfGetAr pEntryByPhysAddr.

New Parameters:
Parameter Description
addrFamily Set toAF_INET if you want to get an entry from the |Pv4 ARP Cache,
AF_INET6if you want to get an entry from the IPv6 Neighbor Cache.
New Return Codes:
Value Meaning
TM_EAFNOSUPPORT addrFamily was not set to either AF_INET or AF_INET6.
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4.5.14 tfSetReachable

i nt t f Set Reachabl e

(

struct sockaddr_storage * addr Ptr
ttUserlnterface interface

int * reachabl eMsecPtr

)

Function Description
Applications cal this function periodically to notify Neighbor Unreachability Detection of the reachability of a peer

node. Essentially, this allows applications to “refresh” the ARP cache entry that is used when sending to the peer.
([RFC2461].R7.3.1:10, [RFC2461].R7.3.1:20, [RFC2461].R7.3.1:30, [RFC2461].R7.3.1:40)

Parameters
Parameter Description
addrPtr I P address of a peer node that the application has received reachability
confirmation for in the form of “forward progress’; it could be aneighbor, or
aremote node reachable through router(s). If the peer node is a neighbor, the
reachability for the neighbor will be set to REACHABLE, otherwisethe
reachability for the first-hop router in the path to the peer nodeis set to
REACHABLE.([RFC2461].R7.3.1:30, [RFC2461].R7.3.1:40)
interface Only need when addrPtr isan IPv6 local scope address. Thisidentifies the
outgoing interface that the address specified by addrPtr is reachable
through.
reachableMsecPtr Output parameter; if not NULL, then the new reachabletime (in milliseconds)
of the matching ARP cache entry will be stored here on return.
Returns
Returnvalue Description
TM_ENOERROR Success
TM_EINVAL addrPtr was NULL, or addrPtr pointsto alocal scope |Pv6 address but
interfacewasinvalid.
TM_ENOENT No ARP entry exists for the specified peer |P address; send some packets

first to the peer to cause the ARP entry to be created.

63



Treck IPv6 User’'sManual
4.6 PPP Link Layer API

4.6.1 Using PPP in dual IPv4/IPv6 mode

PPP supports | Pv6 with an additional Network Control Protocol (NCP), IPVE6CP. Negotiation for IPV6CPmay take before,
after or concurrent with IPCP negotiation (for IPv4). It ispossiblefor acertain connection only one NCP will fail; for
instance, |PV6CP may fail if the peer does not support | Pv6.

After an NCPfails, the stack does not close the serial connectionimmediately. Rather, it waits some amount of time (as
specified by the TM_PPP_OPTION_TIMEOUT parameter — please see above). Thistime allowsyou to start another
NCPif thefirst onefails, by calling tfNgConfigl nterface. However, if TM_PPP_OPTION_TIMEOUT expiresor the
second NCP also fails, the connection will be closed.

Using PPPin dual | Pv4/I Pv6 mode:

To open both IPv4 and | Pv6 on a PPPlink requires two separate callsto tfNgOpenl nter face, one for each addressfamily
(see example below). The user isnotified of the status of an individual address family through the
TM_LL_IPx_OPEN_FAILED andTM_LL_IPx_OPEN_COMPLETE flags.

Both address families may be started concurrently or sequentially. For instance, you may open |Pv6 by calling
tfNgOpenlnter face again immediately after calling tfNgOpenl nter facefor I1Pv4, asintheexamplebelow. Inthiscase,
negotiation for the network protocolswill occur concurrently.

Alternatively, you may wait until one address family fails before opening the second. For instance, you can attempt to
open IPv6 on the link through asingle call to tfNgOpenlnterface. If thisfails, for instance if the peer does not support
IPv6, youwill benotifiedwiththeTM_LL_IP6_OPEN_FAILED flag. At thispoint, you may want to open |Pv4 onthe
link, which can be done through another call to tfNgOpenl nterface. After negotiation of the first addressfamily, PPPwill
delay for some amount of time before completely closing the PPPlink allowing you time to start asecond protocol family.
Thisamount of timeiscontrolled by the TM_PPP_OPEN_TIMEOUT option and defaultsto 15 seconds.

4.6.1.1 PPP Dual | Pv4/l pv6 Usage Example
struct sockaddr _storage confi gAddr;

pppFl ags = 0;

/* Open I Pv4d on the PPP interface */
bzero( (void *) &configAddr, sizeof(configAddr) );
confi gAddr. addr.ipv4.sin famly PF_| NET;
confi gAddr. addr.ipv4.sin_len
si zeof (struct sockaddr _in);

error Code =
t f NgOpenl nterface( interfaceHandl e,
&confi gAddr,
64, /* prefix length (unused

for PPP)*/
TM _DEV_MCAST_ENB,
0,
1,

(tt 6DevAddr Noti fyFuncPtr)0 );

/* Open I Pv6 on the PPP interface. */
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bzero( (void *) &configAddr, sizeof(configAddr) );
confi gAddr. addr.ipv6.sin6 fam |y = PF_| NET6;

error Code =
t f NgOpenl nterface( interfaceHandl e,

&confi gAddr,
64, /* prefix length */
TM _DEV_MCAST_ENB,
0,
1,
i pv6Addr Notify );

4.6.2 tfNgGetPt2PtPeerlpAddress

i nt t f NgGet Pt 2Pt Peer | pAddr ess
(

ttUserlnterface i nterfaceHandl e,

struct sockaddr storage * iflpAddrPtr

)

Function Description
Next Generation API replacestfGetPppPeer | pAddress.

4.6.3 tfNgSetPt2PtPeerlpAddress

i nt t f NgSet Pt 2Pt Peer | pAddr ess
(

ttUserlnterface i nterfaceHandl e,

const struct sockaddr_storage * ifl pAddrPtr

)

Function Description
Next Generation APl replacestfSetPppPeer I pAddress.
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4.6.4 tfPppSetOption

Please see tfPppSetOption in Chapter 7: “Optional Protocols of the Treck TCP/IP User’'sManual.
The following are additional options for | Pv6 support.

TM_PPP_IPV6CP_PROTOCOL protocolL evel

optionName Length  Description

TM_IPV6CP_RETRY 1 Set the maximum number of 1PV 6CP config requeststhat will be
sent without receiving an | PV 6CP nak/ack/reject. remotelocalFlag
has no effect. Default: 10

TM_IPV6CP_TIMEOUT 1 Setsthe |PV6CP retransmission timeout val ue (in seconds).
remotelocal Flag has no effect. Default: 1 second
TM_IPV6CP_MAX_FAILURES 1 Setsthe maximum number of 1PV6CP configurationfailures. This

determines the maximum number of configuration NAK sthat will
be sent before we reject an option.Default: 5

TM_IPV6CP_COMP_PROTOCOL 2 Specifies the type of compression to use over the link (optional).
TM_PPP_IPHC_PROTOCOL selects RFC-2507 style | P header
compression (you must also call tfUsel pHdr Comp before setting
this option).

TM_IPV6CP_IPHC TCP_SPACE 2 | P Header Compression: The maximum number of slotsused to
store TCP header compression info; this value is determined by
the maximum number of concurrent TCP sessionsthat are
expected over thislink. Default: 4

TM_IPV6CP_IPHC NON_TCP SPACE 2 | P Header Compression: The maximum number of slotsused to
store non-TCP (UDP, etc) header compression info; thisvalueis
determined by the maximum number of concurrent non-TCP
sessions that are expected across this link.Default: 4

TM_IPV6CP_IPHC MAX_PERIOD 2 | P Header Compression: The maximum interval between sending
full headers.Default: 256

TM_IPVECP_IPHC MAX_TIME 2 I P Header Compression; The maximum timeinterval, in seconds,
between sending full headers.Default: 5 seconds

TM_IPV6CP_IPHC MAX_HEADER 2 IP Header Compression: The largest header size in octets that may

be compressed.Default: 168 bytes

TM_PPP_PROTOCOL protocolLevel

optionName Length  Description

TM_PPP_OPEN_TIMEOUT 1 The amount of time in seconds PPPwill wait after IPCPor IPV6CP
failsto open before closing the link. Thisisonly valid when using
the stack in dual | Pv4/IPv6 mode.
Please see below for more details. Default: 15 seconds

Thefollowing options should be modified in tfPppSetOption:
protocolL evel optionName Description of Change

TM_PPP_LCP_PROTOCOL TM_LCP_MAX_RECV_UNIT When using PPP on an IPv6 interface, MRU
must not be set toless 1280. [RFC2460].R5:205
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4.6.5tfUseAsyncPpp
#include <trsocket.h>

tt User Li nkLayer

(
ttUserLnkNotifyFuncPtr

)

t f UseAsyncPpp

I'i nkNoti fyFuncPtr

Function Description

Thisfunctionisused to initialize the asynchronous PPP client link layer. When link up or link down events occur, the stack
will call the function passed in. If you do not need notification of events then the parameter should be set to
TM_LNK_NOTIFY_FUNC NULL_PTR.

Your prototype for your notification function should look like this:

voi d nyPppNoti fyFunction(ttUserlnterface interfaceHandl e,
i nt flags);

Thisfunctionis called with the interface handle and aflag. Theflagisset to
one of thefollowing:

TM_LL OPEN _COMPLETE: The PPPlink is now ready to accept data from the user. When used in dual
I Pv4/IPv6 mode, this notification will be sent for thefirst network layer that

is configured.

TM_LL_CLOSE_STARTED
TM_LL_CLOSE COMPLETE
TM_LL_LCP UP
TM_LL_PAP_UP
TM_LL_CHAP_UP
T™M_LL_LQM_UP
TM_LL_LQM_DISABLED
TM_LL_LQM_LINK_BAD
TM_LL_IP4 OPEN_FAILED

TM_LL_IP6_OPEN_FAILED

TM_LL_OPEN_FAILED

TM_LL_IP4 OPEN_COMPLETE
TM_LL_IP6 OPEN_COMPLETE

PPP has started to terminate the connection.

The PPPlink iscomplete closed (for both |Pv4 and IPv6).
L CP negotiation has compl eted.

PAP authentication has completed.

CHAP authentication has completed.

LQM isenabled onthelink.

LQM isdisabled onthelink.

Link quality is bad, user recovery should be attempted.

PPP hasfailed to start IPv4 on thelink (IPCP negotiation failed). When
using dual 1Pv4/1Pv6 mode, itisstill possibleto start IPv6 at this point.

PPP hasfailed to start IPv6 onthelink (IPV6CP negotiation failed). When
using dual 1Pv4/1Pv6 mode, itisstill possibleto start IPv4 at this point.

PPP was unableto start either IPv4 or IPv6 on thelink. The PPP connection
iscompletely closed.

IPv4 may now be used on the PPP link (IPCP negotiation was successful).
IPv6 may now be used on the PPP link (IPV 6CP negotiation was successful).

These events may be used to monitor the status of the PPP connection. The PPP connection should not be used before a
TM_LL_OPEN_COMPLETE event isreceived, and the device should not berestarted (after atfClosel nter face) beforea
TM_LL_CLOSE COMPLETE eventisreceived.

From these events, it is also possible to determine why PPP negotiation failed. For instance, if authentication fails, a
TM_LL_LCP_UPeventisfirst received indicating that the physical link has been negotiated. However, if authentication
fals, thenexteventwillbeTM_LL_CLOSE STARTED andthenTM_LL_CLOSE_COMPLETE sincethelink must be
closed if negotiation fails. If authentication is successful the eventsthat arereceivedare TM_LL_LCP_UPR,
TM_LL_PAP UPorTM_LL_CHAP_UPandthenTM_LL_OPEN_COMPLETE.
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Parameters

Parameter Description
linkNotifyFuncPtr The function to call to notify PPP events or
TM_LNK_NOTIFY_FUNC _NULL_PTRIf natificationisnot needed
The events are;
TM_LL_OPEN_COMPLETE
TM_LL_CLOSE_STARTED
TM_LL_CLOSE COMPLETE
TM_LL_LCP UP
TM_LL_PAP_UP
TM_LL_CHAP_UP

Returns
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4.6.6 tfUseAsyncServerPpp
#include <trsocket.h>
tt User Li nkLayer

(
tt User LnkNot i f yFuncPt r

)

t f UseAsyncSer ver Ppp

I'i nkNoti fyFuncPtr

Function Description
Thisfunctionisused toinitialize the asynchronous PPP server link layer. When link up or link down events occur, the stack
will call the function passed in. If you do not need notification of events then the parameter should be set to
TM_LNK_NOTIFY_FUNC _NULL_PTR.
Your prototype for your notification function should look like this:
voi d nyPppNoti fyFunction(ttUserlnterface interfaceHandl e,
i nt flags);
Thisfunctionis called with the interface handle and aflag. Theflagisset to
one of thefollowing:

TM_LL OPEN_COMPLETE: The PPPlink is now ready to accept data from the user. When used in dual

I Pv4/IPv6 mode, this notification will be sent for thefirst network layer that
is configured.

TM_LL_CLOSE_STARTED
TM_LL_CLOSE COMPLETE
TM_LL_LCP UP
TM_LL_PAP_UP
TM_LL_CHAP_UP
T™M_LL_LQM_UP
TM_LL_LQM_DISABLED
TM_LL_LQM_LINK_BAD
TM_LL_IP4 OPEN_FAILED

TM_LL_IP6_OPEN_FAILED

TM_LL_OPEN_FAILED

TM_LL_IP4 OPEN_COMPLETE
TM_LL_IP6 OPEN_COMPLETE

PPP has started to terminate the connection.

The PPPlink iscomplete closed (for both IPv4 and IPv6).
L CP negotiation has compl eted.

PAP authentication has completed.

CHAP authentication has completed.

LQM isenabled onthelink.

LQM isdisabled onthelink.

Link quality is bad, user recovery should be attempted.

PPP hasfailed to start IPv4 on thelink (IPCP negotiation failed). When
using dual 1Pv4/1Pv6 mode, itisstill possibleto start IPv6 at this point.

PPP hasfailed to start IPv6 onthelink (IPV6CP negotiation failed). When
using dual 1Pv4/1Pv6 mode, itisstill possibleto start IPv4 at this point.

PPP was unableto start either IPv4 or IPv6 on thelink. The PPP connection
iscompletely closed.

I Pv4 may now be used on the PPP link (IPCP negotiation was successful).
IPv6 may now be used on the PPP link (IPV 6CP negotiation was successful).

These events may be used to monitor the status of the PPP connection. The PPP connection should not be used before a
TM_LL_OPEN_COMPLETE event isreceived, and the device should not berestarted (after atfClosel nter face) beforea
TM_LL_CLOSE COMPLETE eventisreceived.

From these events, it is also possible to determine why PPP negotiation failed. For instance, if authentication fails, a
TM_LL_LCP_UPeventisfirst received indicating that the physical link has been negotiated. However, if authentication
fals, thenexteventwillbeTM_LL_CLOSE STARTED andthenTM_LL_CLOSE_COMPLETE sincethelink must be
closed if negotiation fails. If authentication is successful the eventsthat arereceivedare TM_LL_LCP_UPR,
TM_LL_PAP UPorTM_LL_CHAP_UPandthenTM_LL_OPEN_COMPLETE.
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Parameters

Parameter Description
linkNotifyFuncPtr The function to call to notify PPP events or
TM_LNK_NOTIFY_FUNC _NULL_PTRIf natificationisnot needed
The events are;
TM_LL_OPEN_COMPLETE
TM_LL_CLOSE_STARTED
TM_LL_CLOSE COMPLETE
TM_LL_LCP UP
TM_LL_PAP_UP
TM_LL_CHAP_UP

Returns
The PPP Server link layer handleor NULL if thereisan error
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5 Application Reference

5.1.1 tfNgDnsSetServer
i nt
(

struct sockaddr_storage *
i nt

),

Function Description

t f NgDnsSet Ser ver

server Addr Pt r,
server Nunber

Sets the address of the primary and secondary DNS server. To set the primary DNS server server Number should be set
toTM_DNS PRI_SERVER,; for the secondary server it should besetto TM_DNS SEC SERVER. Toremovea
previously set entry, set server AddrPtr to NULL.

Parameters
Parameter
serverAddrPtr

serverNumber
Returns

Value
TM_EINVAL

Description

Pointer to the address of the IPv4 or IPv6 address of the specified DNS
server.

TM_DNS PRI_SERVERorTM_DNS SEC SERVER

Meaning
Server numberisnot TM_DNS PRI SERVERorTM_DNS SEC SERVER
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5.1.2 tfNgFtpConnect

i nt
tt User Ft pHandl e

struct sockaddr_storage *

)

Function Description

t f NgFt pConnect (
ft pUser Handl e,
i pAddr Ptr

Thisfunction replacestfFtpConnect and attemptsto connect to aremote FTP server.

Parameters

Parameter Description
ftpUserHandle FTP session handle

ipAddrPtr Pointer to a structure containing the address of the address of the remote FTP server

Returns

Value
TM_ENOERROR
TM_EWOULDBLOCK
TM_EALREADY
TM_EACCES

TM_EINVAL
TM_FTP_SERVREADY

TM_FTP_SERVNAVAIL
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Meaning

Success

This FTP session is non-blocking and the call did not complete.

Command in progress (previous call did not yet finish)

Trying to connect to a different FTP server without disconnecting from the
current server.

Invalid FTP session pointer.

Serviceready in‘n’ minutes (for exact time, usetfFtpGetReplyText toretrieve
full reply text).

Service not available, closing connection.
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5.1.3 tfNgFtpdUserStart

i nt t f NgFt pdUser St art (
i nt fileFl ags,

i nt maxConnect i ons,

i nt maxBackLog,

i nt i dl eTi neout,

i nt bl ocki ngSt at e,

unsi gned | ong flags

)

Function Description
Thisfunction replacestfFtpdUser Sart and opens an FTP server socket and starts listening for incoming connections.
tfFtpdUser Sart can be either blocking or non-blocking as specified by its blockingSate parameter.

New Parameters

flags Oneor moreof thefollowing flags: TM_FTPD_IPV4_ONLY —When operatingin dual
| Pv4/IPv6 mode, only allow | Pv4 connectionsto the FTPserver. Otherwise, allow
both 1Pv4 and IPv6 connections.
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5.1.4 tfNgPingOpenStart

i nt

(

t f NgPi ngOpensSt ar t

const struct sockaddr_storage * renoteAddrPtr,

ttUser 32Bit

i nt

tt Pi ngCBFuncPtr
)

Function Description

pi ngl nterval ,
pi ngDat aLengt h,
pi ngUser CBFuncPkt r

This function opens an ICMP socket and starts sending PING echo requests to a remote host as specified by the
remoteAddrPtr parameter. PING echo requests are sent every pinglnterval milliseconds. The PING length (not including
IPand ICMP headers) is given by the pingDatal_ength parameter. If the pingUser CBFuncPtr parameter is non-null, the
functionit pointsto iscalled for each received PING echo reply or ICMP error message, with the socket descriptor
returned by tfPingOpenStart passed as a parameter. To get the PING connection results and statistics, the user must call
tfPingGetStatistics. To stop the system from sending PING echo re-quests and to close the ICMP socket, the user must

cal tfPingClose.

Parameters
Parameter
remoteAddr Ptr
pinglnterval
pingDatalength

pingUser CBFuncPtr

Returns

Description

Remote |Pv4 or |Pv6 addressto gather ICM P statisticsfrom.

Interval in milliseconds at which to retry sending a Ping packet (if O, use
default of 1 second).

User Datalength of the PING echorequest. If set to zero, defaults to 56bytes.
If set to avalue between 1,and 3, defaultsto 4 bytes.

Pointer to auser function to becalled upon receiving a networkPING echo
reply, or an ICMP errormessage, with the socket descriptoras returned by
tfPingOpenSartpassed as a parameter. Can be set tonull function pointer if
the userdoes not wish to be notified ofincoming network traffic.

New ICMP Socket Descriptor or TM_SOCKET _ERROR (-1) on error If tfNgPingOpenStart fails, theerrorCode can be
retrieved withtfGetSocketError (TM_SOCKET ERROR):

Value

TM_EINVAL
TM_EINVAL
TM_EINVAL

TM_ENOBUFS
T™M_EMSGSIZE

TM_EHOSTUNREACH
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Meaning

remoteHostNamePtr was a nullpointer

pinglnterval was negative

pingDatal_ength was negative ofbigger than 65595, maximum val ueallowed
by the IP protocaol.

Therewasinsufficient user memoryavailable to compl ete the operation.
pingDatalength exceeds socketsend queue limit, orpingDatalength
exceedsthe IPMTU, and fragmentation is notallowed.

No route to remote host
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5.1.4.1 tfNgPingOpenStart Example
ttUserlnterface interfaceHandl e;
struct sockaddr _storage i pNgAddr;

t f MenSet (& pNgAddr, 0, sizeof (struct sockaddr_storage));
i pPNgAddr.ss_fam|ly = AF_INET6; /* |Pv6 address */
i pPNgAddr.ss_|len = sizeof (struct sockaddr storage);

/* set the address we want to ping */

error Code = i net_pton(
AF_I NETS6,
“fe80::240:f4ff.feb2:f537", /* Ping Jin's Linux server */
&(i pNgAddr . addr . i pv6. si n6_addr));

/* since this is a link-local scope address, we need to set the field
* sin6_scope_id in sockaddr_in6 to the correct scope ID, so we know
* which interface to send the ping out on.

*/
error Code = tf6Sockaddr Set Scopel d(
i nterfaceHandl e, & pNgAddr);

/* start the ping */
pi ngSd = tfNgPi ngOpenStart (
& pNgAddr,
1000, /* 1 second between retransm ssions */
100, /* 100 bytes of data */
(ttPi ngCBFuncPkPtr) 0);

if (pingSd != TM SOCKET ERROR)

{
/* let the ping proceed for awhile, yield to the preenptive RTOS */

OSTi meDl y(5000); /* allow other tasks to run for 500 seconds */

tfPingC ose(pingSd); /* stop the ping */
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5.1.5 tfNgTeldOpened

voi d t f NgTel dOpend(
tt User Tel dHandl e t el dHandl e,
struct sockaddr _storage * sockAddrPtr

)

Next Generation APl replacestfNgTeldOpened.

New parameters.
Parameter Description
sockAddr Ptr Pointer to a sockaddr_storage structure containing the IPv4 or |Pv6 address

of thetelnet client.
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6 Structure Reference
6.1.1 addrinfo

st ruct addrinfo

{

i nt ai _fl ags;

i nt ai _famly;

i nt ai _socktype;
i nt ai _protocol;
unsi gned int ai _addrl en;
char * ai _canonnane;
struct sockaddr * ai _addr;
struct addrinfo * ai _next;

i

SructureDescription

Structure used to return address information for a hostname to a user by getaddrinfo, and used by a user to specify what
sort of addresses should be returned by getaddrinfo. Also used internally to store a series of mail host (M X) records on
the cache entry.

SructureMembers
Member Description
a_flags Al_PASSIVE,Al_CANONNAME,Al_NUMERICHOST
a_family Protocol family (PF_INET or PF_INET6)
ai_socktype Not used.
ai_protocol Not used.
a_addrlen length of ai_addr
ai_canonname canonical namefor nodename
ai_addr binary address
a_next next structurein linked list

77



Treck IPv6 User’'sManual

6.1.2 in6_addr

struct i n6_addr

{

uni on {
u_char i p6U8[ 16] ;
u_short i p6UL6[ 8] ;
u_l ong i p6uU32[ 4] ;

} i p6Addr ;

1

#def i ne s6_addr i p6Addr. i p6US

SructureDescription
Refer to [RFC2553]. Data structure required by the BSD socket API used to represent an | Pv6 address.

SructureMembers
Member Description
ip6Addr 128-hit I Pv6-formatted addressin network byte order.
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6.1.3 ipv6_mreq

st ruct i pv6_nreq

{

struct in6_addr i pvérmr _nul ti addr;
unsi gned int i pvénmr _interface;
1

SructureDescription
Refer to [RFC2553]. Datastructure required by the BSD socket API used to join and leave | Pv6 multicast groups.

SructureMembers
Member Description
ipvémr_multiaddr IPv6 multicast address of the multicast group you want to join/leave.
ipvémr_interface Interface index of theinterface that you want to enable/disable receiving

multicasts on for the specified multicast group.
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6.1.4 sockaddr_in6

struct
{
u_char
u_char
u_short
u_long

struct in6_addr

u_long

H

SructureDescription
Refer to [RFC2553]. Data structure required by the 4.4BSD socket API used to represent an |Pv6 address.

SructureMembers
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Member
sin6_len

sin6_family
sin6é_port
sin6_flowinfo

sin6_addr
sin6_scope_id

sockaddr i n6

sin6_|len;
sin6é famly;
sin6_port;
sin6_fl ow nf o;
si n6_addr;
sin6_scope_i d;

Description

Length (in bytes) of the sockaddr_in6 structure. The Treck stack sets this
field to 24 in any sockaddr_in6 structure that it returns to the user applica
tion.

Addressfamily, settoAF_INET®.
Transport layer port number.

Thisfield contains the |Pv6 packet header Flow Label asthe low-order 20
bits and Traffic Class as the next more significant 8 bits. The high-order 4
bits of thisfield are reserved. Thisfield allowsthe application to set the flow
label and traffic class associated with the socket viaacall to bind or connect.
([RFC2460].R7:10, [IPV6REQ].R2.16:10)

128-hit I Pv6-formatted addressin network byte order.

Thisfieldisonly used for local scope(i.e. link-local, site-local) unicast IPv6
addresses. For global scope unicast |Pv6 addresses, as well as for IPv4
addresses, thisfield is not used and should be set to 0. When the |Pv6
addressis alink-local scope unicast |Pv6 address, then sin6_scope id must
be set to the interface index of the interface associated with that | P address.
When the IPv6 addressis a site-local scope unicast |Pv6 address, then
sin6_scope_id must be set to the site identifier of the site (i.e. set of
interfaces) associated with that | P address, refer to tf6l nterfaceSetSitel d. In
the case of an API that returns an address of type sockaddr_in6 (i.e.
tf6GetL ocall pAddress), you do not haveto set thisfield, because the API
will set it for you. However, in the case of an API that you pass an address
of type sockaddr_in6 (i.e. tfNgPingOpenStart), you do need to set this
field, if it hasn't already been set by adifferent API. The AP

tf6Sockaddr SetScopel d can be used to assign the correct valueto thisfield,
dependent on which interface you want to use/associate with the address
and the scope of the address.
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6.1.5 sockaddr_storage

st ruct sockaddr _st orage
{
uni on {
#i fdef TM_USE_I PV6
struct sockaddr _in6 ipv6;
#endi f /* TM_USE_I PV6 */
#i fdef TM_USE_I PV4
struct sockaddr _in ipv4;
#endif /* TM USE_| PV4 */

} addr;

b

#i f def TM_USE_| PV6

#define ss_len addr.ipv6.sin6 _|en
#define ss famly addr.ipv6.sin6 famly
#el se /* TM USE | PV4 */

#define ss_len addr.ipv4d.sin_len
#define ss famly addr.ipvd.sin famly
#endif /* TM USE_| PV4 */

b

SructureDescription

Refer to [RFC2553]. Because the sockaddr type isn't big enough to hold an IPv6 address, the application instead uses the
sockaddr_storage type to allocate alarge enough buffer for an 1Pv6 address returned by getsockname(). Additionally, al
of the Treck tfNg “Next Generation” APIs expect | P address parameters to be of type sockaddr_storage, which can hold
either an IPv4 or an IPv6 address, the ss_family field of sockaddr_storage being used to differentiate between the two
address formats.

SructureMembers
Member Description
ss len Refer to sockaddr_in6.sin6_len.
ss_family Refer to sockaddr_in6.sin6_family.
addr.ipv4 IPv4 address specified as type sockaddr_in.
addr.ipv6 IPv6 address specified as type sockaddr_in6.
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6.1.6 tt6LocallpAddressCursor

typedef struct
{

ttUser32Bit *
ttUser32Bit *
ttUser 32Bit
ttUser 32Bit

t s6Local | pAddr essCur sor

opaquePtr1;

opaquePtr 2;

opaqueResul t sSet [ TM CURSOR_MAX ROWS * 4];
opaquesSt at el nf o;

} tt6Local | pAddressCursor;

SructureDescription

Thisstructureisused by tf6GetL ocall pAddr essto keep track of theiteration through thelist of multi-homed IPv6
addresses on the interface. Thisisthe type used in the public API. Refer to tt6lmplLocall pAddr Cursor, which overlays
thisstructure so that tf6GetL ocall pAddr ess can accessinternal state information.

SructureMembers
Member
opaquePtrl

opaquePtr2
opaqueResultsSet

opaqueStatel nfo
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Description
The application doesn’t care what thisfield is used for, and just needs to
provide us space for a pointer.

The application doesn’t care what thisfield is used for, and just needs to
provide us space for a pointer.

The application doesn’t care what thisfield is used for, and just needs to
provide us space for the results set.

The application doesn’t care what thisfield is used for, and just needs to
provide us space for the cursor state information.
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7 Macros
7.1 Performance Macros
MacroName Meaning

TM_6_DISABLE_PMTU_DISC
TM_6_IP_ FRAGMENT

TM_6_USE_DAD

TM_6_USE_IP_FORWARD
TM_6_USE_MLD
TM_6_USE_NUD
TM_6 USE _PREFIX_DISCOVERY

TM_OPTIMIZE_MANY_MHOMES

TM_SINGLE_INTERFACE

TM_SINGLE_INTERFACE_HOME

T™M_USE IPv4
T™M_USE IPV6
TM_USE_IP_FORWARD

7.2 BSD Socket APl Macros

MacroName
AF_INET6/PF_INET6
IF_ NAMESIZE

IN6_ARE_ADDR_EQUAL

IN6_IS ADDR_LINKLOCAL

IN6_IS ADDR_LOOPBACK

IN6_IS ADDR_MC_GLOBAL
IN6_IS ADDR_MC_LINKLOCAL
IN6_IS ADDR_MC_NODELOCAL
IN6_IS ADDR_MC_ORGLOCAL
IN6_IS ADDR MC_SITELOCAL

Disable |Pv6 Path MTU Discovery.

Enable | Pv6 fragmentation/reassembly code (enabled by default in
trsystem.h).

Enables DAD (Duplicate Address Detection) code, requires
TM_6 _USE MLD tobeenabled.

Enable IPv6 forwarding code (enabled by default in trsystem.h)
EnablesMLD (Multicast Listener Discovery) code.
EnablesNUD (Neighbor Unreachability Detection) code.

Enables Prefix Discovery, part of statel ess address auto-configura-
tion.

Speed up lookup in the recieve-path of |P aliases configured on the
interface. This optimizesfor situations where the user has config-
ured many (i.e. >50) |Paliaseson asingleinterface. Enabling this
functionality causes a small increase in codespace and dataspace
usage.

May be defined when TM_USE_IPV6isenabled. Thisperfor-
mance macro will reduce codesize. However, you will berestricted
to using asingle interface.

Thismacro is not supported when TM_USE_IPV6 isenabled.
Pleaseuse TM_SINGLE_INTERFACE instead.

EnablePv4 functionality.
EnablePv6 functionality.
Enable IPv4 forwarding code (enabled by default in trsystem.h)

Meaning
Refer to[RFC2553]. | Pv6 addressfamily/protocol family ID.

Refer to [RFC2553]. Max length of interface name. Thisshould
correspond to the value of theinternal APl macro
TM_MAX_DEVICE_NAME.

Refer to [RFC2292]. Macro used to test two |Pv6 addressesto seeif
they are equal.

Refer to [RFC2553]. Macro used to test an | Pv6 addressto seeif it
isalink-local scope unicast address.

Refer to [RFC2553]. Macro used to test an | Pv6 addressto seeif it
is the loopback address.

Refer to[RFC2553]
Refer to[RFC2553]
Refer to[RFC2553]
Refer to[RFC2553]
Refer to[RFC2553]
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IN6_IS ADDR_MULTICAST

IN6_IS ADDR_SITELOCAL

IN6_IS ADDR_UNSPECIFIED

IN6_IS ADDR_VACOMPAT

IN6_IS ADDR_VAMAPPED

INGADDR_ANY_INIT

INGADDR_LOOPBACK_INIT

INET6_ADDRSTRLEN
INET_ADDRSTRLEN
IPPROTO_AH

IPPROTO_DSTOPTS

IPPROTO_ESP

IPPROTO_FRAGMENT

IPPROTO_HOPOPTS

IPPROTO_ICMPV6
IPPROTO_IPV6
IPPROTO_NONE

IPPROTO_ROUTING

IPV6_JOIN_GROUP

IPV6_LEAVE_GROUP

IPV6_MULTICAST_HOPS

IPV6_MULTICAST _IF

IPV6_UNICAST _HOPS

SING_LEN

Refer to [RFC2553] Macro used to test an |Pv6 addressto seeif itis
amulticast address.

Refer to [RFC2553]. Macro used to test an |Pv6 addressto seeif it
isasite-local scope unicast address.

Refer to [RFC2553]. Macro used to test an | Pv6 addressto seeif it
isthe unspecified address (i.e. al 0's).

Refer to [RFC2553]. Macro used to test an |Pv6 addressto seeif it
isan |Pv4-compatible |Pv6 address.

Refer to [RFC2553]. Macro used to test an | Pv6 addressto seeif it
represents an | Pv4 address (i.e. |Pv4-mapped |Pv6 address).

Used at declaration timeto initialize anin6_addr structureto the

| Pv6 wildcard address.

Used at declaration timeto initialize anin6_addr structureto the

I Pv6 wildcard address.

Refer to [RFC2553]. Length of IPv6 address string.

Refer to [RFC2553]. Length of |Pv4 address string.

Refer to [RFC2292]. | Psec authenti cation header protocol ID.
([RFC2460].R4:10)

Refer to [RFC2292]. |Pv6 Destination options protocol ID.
([RFC2460].R4:10)

Refer to [RFC2292]. | Psec encapsul ating security payload protocol
ID. ([RFC2460].R4:10)

Refer to [RFC2292]. | Pv6 fragmentation header protocol 1D.
([RFC2460].R4:10)

Refer to [RFC2292]. | Pv6 Hop-by-Hop options protacol 1D.
([RFC2460].R4:10)

Refer to[RFC2292]. ICMPv6 protocol | D.([RFC2460].R4:10)

Refer to[RFC2292]. I Pv6 protocal | D.([RFC2460].R4:10)

Refer to [RFC2292]. | Pv6 no next header protocol 1D.
([RFC2460].R4:10)

Refer to [RFC2292]. | Pv6 Routing header protocol 1D.
([RFC2460].R4:10)

Refer to[RFC2553]. setsockopt IPPROTO_IPV 6 protocol Level
option used to join an IPv6 multicast group on a specified interface.

Refer to[RFC2553]. setsockopt IPPROTO_IPV 6 protocol Level
option used to leave an IPv6 multicast group on a specified
interface.

Refer to [RFC2553]. setsockopt/getsockopt IPPROTO _IPV6
protocol Level option used to set/get hop the limit for IPv6
multicast packets.

Refer to [RFC2553]. setsockopt/getsockopt IPPROTO _IPV6
protocol Level option used to set/get the interface to use for
outgoing | Pv6 multicast packets.

Refer to [RFC2553]. setsock opt/getsockopt IPPROTO _IPV6
protocol Level option used to set/get hop the limit for IPv6 unicast
packets.

Refer to [RFC2553]. Weimplement the 4.4BSD version of



getaddrinfoerror codes:
EAI_ADDRFAMILY
EAI_AGAIN
EAI_BADFLAGS
EAI_FAIL
EAI_FAMILY
EAI_MEMORY
EAI_NODATA
EAI_NONAME
EAI_SERVICE
EAI_SOCKTYPE
EAI_SYSTEM
EAI_LAST_ERROR

Flagsfor addrinfostructure

Al_CANONNAME
Al_NUMERICHOST
Al_V4MAPPED
Al_ALL
Al_ADDRCONFIG

Flagsfor getnameinfo
NI_NUMERICHOST

NI_NAMEREQD
PF_UNSPEC
AF_UNSPEC
TM_DNS TER SERVER

Treck IPv6 User’'sManua

sockaddr_in6.

Address family for nodename not supported.
Temporary failurein nameresolution.
Invalidvaluefor ai_flags.
Non-recoverablefailurein nameresolution.
ai_family not supported.

Memory allocation failure.

No address associated with nodename
Nodename nor servname provided, or not known
servname not supported for ai_socktype
ai_socktype not supported

system error returned in errno

Request for canonical name

Don’t use name resolution

Return IPv4 addressesin | Pv4-mapped format if no native | Pv6 are found.
Return all 1Pv4 and IPv6 addresses found.

Return |Pv4 addresses only if IPv4 is configured on this device; return IPv6
addresses only if IPv6 is configured on this device.

Don’'t do a DNS lookup for this address — just return the address as a
numeric string.

Return an error if the host’s name cannot be found.

Unspecified protocol family

Unspecified addressfamily

Tertiary DNS server
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7.3 Socket Extension Macros
MacroName
TM_6 Bl CONF TUNL_FLAG

TM_6 DEV_ADDR_CONFIG_COMPLETE

TM_6_DEV_ADDR_CONFIG_FAILED

TM_6_DEV_ADDR _CONFIG_STARTED

TM_6_DEV_ADDR _DEPRECATED

TM_6_DEV_ADDR_DUP_DETECTED

TM_6_DEV_ADDR _INVALIDATED

Meaning

Flag used to enable bi-directional configured tunnel functionality,
seetf6AddDefaultGateway Tunnd. ([RFC2893].R4:20)

IPv6 address configuration event indicates that the I1Pv6 address at
the specified multi-home index was configured on the interface.
Refer to thetfNgConfigl nter face parameter

dev6Addr NotifyFuncPtr.

IPv6 address configuration event indicates that the I1Pv6 address at
the specified multi-home index was not configured on the interface
because it failed Duplicate Address Detection. Refer to the
tfNgConfigl nterface parameter dev6Addr NotifyFuncPtr.

IPv6 address configuration event indicates that configuration of
the IPv6 address at the specified multi-home index has been started.
Refer to thetfNgConfigl nter face parameter

dev6Addr NotifyFuncPtr.

IPv6 address configuration event indicates that an |Pv6 address
has transitioned state from preferred to deprecated. Refer to the
tfNgConfigl nterface parameter dev6Addr NotifyFuncPtr.

IPv6 address configuration event indicates that we detected that a
different node is using an |Pv6 address that we have already
configured on the interface. Note that it is up to the user to specify
what recovery, if any, is performed when this event occurs. Refer to
thetfNgConfigl nterface parameter dev6AddrNotifyFuncPtr.
([RFC2462].R5.4.4:10)

IPv6 address configuration event indicates that an |Pv6 address
has becomeinvalid, and has been removed from the interface. Refer
tothetfNgConfigl nterface parameter dev6AddrNotifyFuncPtr.

TM_6 DEV_ADDR NOTIFY_FUNC NULL_PTR (ttéDevAddrNotifyFuncPtr) O Null pointer valuefor the

TM_6_DEV_CALLED_FROM_APP

TM_6 DEV_CALLED_FROM_DRIVER

TM_6_DEV_IP_FORW_ENB

TM_6_DEV_IP_FORW_MCAST ENB

dev6AddrNotifyFuncPtr parameter of tfNgConfiglnterfaceand
tfNgOpenl nterface.

Flag passed to tf6Eui 64Set| nterfacel d or tf6l nter faceSetPhysAddr
toindicate that this function is being called from themain loop, i.e.
not from the devicedriver.

Flag passed to tf6Eui 64Set| nterfacel d or tf6l nter faceSetPhysAddr
to indicate that thisfunction is being called from the device driver,
typically the device driver open function.

Optionfor tfNgConfigl nter faceand tfNgOpenl nter face. IPv6
deviceflag (i.e. ttDeviceEntry.devbFlags) enables | Pv6 forwarding
to and from this device.

Optionfor tfNgConfigl nter faceand tfNgOpenl nter face. IPv6
deviceflag (i.e. ttDeviceEntry.dev6Flags) enablesforwarding of
I Pv6 multicast messagesto and from this device. Currently not
implemented.
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TM_6_DEV_MCAST_HW_LOOPBACK

TM_6_DEV_OPTIMIZE_DAD

TM_6_USE_AUTO IID

TM_6_DEV_OPTIONS DAD_XMITS

TM_6_OPTION_ICMP_TX_ERR_LIMIT

TM_6_OPTION_IP_DEPRECATE_ADDR

TM_6_OPTION_IP_FORWARDING

TM_6_OPTION_IP_FRAGMENT

TM_6_OPTION_PATH_MTU_TTL

TM_CURSOR_MAX_ROWS
TM_DEV_IP_ASYMMETRICAL

TM_DNS TER SERVER

Optionfor tfNgConfigl nterfaceand tfNgOpenl nter face. IPv6
deviceflag (i.e. ttDeviceEntry.devbFlags) that indicates that the
network controller hardware does not support filtering of itsown
multicasts but instead does loopback of its own multicasts.
Generally, you don’'t want to set thisflag, sinceit causes Duplicate
Address Detection to not be as robust. On the other hand, if
Duplicate Address Detection always fails regardless of what
interface ID you set on the interface or what 1Pv6 address you try
to configure, then specifying thisflag will likely fix the problem.

Optionfor tfNgConfigl nterfaceand tfNgOpenl nter face. IPv6
deviceflag (i.e. ttDeviceEntry.devbFlags) enables optimization of
Duplicate Address Detection so that, for IPv6 addresses generated
via statel ess address auto-configuration, we only perform Duplicate
Address Detection on the link-local scope address.
([RFC2462].R5.4:30)

Optionfor tfNgConfigl nterfaceand tfNgOpenl nter face.

IPv6 deviceflag (i.e. ttDeviceEntry.devbFlags) that enables auto-
recovery when the |Pv6 interface isdisabled. Specifically whena
Duplicate Address Detection failure occurs on the auto-configured
link-local scope address, and this 1Pv6 device flag was specified,
the stack recovers by setting arandom interface ID and reopening
theinterfacefor IPv6.

Optionfor tfl nter faceSetOptions.Control sthe number of consecu-
tive Neighbor Solicitation messages sent while performing Dupli-
cate Address Detection on atentative address. ([RFC2462].R5.1:10)

Optionfor tfSetTreckOptions. Rate limit the sending of ICMPv6
error messages (timer-based). (|RFC2463].R2.4:110)

Option for tfSet Treck Options.Enabl e/disable prevention of any
new |IPv6 communication from using adeprecated address.
([RFC2462].R5.5.4:50, [RFC2462].R5.5.4:60, [RFC2462].R5.5.4:70)

Option for tfSetTreck Options.A boolean used to enable | Pv6
forwarding; indicates whether the IPv6 node is operating as a host
or asarouter. Note that router functionality is not implemented in
phase 1 1Pv6.

Option for tfSetTreck Options.A boolean used to enable IPv6
fragmentation.

Option to change the time to wait before increasing an IPv6 PMTU
estimate.

Maximum number of datarows returned by query using acursor.

Deviceflag (i.e. ttDeviceEntry.devFlag) that indicates that the IP
routing table must always be consulted when sending a solicited
reply packet (i.e. ICMP Echo Reply) to aunicast destination | P
address in response to arequest packet (i.e. ICMP Echo Request)
received on this device, since the outgoing device that the reply
must be sent on may be different from the incoming device that the
request was received on.

Tertiary DNSserver
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