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1 Introduction

Mobile IPv6 alows a Mobile Node (MN) to send and receive packets with its global 1Pv6 home address, regardless of the | P address of
its current point of attachment to the Internet. This unchanging global IPv6 address becomes a global network ID for that user that
enables “aways on” Internet connections as well as push technologies where the network initiates the connection to the user.

For example, Voice over | P (VoI P) —the global 1Pv6 home address could be used as a phone number, in which case Mobile | Pv6 imple-
ments the Internet equivalent of Local Number Portability (LNP), allowing someone to use the same Internet “ phone number”
regardless of where they travel with their Mobile | Pv6-enabled phone. The capability of making an IPv6 address “virtual” by providing
an additional level of indirection viathe Care-of Address (CoA) may have other useful applications aswell.

NOTE: MobilelPve MN functionality requireslPsecto securesignaling between theMN and HA. [Psec addsappr oximately 100
Kbytesof ROM usageand 15K bytesof RAM usage.

This section gives abrief overview of the features Treck, Inc. hasimplemented for phase 2 |Pv6, which includes:

1. MobilelPv6MobileNode:
Mobile IPv6 MN functionality. The MN sends Binding Update messages to both the Home Agent (HA) and the Correspon-
dent Node (CN). IPsec is used to protect the Binding Update packets (BUs) that the MN sends to the HA.
The Return Routability Procedure is used to protect the BUs that the MN sends to CNs. The MN must detect when it has
moved to anew foreign link (which mainly consists of detecting that its default router has become unreachable and discover-
ing anew default router), and when it has returned to its home link.
When the MN movesto anew foreign link, it forms anew Care-of Address ( CoA) for use on that foreign link. It then sendsa
BU to the HA and to each CN that it is communicating with to notify them of the binding of the home address to the new CoA.
The MN must support subnet renumbering of its home addresses even when it is no longer attached to its homelink. Thisis
accomplished using home prefix discovery. When operating on aforeign link, the MN attempts to use route optimization to
send packets directly to a CN by using its CoA as the source address of the packet and specifying its home address in a new
Home Address destination option extension header. If the CN does not support route optimization, then all communication
between the MN and the CN is tunneled through the HA.

2. Mobilel Pv6 Correspondent Node:
Mobile IPv6 Correspondent Node (CN) functionality. The CN creates a Binding Cache Entry in response to areceived Binding
Update message from a MN, which maps the MN’s home address to its CoA, and then uses the Binding Cache Entry when
sending packets to the MN to perform Route Optimization, which consists of sending packets directly to the MN’s CoA using
a Type 2 Routing header containing the MN’s home address. The CN uses the Return Routability procedure to authenticate
the BUsthat it receivesfrom the MN.

Mobile IPv6 enablesa MN to keep the same global 1Pv6 home address for use at the application layer even when it changes the CoA
IPv6 addressthat it uses at the network layer. A MN must change its CoA |Pv6 address at the network layer whenever it movesto a
different link (possible exceptionsto thisrule are non-on-link | Pv6 addresses or movement between different wired and wirelesslinks
which share the same subnet).

I Pv6 supports dynamic subnet renumbering that enables administrators to maintain the hierarchical 1Pv6 address space by changing
the global scope |Pv6 address prefixes assigned to specific network links. Thisis accomplished through configuring routers to send
Router Advertisements with the new prefix information, which causes nodes attached to the link to auto-configure new addresses
having the new prefix and a so to auto-unconfigure old addresses having the deprecated/invalidated prefix. This process of 1Pv6
address auto-configuration/unconfiguration based on prefix information contained in Router Advertisementsis referred to as Sateless
Address Auto-Configuration. This same mechanism is used by MNsto obtain a Care-of-Address (CoA) on aforeign subnetwork.

When aMN is not directly attached to its home network it won't receive the Router Advertisements that would normally beinvalidating
or refreshing the prefixesit had previously auto-configured on its home network. In order for subnet renumbering (i.e. prefix depreca-
tion, prefix invalidation, and auto-configuration of a new home address based on anew home prefix) whenthe MN is attached to a
foreign network, there must be some way for the HA to send prefix information to the MN to use for Satel ess Address Auto-Configura-
tion purposes. In addition, the MN may not remember its home address after it is powered off. When it initializes on aforeign network,
it must auto-configure aglobal 1Pv6 address on itshome network (which it could easily doiif it received prefix information fromthe HA).
Home Prefix Discovery is provided for these purposes.
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Security of BUsisavery important area of Mobile |Pv6 research, so wewill track the draft RFCsinthisareavery closely.

Wewill not use | Psec to provide security for Mobile IPv6 BUs exchanged betweenthe MN and CN (i.e. route optimization), instead, we
use the Return Routability procedure, which is the “infrastructureless’” method.

“It is expected that Mobile IPv6 route optimization will be used on a global basis between nodes belonging to different administra-
tive domains. It would be a very demanding task to build an authentication infrastructure on this scale. Furthermore, a traditional
authentication infrastructure cannot be easily used to authenticate IP addresses, because these change often. It is not sufficient to
just authenticate the MNs. Authorization to claim the right to use an address is needed as well. Thus, an “ infrastructureless”
approach is necessary.”
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2 Description

Mobile IPv6 consists of Mobile Node (MN), Correspondent Node (CN) and Home Agent (HA) functionality. Mobile | Pv6 does not use
aForeignAgent (FA).

2.1 Modes of Operation

The Treck MobilePv6 product has 4 main modes of operation, selectable viafeature macros:

2.1.1 CNwithout Route Optimization

Thisisthe simplest subset of Mobile IPv6 functionality. Thisis a host which supportsindirect communication withaMN viathe HA.
No tunneling support is required on the CN. Thisis the same as the current functionality of our IPv6 stack. Because we do not support
the Mobile Header protocol (IPPROTO_MH) inthismode, wewill send an |CMPv6 Parameter Problem: Unrecognized Next Header
(Code 1) error message in response to a Return Routability procedure or in response to receiving a BU.

2.1.2 CNwith Route Optimization
#defineTM_6_USE_MIP_CN
#defineTM_6_USE_MIP_RO

To support Mobile IPv6 route optimization, the CN must also support the return routability procedure for authenticating BUs sent by
the MN.

In this mode, the CN can directly send packets to the MN when the MN is operating on aforeign network by including a Type 2
Routing Header in the packet, with the destination address of the packet being the MN’s care-of address and the first hop in the
routing header being the MN's home address. However, the MN must have first created a mobility binding in the CN associating the
home address with the care-of address.

2.1.3 MN without Route Optimization
#defineTM_6_USE_MIP_MN
In this mode, when communicating with a CN while on aforeign network, the MN must tunnel/detunnel everything through the HA,
i.e. it cannot send packets directly to the CN and the CN cannot send packets directly to it.
2.1.4 MN with Routeoptimization
#defineTM_6_USE_MIP_MN
#defineTM_6_USE_MIP_RO

To support Mobile | Pv6 route optimization, the MN must also support the return routability procedure. When communicating with aCN
using route optimization while on aforeign network, the MN sends packets directly to the CN, and these packets have the source IPv6
address set to the MN’s CoA and include the Home Address destination option set to the MN’s home address. The Home Address
destination option is needed to pass the MN’s home address to UL Ps on the CN, so that Mobile |Pv6 can be transparent to the ULPs.

Route optimization is generally considered more optimal than tunneling traffic through the HA. However, in some casesit may be
preferable to tunnel specific types of traffic through the HA. Therefore, we provide the user with a new socket option
TM_6_IPO_MN_USE HA_ TUNNEL (protocolLevel IPPROTO_IPV6) that they can set to disable the use of route optimization on
specific sockets and instead tunnel all packets originating on those sockets through the HA. By default, all socket sends attempt to use
RO when the MN is not at home, if the source address of the packet is a home address configured on the virtual home interface and the
destination address is global scope.

2.1.5 Combined MN/CN with RouteOptimization
#defineTM_6_USE_MIP_MN
#defineTM_6_USE_MIP_CN
#defineTM_6_USE_MIP_RO
MN functionality is separatefrom CN functionality. Normally, aM N is expected to also implement CN functionality, however that is

entirely up to the user, since they may want to save codespace by not including the CN code (i.e. not #define'ing
TM_6_USE MIP_CN).
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2.2 Mobile IPv6 MN

There are certain aspects of Mobile |Pv6 MN (Mobile Node) functionality that are our responsibility, and the remainder we expect the
user application/devicedriver to perform. Specifically, the user application/device driver isresponsiblefor the following:

1. Specify HA address
The user application must tell usthe IPv6 address of the HA (Home Agent) when they call tféM nStartM obilel p to start Mobile
IPv6 MN (Mobile Node) functionality. This HA address must be site-local scope or global scope, preferably global scope.

2. Specify MN homeaddr esses, select primary car e-of addr ess, cr eatemobility bindings
When the MN is operating on aforeign network, the user application picks a new care-of address on the foreign subnet
(usually, thisisdonewhen they arenotifiedof aTM_6 DEV_ADDR_CONFIG_COMPLETE address configuration event on
the currently active mobileinterface, refer to the dev6Addr NotifyFuncPtr parameter of tfNgOpenl nter face/
tfNgConfigl nterface), and then callstf6M nRegister Binding for each MN home addressto associateit with this new care-of
address. The mobile node will automatically attempt to deregister active mobility bindingswhen it returns home. However, the
user can also deregister active mobility bindings by calling tf6M nRegister Binding specifying abinding lifetime of 0, or by
caling tf6M nStopM obilel p to disable M obile IPv6 mobile node functionality.

3. DecideHA ispermanently unreachable, select new HA
The user application is responsible for deciding that the HA is permanently unreachable (i.e. due to subnet renumbering of the
home network, or due to that specific HA being shutdown), and when thisis the case, the user application is responsible for
recovery. Recovery consists of shutting down the MN by calling tf6M nStopM obilel p, discovering anew HA address (we
providethe APl tf6M nGetHomeAgentAddressthat they can call to perform DHAAD), and then restarting the MN by calling
tfeM nStartM obilel p with the new HA address. This handles the case where the home network has been renumbered, because
tfeM nStopM obilel p completely resetsthe state of all mobility bindings (they will all be deregistered) and of all addresses
previously configured on thevirtual homeinterface, i.e. it callstfDeviceClose on the virtual homeinterface.

4. Recover from DAD failureon foreign link
If the mobile node failsto auto-configure alink-local scope address on aforeign link, it won’'t be able to auto-configure a new
primary CoA to register with the HA. The mobile node should set arandom interface ID on the mobile interface when this
occurs, to recover fromthisDAD failure. We provide the IPv6 deviceflag TM_6 _USE_AUTO 11D for this purpose.

If the user has#define d TM_6_USE_MIP_MN in their trsystem.h, then we can start functioning asa Mobile |Pv6 MN as soon as they
cal tfteMnSartM obilel p. After tft6M nSartM obilel p iscaled, aMN maintainstwo interfaces:.

1. avirtual homeinterfacereturned by tféM nStartM obilel p. When MobileIPv6isactive (i.e. after tf6M nStartM obilel p iscalled
but beforetf6M nSopM obilel p iscalled) and the mobile node is operating away from home, wemaintain all of the home
addressinformation on the virtual home interface. The user can manually configure home addresses on this virtual home
interface when the mobile nodeis operating away from home. Also, if TM_6_USE PREFIX_DISCOVERY is#define’d and an
interface D isset by the user on thevirtual homeinterface, Mobile |Pv6 Home Prefix Discovery will auto-configure home
addresses on this virtual home interface when the mobile node is operating away from home. The virtual home interface
cannot be opened or closed by the user, and is automatically opened by the stack when the maobile node detects that it has
moved from home, then later automatically closed by the stack when the mobile node detects that it has returned to home or
when the user callstf6M nSopM obilel p to disable M obile | Pv6 mobile node functionality. When
TM_6_MN_DISABLE HOME _DETECT is#define' d, the mobile nodeisassumed to never be operating at home, therefore
thevirtual homeinterfaceisopened immediately by tf6M nStartM obilel p in that case. When thevirtual homeinterfaceis
closed and there are active mobility bindings, these bindingswill be automatically deregistered.

2. the mobileinterface associated with the real physical device driver, which the user added by calling tfAddl nter face and which
isphysically attached to the home or foreign network. Care-of addresses will be auto-configured on thisinterface when the
mobile nodeisvisiting aforeign network. Notethat there can be multiple mobileinterfaces (for example, aBluetooth interface,
and a802.11binterface), but we only track the one that the user most recently notified us of viathe APIstf6M nStartM obilel p
and tfé6M nM oveNotify. When Mobile IPv6 isactive, we use the mobileinterface to filter Router Discovery, and then indirectly
alsotofilter Prefix Discovery and Parameter Discovery (since those arefiltered based on the current | Pv6 default router, which
isdiscovered on the currently active mobile interface).
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The user can be notified of address configuration events on both the virtual home interface as well as on the mobile interface. We
recommend that they use this notification on the mobile interface to detect when a new global scope care-of addressis available to use
to create mobility bindings. The user callstf6M nRegister Binding to create a new mobility binding associating ahome address with a
new care-of address. At any given time, there will be only one care-of address associated with a given home address per the user-
specified mobility binding, and thisisreferred to asthe primary care-of address.

When the user callstféM nStartM obilel p, we may be operating on the home network, or we may be operating on aforeign network (i.e.
away from home). When they call tféM nStartM obilel p, they must provide the stack with the address of aMobile IPv6 HA (Home
Agent) ontheir home network, aswell asahome prefix that we can use to determineif we are operating at home. Thishome prefix could
be the same as the mobile node's global scope home address (or possibly even a global scope home agent address), however we leave
this up to the user to specify, becauseit is very important that it is correct sinceit isthe only means we have for accurately determining
that are operating on the home network.

After tf6M nStartM obilel p hasbeen called, when we first detect that the | Pv6 default router on our home network has become unreach-
able (or when the mobile interface that that default router was discovered on is closed), and we subsequently discover adifferent
default router on aforeign network, wethen invalidate all of the home addressinformation (and associated prefix entriesin the routing
tree and non-on-link prefix list) that was discovered using the old default router. We also purge all old entries from the default router
list, and purge any Neighbor Cache and other host routing entries associated with the home network. At this point, if

TM_6_USE PREFIX_DISCOVERY is#define d and the user set aninterface | D onthevirtual homeinterface, we start doing Mobile
IPv6 Home Prefix Discovery to auto-configure home addresses on the virtual homeinterface.

When operating on aforeign link, the MN normally attempts to use Route Optimization to send packets directly to aCN by using its
CoA as the source address of the packet and specifying its home address in a new Home Address destination option extension header.
This Route Optimization can only be performed if amobility binding isfirst created inthe HA by the user calling

tféeM nRegister Binding. If the CN or the MN does not support Route Optimization, then instead all communication between the MN
and the CN istunneled through the HA.. Route Optimization can be disabled afew different ways:. the user can disable it at compile-time
by commenting out themacro TM_6_USE _MIP_RO, or they can disableit at run-time by setting the Treck option

TM_6 _OPTION_MIP_RO_ENABLEt00, or the MN can disableit per application socket by setting the socket option
TM_6_IPO_MN_USE HA_TUNNEL to1.

When operating on aforeign link, any packets that the MN sends to nodes on its home network are tunneled through the HA, so we
need to redirect those packets out the virtual home interface so that this tunneling can be accomplished. Thisredirection is done by a
modification to tf6l pDest ToPacket to have it check the source address of the packet (if oneis specified) to determineif itisconfigured
on the virtual home interface, in which case when we are not at home the packet is then redirected out the virtual home interface. The
link-layer send function for the virtual home interface will then check the destination addressto seeif itissite-local scope, in which
case this packet must be tunneled through the HA. If the destination address is global scope unicast, the BUL is consulted to seeif we
have an active mobility binding for the destination address. If we find amatching BUL entry, if itisahome registration (i.e. destination
isthe HA) then we must use the HA tunnel to send this packet, otherwise we normally use RO to send it directly to aCN (which results
in us swapping the home address with the care-of address as the source address of the packet in the IPv6 packet header, so that the
next timewe call tf6l pDest ToPacket wewill instead |ookup the outgoing interface using the destination address).

The MN must detect when it has moved to anew foreign link (which mainly consists of detecting that its |Pv6 default router has
become unreachable, discovering anew IPv6 default router, and when it has returned to its home link. We provide L2 triggersvia

tféM nM oveNotify that enable the user to do this move detection for us. Otherwise, the default Mobile |Pv6 move detection can be very
dow, sinceit is based on using Neighbor Unreachability Detection to detect when the current |Pv6 default router has become unreach-
able. Additionally, we support Eager Cell Switching which is one of the fastest methods of movement detection (refer to Treck option
TM_6 OPTION_MN_EAGER_CELL_SWITCH, disabled by default), however thisisonly appropriate for some Mobile |Pv6 deploy-
ment scenarios, specifically when thereisonly asingle default router per link. We also support the user disabling NUD, implementing
their own move detection and notifying the stack of subnet movement by calling tf6M nM oveNotify specifying the move event
TM_6_ MNME_L3 NEW_SUBNET.

When amobility binding is created by the user, the MN sends Binding Update messages to the Home Agent and to all CNs that have
an entry inthe MN’s Binding Update List matching the home address of the mobility binding. IPsec can (the RFC says MUST) be used
to protect the BUs that the MN sends to the HA, subject to the security policies that the user has created in the IPsec Security Policy
Database. The Return Routability procedure is used to protect the BUs that the MN sendsto CNs.

The MN must support subnet renumbering of its home addresses, even when it is no longer attached to its home link.
Thisisaccomplished using MobilePv6 Home Prefix Discovery.
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2.2.1 Move Detection and Handovers (Handoffs)

A MN aways needs to know when it is operating on its home network versus when it is operating on aforeign network. To be able to
detect when we are at home, wefirst need to know an on-link prefix on the home network (preferably global scope, but site-local
scope might work). We require the user to provide uswith thison-link home prefix when they call tféM nStartM obilel p. The recom-
mended method of determining if we are homeisby soliciting al of the routers on the attached link (i.e. multicast aRS), and then if
our home prefix isone of the on-link prefixes advertised in the solicited RAs, we know that we are home. 1n some network implemen-
tations, the MN will never by physically attached to its home network —for that case, we provide the feature macro

TM_6 MN_DISABLE HOME_DETECT which can be#define dto reduce Mobile IPv6 ROM code size by disabling home detection
and return to home functionality.

Handover isthe process of aMN moving from an old link to anew link. In some wirel ess network implementations, a change of
physical link may not always require achange of CoA (i.e. both the old link and the new link may be on the same subnet). This
change of physical link isreferred to asa L 2 handover. If the L2 handover resultsin a change of subnet and therefore a change of
CoA, thenitisreferred to asalL 3 handover. The primary goal of move detection isto detect L3 handovers.

Once the MN has detected that it has moved to anew link, it first needs to determine if there has been a change of subnet

(i.e. L3 handover), inwhich caseit must form anew primary CoA to use when operating on that new link. L2 may haveinformation
that could be used to make that determination. If thereisno L2 trigger to notify the MN that there has been a change in subnet, then
the MN uses other means such as checking the AR on the old link to seeiif it isstill reachable. In general, if the old AR is not reach-
able, that does not necessarily mean that the MN must form a new primary CoA, because the same subnet could be advertised by
multipleARs.

When the MN determinesthat it must form anew primary CoA, it multicasts a Router Solicitation to discover the prefixesthat are
used for Stateless Address Auto-Configuration on the new link. After forming anew primary CoA, the MN must notify itsHA as
soon as possible of the new CoA so that the HA can continue to route/tunnel packetsto it at the new CoA. It can also notifies CNs
that it is communicating with using route optimization of the change in its CoA. These notifications are accomplished by the MN
sending BUs to the HA and to the CNs.

2.2.1.1 Mobile-initiated Handover

In some wireless network implementations, the MN can discover alist of RF channelsthat are in the same or adjacent cells, and can
monitor these periodically to seeif they offer ahigher RSSI (i.e. stronger signal) than thelink to which it is currently attached. It
can then use thisinformation to move to a new link when it determines that signal quality on the current link has degraded past
some threshold value (NOTE: some degree of hysteresisis needed when making this signal quality determination, to avoid moving
too frequently). L2 can use acombination of RSSI, transmit BER and receive BER to determine signal quality, however thisis
implementation-dependent and is not specified.

2.2.1.2 Network-initiated Handover

In some wireless network implementations, the network (i.e. wirelessAR or AP) can serve asthe master in directing the MN to
perform ahandover to anew link. Thisisimplementation-dependent and is not specified.

We support thistype of handover viaamovement detection algorithm referred to as Eager Cell Switching, however this algo-
rithm is disabled by default because it does not work well in specific deployment scenarios where the MN can receive Router
Advertisement messages from multipl e routers without experiencing link movement (i.e. multiplerouterson asinglelink, or
overlapping coverage areas). Refer tothe Treck option TM_6_OPTION_MN_EAGER_CELL_SWITCH.

2.2.1.3 Undirected Handover

Inthiscase, L2 (either the MN or the network) has not made any decision in advance to move to anew foreign link, however the
link that the MN was attached to is no longer usable so the MN must change its point of attachment. Thisistypically caused by a
RF null. The MN may or may not implement L2 triggersto notify M1Pv6 of thissituation.

Itispossible for the MN to detect a change of link at L3 by monitoring received Router Advertisement messages. When the
Router Advertisement contains the Advertisement Interval option, the MN assumes that a L3 handover has occurred when it fails
to receive a specified number of Router Advertisement beacons in sequence from the current default router (refer to the Treck
optionTM_6_OPTION_MN_BEACON_THRESHOLD). The MN detectsthat a Router Advertisement was sent by the current
default router by comparing the source |Pv6 address of the advertisement against the address of the current default router,
however thisisalink-local scope |Pv6 address, so it is not guaranteed to be unique across links. If the Router Advertisement
containsaRouter Address (R) bit Prefix Information Option, when thefeaturemacroTM_6 _USE_MIP_RA_RTR_ADDRIs
enabled then we use this option to morereliably determineif the Router Advertisement isfrom the current default router.

10
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2.2.2 L2 Triggers

Generic Mobile IPv6 move detection consists of using Neighbor Unreachability Detection to detect when the current default router
becomes unreachable. This method is slow and inefficient, and is prone to error since subnet movement may not have occurred; for
example, the MN may be experiencing temporary RF interference or the router may betemporarily down. L2 may have better informa-
tion about link and subnet movement. For example, CDPD uses the area color code at the MAC layer to detect subnet movement. Per
[MIPV6_18++].R11.5.1:10, the MN should usethisL 2 information whenever it isavailable to optimize move detection and/or minimize
handover latency. ThisL 2 information iscommunicated tothe MN viaL 2 triggers.

From[L2 TRIG_REQ]:

“Handover occurs when a Mobile Node moves from one radio Access Point to another. If the new radio Access Point is associated
with a new subnet, a change in routing reachability may occur and require L3 protocol action on the part of the Mobile Node or
Access Routers. If no change in subnet occurs, the Access Point may still need to take some action to inform the Access Router about
a change in on-link reachability. In either case, prompt and timely information from L2 to the parties involved about the sequencing
of handover can help optimize handover at the IP level.”

L 2 triggers can provide the MN with some of the L 2 information it needsto optimize move detection. Asdescribed by [L2 TRIG_REQ],
notification of “link up”, “link down” events and “ setup for handover” events (i.e. preparing the MN for amobile-initiated or network-
initiated handover) can enablethe MN to optimize move detection and/or minimize handover latency. However, L2 triggers can also
complicate MN design, and can increase MN power consumption due to additional protocol overhead if they aren’t designed appropri-
ately to fit MN move detection requirements. For example, the“link up” and “link down” eventsin themselves do not indicate any
actual subnet movement (in fact, they may not even indicate movement to anew link); they only tell the MN that there was a period of
lost link connectivity, which may or may not be due to alink quality issue such as RF interference.

Advanced Mabile IPv6 move detection a gorithms such as [FASTHO_04] use the “ setup for handover” events to control/direct the
process of handover from the old AR to the new AR. These events provide better indications of subnet movement. Since thereis still a
lot of work going on in the area of fast handovers, we do not currently plan to implement any of this advanced functionality.

In general, we assume that L 2 (which includes the user’s device driver, and the functionality below that) has all of the necessary
information to directly control 1Pv6 mobility, and we providethelow-level API tf6M nM oveNotify that the user application and/or device
driver can call to exercisethisdirect control. For example, tf6M nM oveNotify can be called to notify the MN of L2 and L 3 handovers.
Along similar lines, with regardsto move detection, since the generic M obile | Pv6 move detection a gorithm is sub-optimal, we will
generally minimize the high-level decision making that the MN does and instead make that the responsibility of the user’s application.
For example, the stack is not responsible for picking anew CoA for the MN, instead the user’s application callstf6M nRegister Binding
to notify the MN of a change of CoA. To simplify thistask, we already provide a means viathe parameter deveAddr NotifyFuncPtr of
the API tfNgConfigl nter face for the application to be notified of when an 1Pv6 address has completed configuration on theinterface—
all the user needs to do isregister their address configuration callback function on the mobile interface when they open/configure the
interface, and then in their callback function, when they are notified that a new global scope IPv6 address has completed configuration
on the mobile interface they pass that address as the new CoA to tf6M nRegister Binding.

When we get amovement notification (either L2 or L3 handoff), wewill call TCPusing anew internal API tfTcpBack OnL ink so that
TCP can attempt afast recovery from atemporary loss of network connectivity.

11
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2.2.3 MN Use Cases

12

2.2.3.1 Access Internal System behind Corporate Firewall

In some cases, the user wants to communicate with an internal system behind the corporate firewall. Theinternal systemin this
case has asite-local scope address. The user has configured (either auto- or manually) a site-local scope address with a matching
prefix ontheir virtual home interface. When they send to the site-local address of theinternal system, we will find aprefix match
on the virtual home interface, and because the addressis site-local scope we will always use the MN-to-HA tunnel to send to that
destination. Alternatively, if we don’t find a prefix match but if they specify a source address which is configured on the virtual
home interface, that will cause usto select the virtual home interface as the outgoing interface, and then in the link-layer send
function on that interface we will see that the destination addressis site-local scope and so we must send it using the HA tunnel
in this case.

Itismuch lesslikely that the Mobile IPv6 infrastructure will support site-local scope home addresses.
Using VPN with IPv6 isan alternate method.

2.2.3.2 Secure Accessto Mail Server over MN-to-HA Tunnel

Because of various requirements that mandate the use of |Psec between the MN and the HA, the MN should be able to establish
asecurity association with the HA to protect its application data traffic using ESP. Typically, in a corporate environment, the
user’smail server will belocated in the corporate network, and may or may not be directly accessible through the corporate
firewall (thisscenario assumesit isdirectly accessiblethrough the firewall). If the mail server isaCN, by default the MN would
use RO to communicate with it. In this case, the user does not want the MN to use RO, because they want to take advantage of a
security policy that they’ ve created to encrypt all application data traffic that is tunneled through the HA. However, the user
doesn’t want to globally disable RO, only just when accessing the mail server. We provide the

TM_6_IPO_MN_USE HA_TUNNEL socket option for this purpose.

2.2.3.3 MN Performs L2 Handover w/out Change of CoA

For some time after the MN has moved to a new link (even when there was no subnet move), the network may not be aware that it
has moved, and in that case the network continues forwarding packets sent to the MN to the old link and these packets never
reach the MN onthenew link to bereceived. Per [L2 TRIG_REQ]:

“...current trends in wireless networking suggest that future wireless networks will consist of a variety of heterogeneous
wireless APs bridged into the wired network, potentially on the same subnet. A change in wireless AP, either between an AP
supporting one wireless link technology and an AP supporting another, or between two APs supporting the same wireless
technology, necessarily results in a change in the on-subnet reachability. Packet delivery within the subnet can be optimized if
this information can be propagated to the AR, so it can update its on-subnet L2 address to |P address mapping.”

For this scenario when we are notified of a L2 handover, we could send an unsolicited NA for our primary CoA to notify the AR
that we have moved to anew physical link. Otherwise, if we don’'t do this, the AR may not route packets to the MN on the correct
physical link.

2.2.3.4 MN Performs L3 Handover with Change of CoA

The MN should still continue to accept packets sent to its old CoA. Thisisto better support overlapping coverage areas, where
the MN may be moving back and forth between 2 different wireless links, and may even not finish forming and registering the new
CoA beforeit moves back to the old link. Wewill support this by not immediately unconfiguring the old primary CoA after we've
moved to anew link, but instead deprecating the associated prefix and setting itsvalid lifetimeto asmall value sothat it is
invalidated soon after the move compl etes.

Other address prefixes discovered on the old link will beimmediately invalidated if they aren’t advertised in the solicited Router
Advertisement that we receive on the new link. Thisis done prior to performing Prefix Discovery on the solicited Router Adver-
tisement, because we want to make sure that there are slots avail able on the mobile interface to auto-configure new care-of
addresses.

The user isresponsible for selecting anew care-of address. Normally, they will obtain thisviaa

TM_6 DEV_ADDR_CONFIG_COMPLETE address configuration event occurring on the currently active mobileinterface (i.e.
they register a callback function for this event when they open the mobile interface using the dev6Addr NotifyFuncPtr parameter
of tfNgOpenl nter face/tfNgConfigl nter face).

After the user selects anew care-of address on the new link, they notify the stack of that address by calling
tféM nRegister Binding for each MN home address to associate it with this new care-of address.

When we detect that we have moved to anew link, we need to re-join the non-link-local scope multicast groups that were
previously joined by the application.
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2.2.3.5 MN Moves from Home Network

When the MN moves from its home network to aforeign network, it may have previously established sessions with nodes on its
home network using their link-local scope addresses. These sessions cannot be preserved across the move, because the HA does
not tunnel any link-local scope traffic to the MN. However, site-local scope and global scope sessions that the MN had before the
move can be preserved, provided that the MN registers the home addresses associated with those sessions with the HA to
associate those home addresses with the primary CoA that the MN is using on the foreign network.

2.2.3.6 MN ReturnsHome

If the user has not #define d TM_6_MN_DISABLE HOME_DETECT , then we determine that the MN has returned home when
wereceive prefix information onthe mobileinterface for global scope on-link prefixesthat are configured on the virtual home
interface — it isthe responsibility of the user to provide us (via the homePr efixPtr/homePr efixLen parameters to

tfeM nStartM obilel p) with aspecific on-link home address prefix that we can use for home detection. Whenthe MN returnstoits
home network, it must first deregister any active mobility bindingsthat it hasin the HA beforeit can configure its home ad-
dresses. If the MN instead configures its |Pv6 home addresses before deregistering them, the HA in this case would defend those
addresses and DAD will fail. To recover, the MN must deregister any active mobility bindingsthat it hasin the HA, but thisis
complicated by the fact that the MN cannot use its home addresses until they are first deregistered and the source address in the
deregistration BU must be the home address that is being deregistered. Therefore, when the MN returns home it must do the
following:

1 TheMN resolvesthe HA's link-layer address by receiving a Source Link-Layer Address option in a Router Advertise-
ment fromthe HA, which causesthe MN to create aNeighbor Cache entry for the HA inthe REACHABLE state. This
is done so that the MN can deregister with the HA. If the MN cannot resolve the HA's link-layer address via a Router
Advertisement, then it just does regular Neighbor Solicitation to resolve the HA's link-layer address, since we never
register amobility binding specifying L=1 therefore the MN’s auto-configured link-local scope address should be
available for use on the home network as the source address of the Neighbor Solicitation.

2. When the MN has active mobility bindingsin the HA, it must not perform DAD on its home addresses. Otherwise, if
it does not have active mobility bindings, it should perform DAD. In some cases (i.e. after the MN has been power-
cycled) the MN isnot awarethat it still has active mobility bindingsinthe HA, so it seemsimpossible to implement in
all cases. Notethat if the MN performs DAD on its own home address, if the HA is defending that address, it will
respond, and will includeitslink-layer addressin the Neighbor Advertisement.

To add further complication, the MN must use | Psec authentication when sending the BU to deregister with the HA, so it either
must use existing security associationsthat it established previously with the HA (i.e. before returning home) for this purpose, or
if that is not possible (i.e. the MN has rebooted, and has forgotten the security association information), then the MN creates new
security associations with the HA, but the difficult part of thisisthat the MN cannot use its home addresses until it has success-
fully deregistered. Inthiscase, if dynamic keying (i.e. IKE) isused, the MN may be able to useits auto-configured link-local scope
address on its home network to create security associations with the HA as it would when operating on aforeign network.

The simpler case iswhere manual keying is used, because then the security associations can be immediately created without the
need for any messages to be exchanged with the HA.

Worst case (i.e. if the MN isnot able to successfully deregister), the mobility bindingsin the HA will eventually timeout if they are
not explicitly deleted by the MN, provided that they do not have aninfinite lifetime, but it could still take hours or even afew
daysfor thisto happen so we must make this deregistration process work reliably.

NOTE: we do not support the MN creating mobility bindingswith an infinitelitetime.

2.2.3.7 MN Initializes (i.e. Cold Boot) on Home Network

When the MN initializes on its home network, it is possible that the HA is defending its home addresses from a previous registra-
tion, and the MN may not be aware of that fact.

2.2.3.8 MN Initializes (i.e. Cold Boot) on Foreign Network

When the MN initializes on aforeign network, it needsto register with the home agent a mobility binding associating its home
addresswith aprimary care-of address, however if thereis adifferent home agent maintaining an active mobility binding for that
same home address, the MN will not be allowed to register the mobility binding. In this scenario, the MN had previously
registered the conflicting mobility binding with the other home agent before it was powered of on the foreign network, and then
once powered back on has since forgotten which home agent it was that is still maintaining and defending that active mobility
binding.

13
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Because of this scenario it isimportant that the MN continues to use the same home agent whileit is operating on aforeign
network.

“Mobile nodes that use dynamic home agent address discovery should be careful with long lifetimes. If the mobile node loses the
knowledge of its binding with a specific home agent, registering a new binding with another home agent may be impossible asthe
previous home agent is still defending the existing binding. Therefore, mobile nodes that use home agent address discovery
SHOUL D ensureinformation about their bindingsisnot lost, de-register before losing thisinformation, or use small lifetimes.”

14
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2.3 Mobile IPv6 CN

The CN creates aBinding Cache Entry (i.e. mobility binding) in responseto areceived Binding Update message fromaMN, which
maps the MN’s home address to its CoA, and then uses the Binding Cache Entry when sending packets to the MN to perform Route
Optimization, which consists of sending packets directly to the MN’s CoA using a Type 2 Routing header containing the MN’s home
address. The CN uses the Return Routability procedure to authenticate the BUs that it receives from the MN.

2.4 Integration with IPsec

We fully support the (K) Key Management Mobility Capability bit used in the MN-to-HA BU/BA exchange. Our mobile node updates
the IKE endpoint to the new primary care-of address whenever it moves, provided that the BA from the HA has the (K) bit set to 1. To
usethisfunctionality, the user callstf6M nStartEnhancedl keimmediately prior to thefirst call to tf6M nRegister Binding for aspecific
home address. Upon receipt of aBA from the HA with the (K) bit set to O, Treck IKE discards and renegotiatesall IKE phase 1 SAs
associated with the peer address, which in this case is the home agent address.

When the MN is away from home, the control traffic between the HA and MN must be secured using I Psec. In order to do this, security
policies must be created in the Security Policy Database, and then | Psec security associations (SA) can be established either manually
(using manual keying) or dynamically (using IKE). Whenever the MN sends a packet (including control traffic), it searchesthe SPD to
find a matching security policy, and if there isamatch but no SAs, then it uses IKE to establish the SAs. Whenever the MN receives a
packet, again it searches the SPD to find a matching security policy.

A security policy is comprised of a selector and at |east one policy content. The sent and received packets are matched against the
selector to choose the correct security policy to apply — then, the policy content tells IPsec what to do with the packet (i.e. authenti-
cate, encrypt, bypass |Psec, discard, etc.).

To secure the BU/BA exchange between the MN and HA, the MN creates anormal security policy in the SPD with the selector match-
ing the MN’s home address. This is possible because in this case the MN’s care-of addressis actually not inserted into the |Pv6 packet
header until after applying IPsec. To protect payload traffic tunneled by the MN through the HA, the MN specifies a new |Psec policy
flagTM_PFLAG_MIPV6_HA_TUNNEL when creating this security policy inthe SPD. Pleaserefer to the code example aswell asthe

| Psec/IK E user documentation for moreinformation.

It seemslikeit would be possible for Mobile IPv6 to use other authentication and privacy mechanisms between the MN and the HA
besides | Psec. For example, in cellular wireless network, the MN is already authenticated by the network using the SIM and adifferent
mechanism besides IPsec. Whether or not to use | Psec is entirely afunction of the application configuring the Security Policy Database
correctly. We will permit | Psec to be used between the MN and the HA, but we will not requireit. It isthe responsibility of the user
application to setup the IPsec Security Policy Database correctly to make this happen. Typically, there would be two security policiesin
effect between the MN and the HA: direct communication between the MN and the HA using the Mobility Header (new protocol 1D is
TBD) must be authenticated for protection of BUsfrom the MN to the HA (this also coversthe Prefix Discovery process when the MN
discoversitshome network prefix information whileit is attached to aforeign network). The other security policy isfor all other traffic
tunneled between the HA and the MN, and in this case ESP with authentication should be used.

Currently, [MIPV6_18++] seems somewhat broken asfar as how it handles subnet renumbering when the MN isaway from home. | Psec
SAsmust be established between the MN and the HA, before the MN can discover its home prefixes. The currently defined procedure
for doing this with IKE assume that the home address of the MN does not change, or if it does (and also if the HA address changes),
that there are already new digital certificatesin place which can be used to establish a security association using the new home
address. Refer to section 14.3 of [MIPV6_18++] which says:

” While certificate-based automatic keying alleviates this problem to an extent, it is still necessary to ensure that a given mobile
node can not send Binding Updates for the address of another mobile node. 1n general, this leads to the inclusion of home addresses
in certificates in the Subject AltName field. This again limits the introduction of new addresses without either manual or automatic
procedures to establish new certificates. Therefore, this specification restricts the generation of new home addresses (for any
reason) to those situations where there already exists a security association or certificate for the new address.”

For this specific scenario, we can discover our home prefixes using DHAAD even though we cannot first establish |Psec SAswith the
HA.
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2.5 PPPv6 and Mobile IPv6 Interaction

Mobile IPv6 default move detection uses NUD to determine when the current |Pv6 default router is unreachable. However, when using
Mobile IPv6 over PPPv6, in one scenario |Pv6 Router Advertisement messages are not sent to the mobile node over that link, and then
some other method must be used for Mobile IPv6 move detection. PPPv6 link reestablishment can be used as the indication that
movement has occurred. If the user application registers a PPP notification function, PPPv6 gives the user application a

TM_LL_IP6 OPEN_COMPLETE link notification after aPPPv6 link reestablishment. If the PPPlink supports | Pv6 Router Discovery, in
thecontext of theTM_LL_1P6_ OPEN_COMPLETE callback the user can call tf6M nM oveNotify to notify Mobile IPv6 that aL.3 move
has occurred. Otherwise, the user should not call tf6M nM oveNotify but instead should wait until the mobile node has obtained anew
care-of address, and then call tf6M nRegister Binding to update the mobility bindingsit previously created in its home agent and
correspondent nodes with the new care-of address.

Thelocal and peer addresses used by PPPv6 are link-local scope addresses, formed from the interface | Ds negotiated by PPPv6 during
link establishment. When sending a packet, if wefail to find a default gateway entry when we do the routing lookup in

tf6l pDest ToPacket, there is special logic that [ooks up the routing entry for the PPPv6 peer address (added by tfDeviceStart) and then
we use that to send the packet out the PPPv6 interface.

16
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2.6 New Public APIs

When the user wantsto enable Mobile|Pv6 MN functionality, they call tf6M nStartM obilel p. When they want to disable Mobile IPv6
MN functionality (which also causes deregistration of existing mobility bindingswiththeHA), they call tf6M nSopM obilel p.

When the user callstf6M nSartM obilel p, they can optionally specify theinterface ID to use for statel ess address auto-configuration
on thevirtual homeinterface. To do this, the user can first open the mobileinterface (if thelink-layer is Ethernet or PPR, the interface D
isset after theinterfaceis opened), call the API tf6Eui64Getl nter facel d to get theinterface I D of the mobileinterface, and then passa
pointer to that interface I D to tf6M nStartM obilel p to set the sameinterface D on thevirtual homeinterface. Thisway, the same home
addresses will be auto-configured on the virtual home interface aswould normally be auto-configured when the mobile nodeis
operating on its home network (provided it uses the same interface ID when attached to its home network).

Thereisonly asingle home agent supported by the MN, and that is specified by the user when tf6M nStartM obilel p is called.
Theuser callstfé6M nGetHomeAgentAddr essto discover the address of ahome agent on their home network.

To enable support for the (K) Key Management Mobility Capability bit used in the MN-to-HA BU/BA exchange, the user calls
tfeM nSartEnhancedl keimmediately prior to thefirst call to tféM nRegister Binding for aspecific home address. Refer to the code
example to see how thisis done.

When operating on aforeign network, the user callstf6M nRegister Binding to create amobility binding associating aprimary CoA
with ahome address. To deregister an existing MN mobility binding without disabling Mobile IPv6, the user can call

tféM nRegister Binding for a specific maobility binding, specifying the new care-of address to be the same as the home address of the
mobility binding or specifying abinding lifetime of 0. Mobility bindings are automatically deregistered by the mobile nodewhen it
returns home, when the home address is unconfigured from the virtual home interface (which could happen due to Home Prefix
Discovery prefix invalidation), or when the user callstf6M nStopM obilel p to disable Mobile | Pv6 mobile node functionality.

The user callstf6M nM oveNotify to notify the stack that the mobile node has moved to anew link and/or possibly a new subnet.

The stack will automatically perform movement detection using Neighbor Unreachability Detection if that functionality isenabled.
However thismethod isfairly slow and L2 triggers for move detection are expected to be significantly moreresponsive. We also
support Eager Cell Switching which is one of the fastest methods of movement detection (refer to Treck option
TM_6_OPTION_MN_EAGER_CELL_SWITCH, disabled by default), however thisisonly appropriate for some Mobile | Pv6 deploy-
ment scenarios, specifically when thereisonly asingle default router per link.

Theuser callstf6M nGetSatusto determineif the MN is operating on the home network or on aforeign network.

Theuser can call tf6Eui64GetI nterfacel d to determine what the previousvalue of theinterface ID ison the mobileinterface prior to
callingtf6SetRandoml nter facel d. TheseAPIsmakeit easier for the mobile node to changetheinterface | D onthe mobileinterfaceto
recover from aDAD failurewhen operating on aforeign link. After the mobile node movesto adifferent link with adifferent default
router, it should normally restorethe previous setting of theinterface | D by calling tf6Eui64SetInterfacel d (if tf6SetRandoml nter facel d
was used).
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2.7 Code Example

#define TM MAX IPS PER IF 4 /* #define this in trsystemh */
#i ncl ude <trsocket. h>

/* declare sonme gl obal variables to use in this exanple */

#i fdef TM_USE_I KE

/* pre-shared key used by |IKE */

char ikePreSharedKey[] = “a shared secret”

char nobil eNodeldentity[] = “river2222.treck.conf;
char honeAgentldentity[]= “river1111.treck.conf;

char inKeyMat[] = “nobil enodet unnel keybet weenMNandHA” ;
char outKeyMat[] = “AHdnaNvheewt ebyekl ennut edonel i bont
char honeAddr String[ | NET6_ADDRSTRLEN] ;

char honeAgent Stri ng[ | NET6_ADDRSTRLEN] ;

int startedlkeStatus = 0;

#endi f /* TM_USE_I KE */

/* The nobile interface is the Treck stack interface that you create
by calling tfAddlnterface, which is associated with a rea
physi cal device. When the nobile node is at hone, this interface
is attached to the hone link and is used to configure hone
addresses. Wen the nobile node is operating on a foreign network,
this interface is attached to the foreign link and is used to
aut o-confi gure care-of addresses. */

ttUserlnterface nmobi | el nterface;

char nmobi | el nterfacel d[ 8];

/* tf6MhStart Mobilelp returns a pointer to a special interface that
the stack creates for the purpose of naintaining your hone
addresses when the MN is operating on a foreign network. This
special interface is called the virtual hone interface. The
virtual hone interface cannot be opened or closed by the user,
and is automatically opened by the stack when the nobile node
detects that it has noved fromhone, then later automatically
cl osed by the stack when the nobile node detects that it has
returned to hone or when the user calls tf6WnStophMbilelp to
di sabl e Mobile I Pv6 nobile node functionality. */

ttUserlnterface vi rtual Homel nterf ace

/* The nobile node’s hone address, which is gl obal scope. This is
the local IP address that we will register with the hone agent
when the nobile node is operating on a foreign network. In this
exanpl e, we assune that this hone address is stored in NVRAM
In general, it is difficult to change the nobile node’s hone
address, because of the requirenent that an | Psec security
associ ation nust be used to protect the Binding Update nessage
that the nobile node sends to its hone agent to register a
nobility binding ([MPV6_18++].R5.1:10) and the fact that
configuration of this security association is in nany cases
dependent on the specific hone address. For this exanple,
we will require that this hone address is always manual |y
configured by the user on the nobile interface in slot 0
whenever the nobile node returns hone. Note that this exanple
does not attenpt to handl e the scenario where the hone address
is invalidated. */

struct sockaddr_storage mmHoneAddr ;

i nt haveMhHonmeAddr St at us = 0;

18



Treck MobilePv6 User’'s Manual

/* We attenpt to register our hone address nobility binding wth
the honme agent. At sone point, this nobility binding we have
created in the hone agent will expire, and then our hone
address is no longer registered. The nobile node will
automatically re-register to refresh this nmobility binding and
keep it fromexpiring, but it is possible that it is not able
to contact the hone agent for an extended period of tine, or
the honme agent fails our (re)registration attenpt in which
case we becone unregistered. */

i nt mHoneAddr Regi stered = O;

/* The nobile node’s prinmary care-of address, which is gl oba
scope. This is the address associated with the nobile node’s
hone address in the nobility binding that we register with the
hone agent. In this exanple, the care-of address is dynanmically
obtai ned by the nobile node when it starts operating on a
foreign network. */

struct sockaddr_storage mCar eOf Addr ;

i nt haveMnCar eOf Addr St at us = 0;

/* The hone agent address. This can be dynanically obtained using
Dynam ¢ Honme Agent Address Di scovery (DHAAD), however once a
specific home agent is |ocated and successfully registered with
by the nobile node, the nobil e node should continue to use that
sanme honme agent as long as there is the possibility that that
hone agent could still be nmintaining active nmobility bindings
for it. So, it is strongly recommended that the nobile node
persist the hone agent address in NVRAM */

struct sockaddr storage honeAgent Addr ;

i nt haveHonmeAgent Addr St at us = 0;

/* The user can notify the nobile node of a change in |IP subnet,
which is referred to as a L3 handover because it requires the
nmobi | e node to configure a new prinary care-of address (if the
move is to a new foreign link) or to deregister its active
mobility bindings (if the nobile node is returning hone). This
is done by calling tf6MiMoveNotify, specifying
TM 6_MNVE L3 NEW SUBNET for noveType. O her types of nobvenent
notifications (that do not necessarily indicate a change of
subnet) are al so possible using this API. This use of
tf 6MnMoveNoti fy assunes that the user has access to sone
information available via the |ink-layer and/or MAC | ayer
that they can use to detect |ink (L2) and subnet (L3) nobvenent.
The nobile node will also notify the user when it detects L3
nmovenent, specifically when its current default router on the
nobi | e i nterface becones unreachabl e per Nei ghbor
Unreachability Detection ([MPV6_18++].R11.5.1:40). In this
exanpl e, we keep track of L3 novenent notifications so that
we can nanage the change of prinmary care-of address. */

i nt | 3MovePendi ngSt at us = 0;

/* it is assuned that you persist certain things such as the hone
address and honme agent address in NVRAM This exanpl e expects
you to inplenent the following APIs which do this. These APIs
return O for success, and non-0 if an error occurs. */

/* read the nobile node |ocal |IP address from NVRAM */
i nt nyEEReadMnhHoneAddr (struct in6_addr * sin6_addr);
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/* read the hone agent address from NVRAM */

i nt nyEEReadHonmeAgent Addr (struct in6_addr * sin6_addr);

/* wite the hone agent address to NVRAM */

int nyEEW it eHomeAgent Addr (const struct in6_addr * sin6_addr);

consi st of Mobile I Pv6 Home Agent reachability
default router discovery and reachability.
/
voi d nyMhNoti fyFunc(
ttUserlinterface interfaceHandl e,
struct sockaddr_storage * routerAddrPtr,
tt6MnEvent event)

* % %k Xk

swi tch(event)

{
case TM 6_M\E_HA UNREACHABLE:

and | Pv6

/* This event nore likely indicates that there is a transient

of network connectivity. We do not handle it

myMNoti fyFunc is the callback function for Mobile I Pv6 nobile
node events (see the APl tf6MStart Mobilelp). These events

| oss

in this exanple, mainly because you generally do not want to

change the hone agent you have registered wth.
br eak;

case TM 6_MNE_RTR UNREACHABLE:

/* Qur current default router has been determ ned by the nobile node

*/

to be unreachabl e, and this neans that we have probably noved to

a new subnetwork. */
| 3MovePendi ngSt atus = 1;
br eak;

case TM 6_MNE_MOVE FROM HOME:

/* VWhen the nobile node detects that it has noved fromthe hone
network to a foreign network, or when Mobile IPv6 initializes

on a foreign network, we need to configure our
on the virtual honme interface. */
error Code=t f NgConfi gl nterface(
vi rtual Horel nt er f ace,
&mHoneAddr , /* home address */

64, /* prefix length */
confi gFl ags,
0, /* 1 Pv6-specific flags

scat t er edBuf f er Count ,
TM 6_DEV_ADDR _NOTI FY_FUNC NULL_PTR,
0); /* slot 0 */

br eak;

#i f ndef TM_6_MN_DI SABLE_HOVE_DETECT
case TM 6_MNE_RETURN _TO HOME:

/* \Whenever we return to our hone network, or when Mbile | Pv6

home addr ess

*/

initializes on the hone network, we need to configure our

hone address on the nobile interface. */
error Code=t f NgConfi gl nt erface(
nobi | el nt erf ace,
&mHomeAddr , /* hone address */
64, /* prefix length */
confi gFl ags,
20
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TM 6_DEV_OPTIM ZE_DAD | TM 6_USE_AUTO IID, /* IPv6 flags */

scat t er edBuf f er Count ,
myMobi | eAddr Not i f yFunc,
0); /* slot 0 */
br eak;
#endif /* TM 6_MN DI SABLE HOVE DETECT */

defaul t:
br eak;

}

return;

}

/* myMnBi ndi ngNoti fyFunc is the callback function for registration/
* deregistration status associated with our home address nobility
* binding in the home agent (see the APl tf6MRegi sterBinding).

*/

voi d myMBi ndi ngNot i f yFunc(
struct sockaddr_storage * honeAddrPtr,
struct sockaddr_storage * careCOf AddrPtr,
tt 6VnBi ndi ngEvent event,
int status )

swi tch(event)

{
case TM 6_MNBE_HA REG _SUCCESS:

/* We successfully registered our honme address nobility binding

with the hone agent. */
mHoneAddr Regi stered = 1;
br eak;

case TM 6_MNBE_HA DEREG SUCCESS:
mHoneAddr Regi stered = O;

/* 1If we just successfully deregi stered our hone address when at
hone (i.e. the honme agent was defending it), then reconfigure
it on the nobile interface which will recover froma previous

Duplicate Address Detection failure on that address. */
if (tféMhGet Status() == TM 6_IMN HOVE NETWORK)
{
error Code=t f NgConfi gl nterface(

nobi | el nt erf ace,
&mHoneAddr , /* hone address */
64, [* prefix length */
confi gFl ags,
TM 6_DEV_OPTIM ZE_DAD | TM 6_USE_AUTO | I D,
scat t er edBuf f er Count ,
myMobi | eAddr Not i f yFunc,
0); /* slot 0 */

}

br eak;

case TM 6_M\BE_HA REG FAIl LED:
case TM 6_MNBE_HA REG TI MEOUT:
case TM_ 6_M\BE_HA DEREG FAI LED:
case TM 6_MNBE_HA DEREG TI MEOUT:
case TM 6_M\BE_HA BI NDI NG_TI MEQUT:
mHoneAddr Regi stered = O;
br eak;

/[* 1Pv6 flags */
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defaul t:
br eak;

}

return,;

}

/* myMobi | eAddr Noti fyFunc is the I Pv6 address configuration event
* cal |l back function for the nobile interface (See the APIs
* tfNgOpenlnterface/tfNgConfiglnterface).
*/
voi d myMobi | eAddr Not i f yFunc(
ttUserlnterface interfaceHandl e,
unsi gned int nulti Honel ndex,
struct sockaddr _storage * ipv6AddrPtr
int event )

i nt error Code;

switch(tf6MGet Status())

{

case TM 6_MN_FOREI GN_NETWORK:
i f (13MovePendi ngSt at us)
{

/* \Whenever we detect that we have noved, if we have noved to
a new foreign link we need to discover a new prinary care-of
address and (re)regi ster our mobility binding. Only gl obal
scope care-of addresses can be used ([ SCOPE_02].R11:30). */

if (tm6_is_addr_gl obal (
&(i pv6Addr Ptr->addr.i pv6. sin6_addr)))

{
if (event == TM 6_DEV_ADDR CONFI G COVPLETE)
{
/* We found a new primary care-of address */
tf MenCpy (
&mCar e Addr,
i pv6Addr Ptr,

si zeof (struct sockaddr _storage));
haveWnCar e Addr St at us = 1;

#i fdef TM_USE_I KE
if (!startedl keStatus)

{
startedl keStatus = 1;

/* Start | KE between the MN and the HA for a specific hone address.
When the MN noves and changes its care-of address, the |KE end point

will be replaced with new care-of address, and all previous phase 1
SA will be transferred to that new care-of address too. */
error Code = tf6MnStart Enhancedl ke(
&mHoneAddr
&mcCar eOf Addr

TM DO _I D_FQDN,
strl en(nmobi | eNodel dentity),
nmobi | eNodel dentity);

/* Add preshared key for the Hone Agent. At the HA side, user needs to
add this same preshared key for nobile node’s honme address. */
error Code = tfPresharedKeyAdd(
honeAgent I dentity, ikePreSharedKey, O0);
22



Treck MobilePv6 User’'s Manual

}
#endi f /* TM USE_I KE */

/* Attenpt to register a nobility binding for our honme address with
the honme agent to notify it of our new prinmary care-of address.
Note that the nobile node will automatically re-register with
the home agent before the granted lifetinme expires. */

error Code = tf6MRegi sterBi ndi ng(
&mHoneAddr , /* home address */
&mCar ef Addr, /* care-of address */

3600, /* request 1-hour lifetime */
my VhBi ndi ngNot i f yFunc,
0, /* no timeout */
0); /[* no flags */
| 3MovePendi ngSt at us = 0;
}
}
}
el se i f (haveMhCareCOf Addr St at us)

{
if (I N6_ARE_ADDR_EQUAL(
&(i pv6Addr Ptr->addr.i pv6. si n6_addr),
& mMCar eOr Addr . addr . i pv6. si n6_addr))
&& (event == TM 6_DEV_ADDR_| NVALI DATED))

haveWnCar eOf Addr St at us = 0;

/* Qur primary care-of address has been invalidated. W need to
pick a new primary care-of address on the nobile interface
and re-register. */

error Code = tf6GetLocal | pAddress(
nobi | el nterface,

&mHoneAddr ,

TM 6_LOCAL_ADDR CURSCR NULL_PTR,

1, /* start the search */
&mCar e Addr) ;

if (errorCode == TM ENOERROR)

{
haveMnCar eOf Addr St at us = 1;

/* register our new prinmary care-of address. */
error Code = tf6MRegi sterBi ndi ng(
&mHoneAddr /* hone address */
&mCar eCf Addr, /* care-of address */

3600, /* request 1-hour lifetime */
my VhBi ndi ngNot i f yFunc,
0, /* no tinmeout */
0); /[* no flags */
}
}
}
br eak;

#i f ndef TM_6_MN_DI SABLE HOVE_DETECT
/[* If your home network is virtual (i.e. the nobile node will
never be directly attached to it), this can significantly
sinplify Mobile | Pv6 processing. In that case you should
enabl e the macro TM 6_IMN DI SABLE HOVE DETECT. */
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case TM 6_MN_HOVE_NETWORK
i f (1 N6_ARE_ADDR EQUAL(
&( mMmHomeAddr . addr . i pv6. si n6_addr),
&(i pv6Addr Ptr->addr. i pv6. sin6_addr)))
{
/* This address configuration event is for our honme address */
switch(event)
{

/* When operating at hone, we need to pay attention to Duplicate
Address Detection failures for our hone address because this
may nean that the hone agent is defending that address from
a previous registration, in which case we should try to
deregister. This can happen if the nobile node is powered down

on a foreign Iink while it still has active nobility bindings
in the honme agent, and then powered back up on its honme |ink
whil e those nobility bindings are still active. In this case
the nobile node is probably not aware that it still has active

mobi I ity bindings. */
case TM 6_DEV_ADDR_CONFI G_FAI LED:
/* 1f you know that your network controller on the nobile
i nterface does not | oopback its own nulticasts, then you can
make this deregistration |ogic nore robust by enabling the
foll owi ng code. */
#if 0
case TM 6_DEV_ADDR _DUP_DETECTED:
#endi f
i f (haveHoneAgent Addr St at us)
{
/* attenpt to deregister our hone address with the honme agent */
error Code = tf6MRegi sterBi ndi ng(
&mHoneAddr, /* hone address */
/* deregistration: care-of address is honme address */
&mHoneAddr, /* care-of address */

0, /* deregistration: O lifetinme */
my VhBi ndi ngNot i f yFunc,
0, /* no tinmeout */
0); /* no flags */
}
el se

/* The nobile node should know the I P address of its hone agent
since it should persist that in NVRAM |f it does not know the
| P address of its honme agent, it can do DHAAD on its hone network
to attenpt to find that, but if there are nultiple hone agents
it may not pick the right one to deregister with. Note that
t f 6MnGet HomeAgent Address i s non-bl ocking, and therefore if you
call it here you will need to set a global flag and finish up
the deregistration logic elsewhere (i.e. you cannot go into a
loop in this callback waiting for tf6MGet HoneAgent Address to
conpl ete, because that will hang the receive task, and then
DHAAD wi I | never conplete). */

t f Ker nel War ni ng(
“myMobi | eAddr Not i f yFunc”,
“cannot bl ock for DHAAD in call back.”);
}

br eak;

defaul t:
br eak;
}
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}

br eak;
#endif / ! TM 6_MN_DI SABLE HOVE DETECT */

defaul t:
br eak;

}

return;

}

#i fdef TM_USE_I PSEC
/* myAddl psecPolicy is called by the nobile node to add the
* security policies used to secure nessages sent between the nobile
* node and the honme agent. Note that similar configuration nust also
* be done on the hone agent.
*/
i nt nyAddl psecPol i cy(struct sockaddr_storage TM FAR * homeAddrPtr
struct sockaddr_storage TM FAR * honeAgent Ptr)
{

i nt error Code = 0;

i net _ntop(
PF_| NETS6,
&(honmeAddr Pt r - >addr . i pv6. si n6_addr),
honeAddr Stri ng,
| NET6_ADDRSTRLEN) ;

i net _ntop(
PF_| NETS6,
& honmeAgent Ptr - >addr . i pv6. si n6_addr),
honeAgent Stri ng,
| NET6_ADDRSTRLEN) ;

/* Setup the selector table */
ttlpsecSel ectorInString plcySelector[] =
{

I* selector #0 ANY to ANY */

/* local IP address and its nask (or prefix length, or |P address

range) */
(char*)o0, 0,
/* renpte I P address and its nmask (or prefix length, or |IP address
range) */
(char*)o0, 0,

/* 1P address type flags. */
(ttUser16Bit) 0,

/* local port */
TM_SELECTOR_W LD_PORT

/* renote port */
TM_SELECTOR_W LD_PORT

/* protocol */
TM_SELECTOR W LD_PROTOCOL

b

|/ * sel ector Hone Address ->
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/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/ *
26

Home Agent Address, Mbile Header protocol */

{
local IP, i.e. the Mobile Node's hone address */
(char *) honeAddr Stri ng, 0,
renote IP, i.e., the Hone Agent */
(char *) honmeAgent Stri ng, 0,

both the local IP and renote IP are of type host
(not subnet nor | P address range) */
TM_SELECTOR _BOTHI P_HOST,
| ocal port, don’'t care */
TM_SELECTOR_W LD_PORT
renote port, don't care */
TM_SELECTOR_W LD_PORT
protocol nust be Mbility Header */
| PPROTO_IVH,

b

NOTE: you may al so want to define
sel ector Hone-address -> Hone-Agent, | CMPv6 protocol
to protect hone prefix discovery nessages */

sel ector Mbile Node -> ANY, Mbile Header protocol */
{

local IP, i.e. the Mobile Node's hone address */
honeAddr Stri ng, o,

renote | P, can be any Correspondent Node */
(char*) 0, 0,

local IPis a host (not a subnet nor |P address range) */
TM_SELECTOR_LQOCI P_HOST,
TM_SELECTOR_W LD_PORT
TM_SELECTOR_W LD_PORT
| PPROTO_IVH,

}

NOTE: you may al so want to define
sel ector Mobile Node -> ANY, any protocol
to protect payload packets. */

} y
Setup the policy content table */
ttPolicyContentlnString plcyContent[] =

{
the default policy: typically bypass |IPsec, or discard */

| ocal tunnel end */
(char*)o0,

renote tunnel end */
(char*)o0,

policy content: bypass |IPsec. TM PFLAG DI SCARD wi || discard */
TM_PFLAG_BYPASS,

aut hentication algorithm O = NULL */
Ol

encryption algorithm O = NULL */
Ol

lifetinme for the security association, in seconds. Use default
val ue */

0,
lifetinme for the security association, in kbytes. Use default
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/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

/*

val ue */
0

b

The policy content used to protect the BU BA exchange between the
nmobi | e node and the hone agent. You nmay want to use this sane
policy content to protect |ICWPv6 hone prefix discovery nessages. */

{
| ocal tunnel endpoint, not used for transport node */
(char*)o0,
renote tunnel endpoint, not used for transport node */
(char*)o0,

policy content: ESP, Transport */
TM_PFLAG ESP | TM_PFLAG_TRANSPORT

authentication algorithm M5 in HVAC node */
SADB_AALG _MD5HVAC,

encryption algorithm 3DES in CBC node */
SADB_EALG 3DESCBC,

rekey the I Psec SA every 2 hours, i.e. 7200 seconds */
7200,
rekey the I Psec SA every 0 kbytes. Use the default value. */
0
} il
The policy content used to protect the HoTlI/HoT nessages tunnel ed

through the HA as part of the return routability procedure. You nay
want to use this sane policy content to protect payload packets. */

| ocal tunnel endpoint, typically the MN's primary care-of address.
When you set this security policy at hone, you don't know this
care-of address yet, so you can specify it as 0. Wenever the
primary care-of address changes, |Psec automatically updates this
tunnel endpoint because you have specifies the policy flag
TM PFLAG M PV6_HA TUNNEL. */

(char*)o0,
renote tunnel end, has to be the Hone Agent */

honeAgent Stri ng,
policy content: ESP, tunnel, supports Key Managenent Mobility
Capability (TM_PFLAG M PV6_HA TUNNEL). */

TM PFLAG ESP | TM_PFLAG TUNNEL | TM_PFLAG M PV6_HA TUNNEL,
aut hentication algorithm SHAL, HVAC node */

SADB_AALG_SHA1HVAC
encryption algorithm AES, CBC node */

SADB_EALG_AESCBC,
use default seconds value for rekeying */

120,
use default kbytes value for rekeying */
0
}
s
Setup the policy pair table that associates security policy

sel ectors with security policy contents */

ttlpsecPolicyPair plcyPair[] =
{

SELECTOR | NDEX, POLI CY CONTENT | NDEX, DI RECTI ON APPLIES TO */
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/* 3.0: any-any, bypass, the l|last resort, applies to both directions */
{0, 0, TM._I PSEC BOTH DI RECTI ON},

/* 3.1. MN <-> HA npbil e header protocol, ESP transport, applies to
both directions */
{1, 1, TM.I PSEC BOTH DI RECTI ON},

/* NOTE: if you want to protect |CMPv6 hone prefix discovery

nmessages, you nmmy define here:
3.2: MN <—= HA | CMPv6, ESP transport */

/* NOTE: If you want to protect payload packets, the policy matching
pai r nust be defined before the return routability one. So, you may
define here:

3.3: MN <-> any, any protocol, on tunnel interface, use ESP tunnel

*/

/* 3.4: MN <-> any, Mbbile header protocol, on tunnel interface, use
ESP tunnel, applies to both directions */
{2, 2, TM_I PSEC BOTH_DI RECTI ON}
s

/* When | Psec queries the Security Policy Database to find a security
policy matching on the selector values of a packet being sent or
received, it first tries to match policy pair 3.4, and then 3.3 and
3.2 (not inplenented in this exanple), and then 3.1, and the | ast
resort match (i.e. default rule) is 3.0 which in this exanple says
to bypass IPsec (i.e. do not apply any |IPsec to this packet). */

/* Initialize the Security Policy Database */
errorCode = tfPolicyRestore(
pl cyPai r, /* matches selectors to policy content*/
pl cySel ector, /* selector table */
pl cyContent, /* policy content table */
3); /* three entries in plcyPair <0,0> <1,1> and <2,2> */
}

return error Code;

}

/* We manual |y add SAs to protect the HoTl and HoT nessages. Note that
we do not support the use of IKE for this purpose. */
i nt nyAddManual Sa(struct sockaddr storage TM FAR * honeAddrPtr)

{

ttPolicyEntryPtr pl cyPtr
ttlpsecSel ectorPtr sel Ptr

tt Chil dSal nfo sai nfo
tt SadbRecor dPt r sadbPtr;
i nt error Code;

error Code = TM ENOERROR;
nmenset (&sai nfo, 0, sizeof (sainfo));

/* You need to know the policy according to which you are going to add
SA manual ly. W& know it is policy index #2. */
tflpsecPol i cyQueryByl ndex(2, &plcyPtr);
if(plcyPtr == (ttPolicyEntryPtr)O0)

return -1;

}

/* Assenble the selector */
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sel Ptr = &sai nfo. chdPacket Sel ect or;

/* local IP == MN's hone address, renmote is any (all zeros). */
sel Ptr->sel | pFlags = TM SELECTOR LCCl P_HGCST
mencpy(&sel Ptr->sel Locl p1,
hormeAddr Pt r,
si zeof (struct sockaddr _storage));

/* specify that the protocol is Mbility Header */
sel Ptr->sel Protocol = | PPROTO_ M

/* Assenble the SA information, for exanple, the lifetime value, the
SPI nunber, the key length */

sai nf 0. chdAut hKeyBytes = 20 ; /[/* for SHAL, key length = 20 bytes*/
sai nf 0. chdEncr ypt KeyByt es = 16; [* for AES */

sai nfo. chdLi feti neKbytes = 0 ; /* use default, Ox7fff kbytes */
sai nf o. chdLi feti meSeconds = 8*3600; /* tinme value 8 hours */

sai nfo. chdMySpi = 0x1111; /* peer ->1 use this */

sai nf o. chdPeer Spi = 0x2222; /* 1 -> peer use this */

sai nfo.chdPl cyPtr = plcyPtr

/* one policy nay have nultiple bundl ed policy contents */
sai nfo. chdPl cyContentPtr = plcyPtr->plcyContentPtr;

/* Manual |y add SAs, one for each direction */
/* SA for inbound/receiving direction */
error Code = tfSadbRecor dGener at e( &adbPtr,
&sai nf o,
(unsi gned char *)i nKeyMat,
(unsi gned short)
(sai nfo. chdAut hKeyByt es +
sai nf 0. chdEncr ypt KeyByt es),
TM_|I PSEC_| NBOUND) ;
if(errorCode !'= 0)
{

}

/* Tell IPsec don't use IKE to rekey this SA. If you don't use | KE at
all, you don't have to nmake this function call. */
t f SadbRecor dSet Opti ons(sadbPtr, TM I PSEC SADB NOREKEYI NG 1);

got o COMVON_RETURN;

/* SA for outbound/sending direction */

error Code = tfSadbRecor dGener at e( &adbPtr,
&sai nf o,
(unsi gned char *)out KeyMat,
(unsi gned short)
(sai nfo. chdAut hKeyByt es +
sai nf 0. chdEncr ypt KeyByt es),
TM_| PSEC_OUTBOUND) ;

if(errorCode !'= 0)

{
got o COMVON_RETURN;

}
t f SadbRecor dSet Opti ons(sadbPtr, TM I PSEC SADB NOREKEYI NG 1);
COVMON_RETURN

return error Code;
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}
#endi f /* TM USE_I PSEC */

void main (void)

{
struct sockaddr_storage i pNgAddr ;
ttUser Li nkLayer I i nkLayer Handl e;
i nt error Code;

/* Start the Treck stack */
tfStart Treck();

/* We use the Ethernet link-layer in this exanple */
I i nkLayer Handl e = tfUseEt hernet ();

/* Add the nobile interface */
nobi | el nterface = tfAddl nterface(
“mobile.if0",
I i nkLayer Handl e,

)

/* Read our local |IP address (nobile node hone address) from NVRAM */
t f MenBet (&mHonmeAddr, 0, sizeof(struct sockaddr_storage));
mHoneAddr.ss _family = AF_INET6; /* |Pv6 address */
mHoneAddr. ss_| en = sizeof (struct sockaddr_storage);
error Code = nyEEReadinHonmeAddr (

& mHoneAddr . addr . i pv6. si n6_addr));
if (errorCode != TM ENOERROR)
{

/* This exanpl e expects that you al ready know t he hone address.

| Psec must be configured to protect the Binding Update nmessage

that the nobile node sends to the home agent, and in many cases

this configuration is dependent on the specific honme address. */
tfKernel Error(“main”, “Failed to get hone address.”);

}
haveMhHoneAddr St at us = 1;

/* Initialize global variable used to keep track of our primary
care-of address (we have not discovered any care-of address
yet). */

t f MenSet (&mCar eOf Addr, 0, sizeof (struct sockaddr_storage));
mCar eOf Addr.ss_fanmily = AF_INET6; /* |Pv6 address */
mCar eOf Addr. ss_| en = sizeof (struct sockaddr_storage);

/* Open the nobile interface for use with IPv6. This will cause the

interface ID to be set on the interface. W m ght be attached to
a foreign network, in which case we don’'t want to configure
our home address on the nmobile interface until we have first
called tf6iWhStartMobilelp to determine if we are operating at
home or not. */

t f MenBSet (& pNgAddr, 0, sizeof (struct sockaddr storage));

i pPNgAddr.ss _fam|ly = AF_INET6; /* | Pv6 address */

i pPNgAddr.ss_|l en = sizeof (struct sockaddr storage);

/* start Statel ess Address Auto-Configuration on the nobile
interface */
error Code=t f NgOpenl nt er f ace(
nobi | el nt erf ace,
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& pNgAddr, /* auto-configuration: |IPv6 address all 0's */
0, /* auto-configuration: prefix |ength not applicable */
confi gFl ags,

TM 6_DEV_OPTIM ZE_DAD | TM 6_USE AUTO IID, /* IPv6 flags */
scat t er edBuf f er Count ,

myMobi | eAddr Not i f yFunc) ;

/* Wait for auto-configuration to conplete */

do
{

t f Kernel TaskYield(); /* allow other tasks to run */

error Code = tfCheckOpenl nterface(nobilelnterface, AF_I NET6);
}

whil e (errorCode == TM ElI NPROGRESS) ;

/* Read the hone agent address from NVRAM Once a specific hone
agent is |located and successfully registered with by the nobile
node, the nobil e node should continue to use that sane hone agent
as long as there is the possibility that that honme agent could
still be maintaining active nobility bindings for it. */

t f Mentet (&honeAgent Addr, 0, sizeof (struct sockaddr_storage));
homeAgent Addr . ss_fam |y = AF_INET6; /* | Pv6 address */
honeAgent Addr. ss_| en = sizeof (struct sockaddr_storage);
error Code = nyEEReadHoneAgent Addr (

& homeAgent Addr . addr . i pv6. si n6_addr));
if (errorCode == TM ENOERROR)
{

}

el se

{

/* Attenpt DHAAD to discover a honme agent on our hone network */
whi | e(! haveHoneAgent Addr St at us)

{

haveHormeAgent Addr St at us = 1;

error Code = tf6MiGet HomeAgent Addr ess(
&mHomeAddr /* home subnet prefix */
64, /* hone prefix length */
&homeAgent Addr, /* store hone agent address here */
si zeof (struct sockaddr_storage),
TM BLOCKI NG ON); /* bl ocking node, preenptive RTOS */

if (errorCode > 0)
{
error Code = nyEEW it eHomeAgent Addr (
& honmeAgent Addr . addr . i pv6. si n6_addr));

haveHoneAgent Addr St at us = 1;

}

/* Setup the | Psec security policy database based on the
conbi nati on of nobile node hone address and hone agent address */
#i fdef TM_USE_I PSEC
/* Initialize | Psec gl obal variables */
error Code = tfUsel psec();
i f(errorCode ! = TM ENCERROR)
{

return,
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}
/* Add the security policy */

error Code = nyAddl psecPol i cy(
&mHonmeAddr, &honeAgent Addr) ;
i f(errorCode ! = TM ENCERROR)

{
}

/* manual |y add the SA to protect HoTl and HoT (we use |IKE to negotiate
SAs used between MN and HA to protect BU BA exchange) */
error Code = nyAddManual Sa( &mHoneAddr) ;
i f(errorCode ! = TM ENCERROR)

{

return;

return;
}
#endi f /* TM USE_I PSEC */

/* Set the interface ID on the virtual hone interface to be the
sane as the interface ID on the nobile interface. This ensures
that any auto-configured hone addresses on the virtual hone
interface will match what the nobile node would normally
aut o-configure when it is at hone. */

errorCode = tf6Eui 64CGet|I nterfacel d(
nobi | el nterface, nobilelnterfaceld);

/* Enable Mobile IPv6 nobil e node functionality */
virtual Honel nterface = tf6WnStart Mbil el p(
nobi | el nt erf ace,
nmobi | el nterfacel d,

&honeAgent Addr,
&MmHoneAddr , /* honme address prefix */
64, /* hone address prefix length */

TM 6_MN_NOTI FY_FUNC_NULL_PTR,

nmyMNot i fyFunc, /* nobile node event notification */
0, /* no flags */

&error Code) ;

/* Configuration of our honme address on the appropriate interface
(i.e. nobile interface if we are at hone, otherw se virtua
hone interface) will occur in the callback function
myMNot i f yFunc. */

/* Your application |oop starts here */
whi | e(1)
{

/* Do sone application stuff using your hone address. To use your
hone address, you bind it to a socket as the |ocal address.
Note: while you are operating on a foreign network, it is
general ly acceptabl e for short-term conmuni cation that can
easily be retried if it fails (i.e. a DNS resolver query) to
use a care-of address auto-configured on the nobile interface
i nstead of your hone address ([M PV6_18++].R11. 3.1:40). */

}

/* When you shutdown, renmenber to deregister, otherw se you m ght
find yourself back on your hone network with your hone agent
still defending your hone address causing a Duplicate Address
Detection failure when you try to configure it. */
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/* Attenpt to deregister our hone address with the hone agent. By
default (see Treck option TM 6 _OPTI ON_IMN DEREG Tl MEQUT), the
nobil e node will tineout after 10 seconds if it hasn't
successfully deregistered. */
error Code = tf6MStopMbilelp(0); /* no flags */
if (errorCode == TM ENOERROR)

{
whi | e (mMmHoneAddr Regi st er ed)
{
/* wait 10 seconds for deregistration to conplete or to tine-out */
tf Kernel TaskYield(); /* allow other tasks to run */
}

}

return;
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3 Limitations

We currently do not implement any mobile node support for the “ Fast Handoversfor Mobile IPv6” and “Hierarchical MIPv6 mobility
management (HMIPv6)” draft RFCs.

We are not implementing optimistic DAD for care-of addresses configured on the mobileinterface. However, we already do aform of
optimistic DAD with the link-local scope IPv6 address auto-configured on the interface, so we can start using that address as a source
address as soon as we compl ete the move process. Also, we provide the IPv6 interfaceflag TM_6 _DEV_OPTIMIZE_DAD which,
when specified when opening the mobile interface for use with 1Pv6 by calling tfNgOpenl nterface (see the exampl e code), bypasses
performing DAD on a statel ess auto-configured care-of address, which per RFC-2462 we can do since that addressis formed from the
sameinterface | D asthe auto-configured link-local scope address. By specifying this | Pv6 interface flag whenever you call
tfNgOpenlinterface/tfNgConfigl nterface on the mobile interface, you will essentially achieve the sasme fast handover performance as
optimistic DAD.

We do not support the MN sending a BU with the (L) bit set.

We restrict the MN to use only a single home agent.

[IPSECMIPV6_05] requiresthe MN to support the use of IKE run between the MN and HA to secure the return routability HOT/HoTI
message exchange. However, this cannot be reliably implemented with per-interface SPDs on the HA, therefore we chose not to support
this feature. Instead, |Psec manually keyed SAs can be used between the MN and HA to secure this message exchange.
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4 Function Reference

4.1 Changes to Existing Public APIs
4.1.1 tfInitTreckOptions
Refer totfSet Treck Optionsbel ow.
4.1.2 tfSetTreckOptions

Please SeettSet TreckOptionsin Chapter 5*Progammer’sReferenceot the Turbo Treck TCP/IPUser’sManual
Thefollowing areadditional configur ation optionsfor M obilel Pv6 Support.

TM_6_OPTION_MIP_RO_ENABLE

TM_6_OPTION_MAX_BINDING_LIFETIME

TM_6_OPTION_MN_REG LT BIAS

TM_6_OPTION_MN_DEREG_TIMEOUT

TM_6_OPTION_RR MAX_BCE_ENTRIES
TM_6_OPTION_RR_MAX_BUL_ENTRIES

TM_6_OPTION_MN_BEACON_THRESHOLD

TM_6_OPTION_MN_1ST_REG_INIT_TIMEOUT

TM_6_OPTION_MN_EAGER CELL_SWITCH

A boolean used to globally enable/disable M obile | Pv6 route optimization,
applies to both Correspondent Node and Mobile Node. To disable, set to
0.Default: 1, enabled

The maximum lifetime (in seconds) that aMobile IPv6 correspondent node
supports for a binding cache entry. The Mobile |Pv6 mobile node also uses
thisas an inactivity timeout to deregister route optimization binding update list
entriesthat aren’t being actively used for exchanging application data.Default:
420 seconds (7 minutes)

The amount of time (in seconds) that the mobile node will downward bias (for
the purpose of re-registration) the binding registration lifetime granted by the
home agent. This can be used to force Mobile |Pv6 to re-register morefre-
quently than required by the home agent. This does not affect the lifetime used
to expire/del ete the mobility binding, whichisstill the original lifetime returned
by the home agent.Default: 300 seconds (5 minutes)

The default timeout period (in seconds) for a mobile node attempt to automati-
cally deregister amobility binding.Default: 10 seconds

The maximum number of correspondent node binding cache entries.Default: 8

The maximum number of mobile node route optimization binding update list
entries used to track whether or not a specific correspondent node we are
communicating with supports route optimization, aswell asto keep track of the
state of route optimization when it does. Note that this does not apply to home
registration binding updatelist entries, which arelimited by the maximum
number of home addresses that can be configured on the virtual home
interface (i.e. TM_MAX_IPS PER |F* 2).Default: 16

The maximum number of consecutive Router Advertisement “ beacons’ from
its current default router that the maobile node can tolerate dropping before
initiating a L3 handover. This method of move detection is enabled only when
the current default router includes the Advertisement Interval option in the
Router Advertisement message. Set to 0 to disable this functionality.

Default: 4

The amount of timeto delay in milliseconds beforetheinitial retransmission of
the home registration Binding Update when a mobile node does not already
have an existing binding with the home agent. This corresponds to the
InitialBindack TimeoutFirstReg Mobile I Pv6 protocol configuration
variable.Default: 1500 (1.5 seconds)

A boolean used to globally enable/disable Mobile IPv6 mobile node Eager
Cell Switching movement detection algorithm. To enable, set to 1; this causes
the mobile node to perform a L 3 handover whenever it receives a Router
Advertisement from arouter that isdifferent from its current default
router.Default: 0, disabled
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4.1.3 getsockopt

Please See getsockopt In BSD 4.4 Socket API section of Chapter 5 Progammer’sReference’ intheTurbo Treck TCP/IPUser’s
Manual. Thefollowingareadditional configuration optionsfor M obilel Pv6 Support.

Option Name Description
TM_6 IPO_ MN_USE HA TUNNEL IPPROTO_IPV6 protocolLevel option. Enable/disable use of the MN-to-HA tunnel when
the Mobile Node sends packet originating on a specific socket. Default is 0 (disabled).

4.1.4 setsockopt

Please See setsockopt In BSD 4.4 Socket API section of Chapter 5*Progammer’sReference’ intheTurboTreck TCP/IPUser’s
Manual. Thefollowingareadditional configuration optionsfor M obilel Pv6 Support.

Option Name Description

TM_6 IPO_ MN_USE HA TUNNEL IPPROTO_IPV6 protocolLevel option. Enable/disable use of the MN-to-HA tunnel when
the Mobile Node sends packets originating on a specific socket. Default is 0 (disabled).
Normally, the MN will try to use Mobile | Pv6 route optimization when communicating with
apeer. This socket option, when enabled (i.e. set to 1) on a specific socket, disablesthe
use of route optimization for all packets that the MN sends on that socket.
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4.2 New Public APIs

4.2.1 tfeMnGetHomeAgentAddress

int

(

const struct sockaddr_storage *
int

struct sockaddr_storage *

int

int

);
Function Description

This function only supports | Pv6.

tf6M nGetHomeAgentAddress

homePrefixPtr,
homePrefixLen,
homeAgentAddrPtr,
addrBufferLen,

flags

The user callsthisfunction to discover the IPv6 address of a Mobile |Pv6 Home Agent on the specified home network (i.e.
homePrefixPtr). This function uses Maobile |Pv6 Dynamic Home Agent Address Discovery (DHAAD) to attempt to discover home
agent addresses. Note that once you register the MN with a specific home agent, you should continue to use that same home agent for
all future registration and deregistration attempts.

The user must ensure that the user buffer pointed to by homeAgentAddrPtr is at least addrBufferLen bytes long, and must be at |east
sizeof (struct sockaddr_storage) bytes long to be able to hold at least one home agent address. When multiple home agent addresses
arereturned in the DHAAD reply, this function stores as many of those addresses aswill fit in the buffer pointed to by
homeAgentAddrPtr and returns the number of addresses stored.

Parameters

Parameter
homePr efixPtr

homePrefixLen

homeAgentAddr Ptr

addrBufferLen

Flags

Returns

Value
>0

Description

Thispointsto an IPv6 address prefix that isan on-link prefix on the home network, and it
should be global scope and cannot be link-local scope.

Thisisthe prefix length of the address prefix pointed to by homePrefixPtr. The value
specified must beintherange of 4 to 128, and will typically be 64.

When this function returns a value greater than 0, homeAgentAddrPtr pointsto an array
of home agent addresses on the specified home network. The memory that this pointsto
must be allocated by the caller, e.g. alocal variablein the caller’s address space. The home
agent addresses can be accessed as homeAgentAddrPtr[ 0], homeAgentAddrPtr[1], etc.
for the number of home agent addresses returned.

Length (in bytes) of the user buffer pointed to by homeAgentAddrPtr. To be able to hold
at least one home agent address, this buffer must be at least sizeof(struct
sockaddr_storage) bytes long.

Flagsfor usewith tféM nGetHomeAgentAddress. Thedesired flagsare OR’ ed together.
Thefollowing flags can be used with thisAPI: TM_BLOCKING_ONWhenflagsis
specified as 0, operation is non-blocking.

Meaning

Success. The home agent address(es) discovered on the specified home network are
stored in the user buffer pointed to by homeAgentAddr Ptr.

No home agent was discovered on the specified home network.

An error occurred. The error code can beretrieved by calling tfGetSocketError (-1).
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Error Codes

Error Code
TM_EINPROGRESS

TM_EINVAL

38

Meaning

Thisfunction could not complete processing without blocking, and TM_BLOCKING_ON
was not specified in flags. You should call thisAPI again specifying the exact same
parameters until it either returns success (TM_ENOERROR) or an error.

One of the parameterswasinvalid:

1 homePrefixPtr was NULL or did not point to avalid sockaddr_in6
structure holding an |Pv6 global scope or site-local scope unicast
address.

2. homePrefixLen wasinvalid for the address prefix specified by
homePrefixPtr. In most cases, homePrefixLen should be set to 64.

3. homeAgentAddrPtr isNULL

4, addrBufferLen was less than sizeof (struct sockaddr_storage)
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4.2.2 tfeMnGetStatus

tt 6\VMnSt at us t f 6WMnGet St at us
(
voi d

)

Function Description
This function only supports | Pv6.

This function returns status indicating whether or not Mobile IPv6 Mobile Node functionality is enabled, and when it is enabled then
this status al so indicates whether or not the maobile node is operating on its home network. Note that it is possible during L3
handover processing that Mobile Node functionality is enabled, but since we are moving to a new link we do not know yet whether
weareat home or away from home; thisAPI returnsTM_6_MN_UNKNOWN_NETWORK inthat case.

Parameters

None.

Returns

Value Meaning

TM_6 MN_DISABLED Mobile Node functionality iscurrently disabled. Call tféM nStartM obilel p to enable.
T™M_6 MN_HOME_NETWORK The mobile node is operating on its home network.

TM_6 MN_FOREIGN_NETWORK The mobile node is operating on aforeign network.
TM_6 MN_UNKNOWN_NETWORK Themobile nodeisin the process of determining whether it isat home or away from home
(i.e. L3 handover processing).
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4.2.3 tfeMnMoveNotify

i nt t f 6MhMoveNot i fy

(

ttUserlnterface nobilelfaceHandl e,
tt 6MhMoveType nmoveType,

i nt flags

)

Function Description
This function only supports | Pv6.

Thisfunctioniscalled by the user to notify Mobile IPv6 that aL 2 or L3 handover hasjust completed. The primary goal of Maobile
IPv6 move detection isto detect L3 handovers. Handover isthe process of aMN moving from an old link to anew link. In some
wireless network implementations, achange of physical link may not always require a change of care-of address (i.e. both the old link
and the new link may be on the same subnet). This change of physical link isreferred to asa L 2 handover. If the L2 handover results
in a change of subnet and thus requires a change of care-of address, then it isreferred to asa L3 handover.

Notethat if the mobile node has been “ off channel” (i.e. in aRF null) for aperiod of time that would affect network protocol opera-
tion, and then comes back “on channel”, the user should call tf6M nM oveNotify specifying the appropriate movetype. For example, if
the user knows for sure that the MN has returned to the exact same link that it was operating on before it lost network connectivity,
the user would notify thestack of aTM_6_MNME_L2 SAME_SUBNET move.

Parameters
Parameter Description

mobilelfaceHandle Theinterface handle of the currently active mobileinterface you are completing the
handover on, which isareal physical interface that the MN is using to send/receive
messages on. If your handover consists of changing the mobile interface (for example,
closing the Bluetooth interface, and opening the 802.11b interface), then this must be the
interface handle for the link that you are moving to. It is very important that you specify
the correct mobile interface, because thisis the interface that will be used to discover
default routers, auto-configure care-of addresses, perform move detection, etc.

moveType The type of handover that has just completed, one of:
TM_6 MNME_L2 UNKNOWN
TM_6 MNME_L2 SAME_SUBNET
TM_6_ MNME L3 NEW_SUBNET

flags Flagsfor usewith tf6M nM oveNotify. The desired flagsare OR’ ed together. Currently no
flags are defined, so this parameter must be specified as 0.

Returns

Value Meaning

TM_ENOERROR Move natification was successful.

TM_EPERM You must start the Mobile |Pv6 Mobile Nodefirst (i.e. call tfteM nStar tM obilel p) before

callingthisAPI.
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4.2.4 tf6MnRegisterBinding

i nt t f 6MhRegi st er Bi ndi ng
(

const struct sockaddr_storage * honeAddrPtr,
const struct sockaddr_storage * careCOf AddrPtr,

i nt maxHaBi ndi ngLi f eti neSec,
tt 6vhBi ndi ngNot i f yFuncPtr mBi ndi ngNot i fyFuncPtr,
i nt ti meout Sec,

i nt flags

)

Function Description
This function only supports | Pv6.

Thisfunction is called by the user to register a new mobility binding in the home agent that associates a home address with a (new)
care-of address. The home address specified by the user in homeAddrPtr must have aready been (manually or auto-) configured on
thevirtual home interface. Calling thisfunction causes the mobile node to register the specified mobility binding with the home
agent, and to attempt route optimization with correspondent nodes when the source address of the communication is the specified
home address.

The user should choose the lifetime (i.e. maxHaBindingLifetimeSec) of mobility bindings that it registers with the home agent to be
less than the lifetime of the security associations that the MN has with the home agent. Note that the mobile node will automatically
re-register the specified mability binding with the home agent before the granted lifetime expires (refer to the Treck option

TM_6 _OPTION_MN_REG _LT_BIAS).

Thisfunction can be called to deregister an existing mobility binding by specifying the new care-of address to be the same as the
home address or by specifying the mobility binding lifetime (i.e. maxHaBindingLifetimeSec) to be 0. Note that it is not necessary for
the user application to explicitly deregister active mobility bindings when the mobile node returns home, because that is automati-
cally done by the mobile node.

If mnBindingNotifyFuncPtr is non-null, then the user wants to be notified of Mobile IPv6 binding events via a user-defined notify
function. The function prototype for the user-defined notify function (specified by mnBindingNotifyFuncPtr) is:

voi d nyMBi ndi ngNot i f yFunc

(

struct sockaddr_storage * honmeAddrPtr,
struct sockaddr_storage * careOf AddrPtr,
tt 6VhBi ndi ngEvent event,

int status

),

whereeventistheMobilePv6 bindingevent (i.e. TM_6 MNBE _HA REG _SUCCESS, ...) for the specified mobility binding (i.e.
homeAddrPtr associated with careOfAddrPtr), and statusis either the value of the status field received in the Binding
Acknowledgement message from the home agent or else —1 if this event is not associated with a received Binding Acknowledgement

message.

a1



Treck, Inc.

The Mobile IPv6 binding events you can be notified of are asfollows:

Mobilel Pv6 Binding Event
TM_6 MNBE _HA_REG SUCCESS

TM_6_MNBE_HA_REG_FAILED

TM_6_MNBE_HA_REG_TIMEOUT

TM_6_MNBE_HA_REG_REFRESH

TM_6_MNBE_HA_DEREG_SUCCESS
TM_6_MNBE_HA_DEREG_FAILED

TM_6_MNBE_HA_DEREG TIMEOUT

TM_6_MNBE_HA_BINDING_TIMEOUT

Parameters
Parameter
homeAddrPtr

careOfAddr Ptr

maxHaBindingLifetimeSec

42

Description

Registration with the home agent was successful for the specified mobility binding.
The parameter status contains the status code from the home agent Binding
Acknowledgement message.

Registration with the home agent failed for the specified mobility binding. The
parameter status contains the status code from the home agent Binding
Acknowledgement message: 128 - Reason unspecified129 - Administratively prohib-
ited130 - Insufficient resources131 - Home registration not supported132 - Not home
subnet133 - Not home agent for this mobile nodel34 - Duplicate Address Detection
failed

Registration with the home agent failed for the specified mobility binding due to not
receiving the Binding A cknowledgement message from the home agent. You will not
get thisevent if you specify O for timeoutSec.

The mobile nodeisinitiating the procedure to refresh the specified active mobility
binding with the home agent.

Deregistration with the home agent was successful for the specified mobility binding.

Deregistration with the home agent failed for the specified mobility binding. The
parameter status contains the status code from the home agent Binding
Acknowledgement message. Thismay not beareal failure, sinceit may just indicate
that the home agent was not maintaining an active mobility binding (in which case
there is no need for the mobile node to deregister the mobility binding).

Deregistration with the home agent failed for the specified mobility binding due to not
receiving the Binding Acknowledgement message from the home agent. When you
call tf6M nSopM obilel p the mobile nodewill automatically deregister your mobility
bindings, in which case the timeout period is specified using the Treck option
TM_6_OPTION_MN_DEREG_TIMEOUT and the callback function that will be called
isthe one you specified when you registered the mobility binding.

Thegranted lifetime of the specified mobility binding has expired and the mobility
binding was removed on the mobile node.

Description

Pointer to the IPv6 unicast home address for which we want to register amobility
binding associating it with the specified care-of address. It is expected that most
home agents will not support tunneling of site-local scope traffic to asite-local scope
home address, therefore the home address should be global scope. NOTE: the home
address cannot be link-local scope.

Pointer to the IPv6 global scope unicast primary care-of address for the mobility
binding. If you want to deregister an existing mobility binding, set the primary care-of
address to be the same as the home address, or alternately specify the mobility
binding lifetime (i.e. maxHaBindingLifetimeSec) to beO.

The maximum binding lifetime (in seconds) that the MN can request when it sends a
Binding Update message to the HA to register the specified mobility binding. The
actual value sent in the BU may beless, depending on the valid lifetimes of the home
address and primary care-of address associated with the mobility binding. Specifying
abinding lifetime of O will deregister all active mobility bindingsfor the specified
home address. Note that the mobile node will automatically re-register with the home
agent before the granted lifetime expires. Note that you cannot specify an infinite
binding lifetime using thisAPI.
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mnBindingNotifyFuncPtr

timeoutSec

flags

Returns
Value

TM_ENOERROR
TM_EINVAL

TM_EPERM

The function to call to notify the user of Mobile IPv6 binding events, or
TM_6 MNB_NOTIFY_FUNC NULL_PTRIif notificationisnot desired.
The events are;

TM_6 MNBE_HA_REG SUCCESS

TM_6_MNBE_HA_REG FAILED

TM_6 _ MNBE_HA_REG TIMEOUT

TM_6 MNBE_HA_DEREG SUCCESS

TM_6 MNBE_HA_DEREG FAILED

TM_6_MNBE_HA_DEREG TIMEOUT

TM_6_MNBE_HA_BINDING_TIMEOUT

The number of seconds to keep trying to register/deregister without receiving a
response from the home agent. Specify 0 for no timeout (i.e. infiniteretries). After the
timeout period elapses with no response from the home agent, if you have registered
acallback function to be notified of Mobile IPv6 binding events (see the parameter
mnBindingNotifyFuncPtr) you will be notified of the appropriate timeout event.

Flagsfor usewith tf6M nRegister Binding. The desired flags are OR’ ed together.
Currently no flags are defined, so this parameter must be specified as 0.

Meaning
Creation (or deregistration) of the specified mobility binding was successfully initiated.
One of the parameterswasinvalid:

1. homeAddrPtr was NULL, or did not point to avalid sockaddr_in6 structure
holding an IPv6 global scope or site-local scope unicast address which is currently
configured on the virtual homeinterface.

2. careOfAddrPtr was NULL, or did not point to avalid sockaddr_in6 structure
holding an 1Pv6 global scope unicast address.

You must start the Mobile |Pv6 Mobile Nodefirst (i.e. call tfteM nStar tM obilel p) before
calingthisAPI.
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4.2.5 tfeMnStartEnhancedlke

i nt t f 6VhSt art Enhancedl ke
(

const struct sockaddr_storage * honeAddrPtr,
const struct sockaddr_storage * careCOf AddrPtr,

unsi gned int i dType,
unsi gned int i dLengt h,
tt User Voi dPt r i dPtr

)

Function Description
This function only supports | Pv6.

Thisfunction can be called by the user immediately prior to thefirst call to tf6M nRegister Binding for a specific home addressto start
IKE for use between the MN and the HA. Thisis done to support the (K) Key Management Mobility Capability bit used in the MN-to-
HA BU/BA exchange, which enablesthe MN to avoid renegotiation of IKE phase 1 SAswhenever the primary care-of address changes.

Parameters
Parameter Description
homeAddr Ptr Pointer to the IPv6 unicast home address for which we want to register amobility binding
associating it with the specified care-of address. It is expected that most home agentswill
not support tunneling of site-local scope traffic to asite-local scope home address,
therefore the home address should be global scope. NOTE: the home address cannot be
link-local scope.
careOfAddr Ptr Pointer to the IPv6 global scope unicast primary care-of address for the mobility binding.
idType Refer to the user documentation for tfStartEnhancedl! ke.
idLength Refer to the user documentation for tfStartEnhancedl! ke.
idPtr Refer to the user documentation for tfSartEnhancedl ke.
Returns
Value Meaning
TM_ENOERROR IKE was started successfully for the specified home address.
TM_EINVAL One of the parameterswasinvalid:
1. homeAddrPtr was NULL, or did not point to avalid sockaddr_in6 structure holding
an IPv6 global scope or site-local scope unicast address which is currently configured
on thevirtual homeinterface.
2. careOfAddrPtr was NULL, or did not point to avalid sockaddr_in6 structure holding
an |Pv6 global scope unicast address.
TM_EPERM You must start the Mobile |Pv6 Mobile Nodefirst (i.e. call tfteM nStar tM obilel p) before

callingthisAPI.
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4.2.6 tfeMnStartMobilelp

ttUserlnterface tf6MhSt art Mobil el p
(

ttUserlnterface nobi | el f aceHandl e,

const ttUser8Bit * vi rt HoneEui 641 dPtr,

const struct sockaddr_storage * honeAgent AddrPtr,
const struct sockaddr_storage * honePrefi xPtr,

i nt homePr ef i xLen,

tt 6DevAddr Noti f yFuncPtr Vi rt HoneAddr Not i fyPtr,
tt 6hNoti f yFuncPt r mNot i f yFuncPtr,

i nt flags,

int TM FAR * error CodePtr

)

Function Description
This function only supports | Pv6.

Theuser callsthisfunction to enable Mobile | Pv6 Mobile Node functionality. Before calling tféM nStartM obilel p, the user must first
determine the global scope IPv6 address of the home agent, since that information is passed to tf6M nStartM obilel p using the
homeAgentAddrPtr parameter. Thismay bediscovered by calling tféM nGetHomeAgentAddress.

Once you find aworking home agent for your home address(es), you should store the home agent address that you are using in
NVRAM, so that you can continue to use that same home agent. However, if for some reason that home agent is no longer reachable,
and thisis not due to the MN not being able to communicate with the network, you may need to change the home agent address.

When you change the home agent address, be very careful to first deregister al of your active mobility bindings with the original
home agent by calling tf6M nRegister Binding. Otherwise, you may haveto wait until thelifetime expiresfor your previousregistra-
tionswith your previous home agent. Thisis one argument against using long mobility binding lifetimes.

Itisimportant that the MN always knows whether it is operating on its home network or on aforeign network. When the MN
receives asolicited router advertisement from its |Pv6 current default router that contains the on-link prefix specified by the param-
eters homePrefixPtr and homePrefixLen, it knows that it is operating on its home network, otherwise it assumesthat it is operating
on aforeign network. This detection is enabled by default, but can be disabled by #define'ing the macro

TM_6 MN_DISABLE HOME DETECT, inwhich case the stack assumesthat the mobile nodeis never attached to its home
network.

tfeM nStartM obilel p returns a pointer to aspecial interface that the stack createsfor the purpose of maintaining your home addresses
when the MN is operating on aforeign network. This special interfaceis called the virtual home interface. The virtual home interface
cannot be opened or closed by the user, and is automatically opened by the stack when the mobile node detects that it has moved
from home, then later automatically closed by the stack when the mobile node detects that it has returned to home or when the user
callstf6M nSopM obilel p to disable Mobile | Pv6 mobile nodefunctionaity. WhenTM_6 MN_DISABLE HOME _DETECT is
#define' d, the mobile nodeis assumed to never be operating at home, therefore the virtual homeinterface is opened immediately by
tfeM nSartM obilel p inthat case.

When the MN is not operating on its home network, it uses Mobile IPv6 Home Prefix Discovery to discover its home network
address prefixes from the home agent. Based on thisinformation, it uses Prefix Discovery (if you have #define’'d

TM_6_USE PREFIX_DISCOVERY) to auto-configure home addresses on the virtual homeinterface. You may want to be notified
when new home addresses are configured on thisinterface, in which case you can pass a pointer to your notification function using
the virtHomeAddr NotifyPtr parameter. Thisworks just the same as any |Pv6 address configuration notification function that you
would register using tfNgConfigl nter face/tftNgOpenl nter face, but it only notifiesyou of address configuration eventsfor thevirtual
home interface. The interface ID used by the virtual home interface for stateless address auto-configuration is specified using the
parameter virtHomeEui 641 dPtr.

If mnNotifyFuncPtr is non-null, then the user wants to be notified of Mobile IPv6 Maobile Node events via a user-defined notify
function. The function prototype for the user-defined notify function (specified by mnNotifyFuncPtr) is:

voi d myMiNot i fyFunc(
ttUserlnterface interfaceHandl e,

struct sockaddr_storage * routerAddrPtr,
tt 6MhEvent event);
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where event isthe Mobile IPv6 MobileNodeevent (i.e. TM_6 MNE_SET NEW_RTR, ...) for the specified | Pv6 router address (i.e.
router Addr Ptr) on the specified mobileinterface (i.e. interfaceHandle).

Note that when Mobile |Pv6 Maobile Node functionality is enabled, the stack filters Prefix Discovery and Parameter Discover to use
the current | Pv6 default router, and additionally filters Router Discovery to use the currently active mobileinterface.

The Mobile IPv6 Mobile Node events you can be notified of consist of Mobile |Pv6 Home Agent reachability and |Pv6 default router
discovery and reachability:
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M obilel Pv6 M obileNode Event
TM_6 MNE HA REACHABLE

TM_6_MNE_HA_UNREACHABLE

TM_6_ MNE_SET_NEW_RTR

TM_6_MNE_RTR_UNREACHABLE

TM_6_MNE_MOVE_FROM_HOME

TM_6_MNE_RETURN_TO_HOME

Description

The home agent specified by the notify function parameter router AddrPtr has been
confirmed to be bi-directionally reachable, and isfunctioning asaMobile IPv6 home
agent. This event only occurs when reachability of the home agent isin question, i.e. after
you call tf6M nSartM obilel p specifying anew home agent address, or after you are
notified of theevent TM_6_MNE_HA_UNREACHABLE.

The home agent specified by the notify function parameter router AddrPtr either did not
respond to us, is not functioning as a Mobile IPv6 home agent, or is not allowing usto
register. When you receive this event, if you suspect that the home agent is permanently
unreachable (i.e. thisisnot just due to atransient failure of the mobileinterface link), you
shouldfirst call tf6M nStopM obilel p to disable Mobile 1Pv6 mobile node functionality, next
determine anew home agent address (i.e. by doing a DNS query, and/or by calling

tf6BM nGetHomeAgentAddress), finally restart M obile | Pv6 maobile node functionality by
cdlingtfeMnSartM obilel p.

The stack has selected anew current |Pv6 default router to use on the mobile interface.
IPv6 Neighbor Unreachability Detection is used to determine the reachability of an IPv6
default router. This event is generated after the solicited Router Advertisement from the
new |Pv6 default router has been completely processed by the mobile node (including any
advertised prefixes).

The current |Pv6 default router on the mobile interface is not reachable per I1Pv6 Neighbor
Unreachability Detection. When this event occurs, the stack will automatically call

tf6M nM oveNotify specifyingTM_6 MNME_L3 NEW_SUBNET for moveType.

Thisevent indicates that the MN has moved from its home network to aforeign network,
or that Mobile IPv6 hasinitialized on aforeign network. router Addr Ptr pointsto the
address of the current |Pv6 default router. When you receive this event, you should
configure your home addresses on the virtual home interface, and care-of addresses will
normally be auto-configured on your mobileinterface.

This event indicates that the MN has moved to its home network after having operated on
aforeign network, or that Mobile IPv6 hasinitialized on the home network. Note that in
the case of returning from aforeign network to the home network, the mobile node will
already have attempted to deregister al active maobility bindings with the home agent
before you receive this event. router Addr Ptr points to the address of the current |Pv6
default router. When you receive this event, you should configure your home addresses
on your mobileinterface. You will not receivethisevent if you #define
TM_6_MN_DISABLE HOME_DETECT.
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Parameters
Parameter

mobilelfaceHandle

virtHomeEui 641 dPtr

homeAgentAddr Ptr

homePr efixPtr

homePrefixLen

virtHomeAddr NotifyPtr

mnNotifyFuncPtr

flags

error CodePtr

Description

Theinterface handle of the currently active mobile interface, which isaphysical device
interface that the MN is using to send/receive messages on. It is very important that you
specify the correct mobile interface, because thisisthe interface that Mobile IPv6 usesto
discover default routers, auto-configure care-of addresses, perform move detection, etc.

Pointer to the 8-byteinterface I D to set onthevirtual homeinterface, in EUI-64 format (i.e.
64-bit |EEE globalidentifier). If you do not want to set an interface | D on the virtual home
interface (i.e. you do not want to enable stateless address auto-configuration on the
virtual homeinterface), then you can specify aNULL pointer for this parameter, however
in that case you must manually configure alink-local scope address on the virtual home
interface. In general, you should set the interface ID on the virtual home interface to be
the same as theinterface ID that the mobile node uses when operating on its home
network (i.e. theinterface ID set on the mobileinterface). Thisway, the same home
addresses will be auto-configured on the virtual homeinterface aswould normally be
auto-configured when the mobile node is operating on its home network. To do this, you
can first open the mobileinterface (if thelink-layer is Ethernet or PPP, theinterfacelD is
set after theinterfaceisopened), call the APl tf6Eui64Getl nterfacel d to get theinterface
ID of the mobile interface, and then pass a pointer to that interface ID to

tféM nSartM obilel p using the virtHomeEui 641 dPtr parameter.

This points to the global scope IPv6 address of the home agent. This address could be
sitelocal scope, if aglobal scope addressis not available.

This points to an IPv6 address prefix that the MN uses to detect when it is operating on
the home network versus on aforeign network. ThisPv6 address prefix must be an on-
link prefix on the home network, and it should be global scope and cannot be link-local
scope. If you know your global scope home address, you should specify that as your
home prefix, otherwise your home agent address (if it is global scope) should work in most
cases as your home prefix.

Thisisthe prefix length of the address prefix pointed to by homePrefixPtr. The value
specified must beintherange of 4 to 128, and will typically be 64.

If you want to be notified when anew 1Pv6 home address is auto-configured on the virtual
homeinterface using Mobile |Pv6 Home Prefix Discovery, you can specify anotification
function for this purpose. This corresponds to the dev6Addr NotifyFuncPtr parameter of
tfNgOpenlnterfacefor thevirtual homeinterface. Notethat if you call

tfNgConfigl nterface on thevirtual homeinterfaceto manually configure home addresses,
you must specify this same function if you want to receive these notifications.

Thefunction to call to notify the user of Mobile IPv6 Mobile Node events, or
TM_6_MN_NOTIFY_FUNC NULL_PTRif notificationisnot desired. Theeventsare:

TM_6_ MNE_HA_REACHABLE
TM_6_ MNE_HA_UNREACHABLE
TM_6_ MNE_SET_NEW_RTR
TM_6_MNE_RTR_UNREACHABLE
TM_6_ MNE_MOVE_FROM_HOME
TM_6_MNE_RETURN_TO_HOME

Flagsfor usewith tf6M nStartM obilel p. The desired flags are OR’ ed together. Currently no
flags are defined, so this parameter must be specified as 0.

A pointer to an int that will contain an error code if an error occurred.
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Returns
Value
NULL

I=NULL

Error Codes
Value
TM_ENOERROR
TM_EALREADY
TM_EINVAL

Meaning

Failed starting Mobile IPv6. errorCodePtr pointsto the error code (see below).

Pointer to the virtual homeinterface. Thisinterfaceis created by the stack, and is managed
(i.e. opened, closed) internally by the stack. When Mobile IPv6 isactive (i.e. after

tf6M nSartM obilel p iscalled but beforetf6M nStopM obilel p iscalled) and the mobile node
is operating away from home, the virtual home interfaceis open, and then the user can call
most public APIs (with the exception of those that open and close the interface) on this
interface to manually configure addresses (tfNgConfigl nter face), to select home ad-
dressesto bind to sockets (tf6GetL ocall pAddress), etc. Additionally, whenthe MN is
operatingonaforeign network and TM_6_USE PREFIX_DISCOVERY is#define d, the
stack auto-configures home addresses on thisinterface using Mobile |Pv6 Home Prefix
Discovery.

Meaning
Mobile IPv6 Mobile Node was successfully started.
Mobile IPv6 Mobile Nodeisalready running.
One of the parameterswasinvalid:
1. mobilelfaceHandle did not point to avalid interface.

2. homeAgentAddrPtr was NULL or did not point to avalid sockaddr_in6 structure
holding an IPv6 global scope or site-local scope unicast address.

3. homePrefixPtr was NULL or did not point to avalid sockaddr_in6 structure
holding an IPv6 global scope or site-local scope unicast address.

4. homePrefixLenwasinvalid for the address prefix specified by homePrefixPtr. In
most cases, homePrefixLen should be set to 64.
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4.2.7 tf6MnStopMobilelp

5
—

t f 6\MhSt opMobi | el p

5
—

flags

~— — o~ —

Function Description
This function only supports | Pv6.

This function disables Mobile IPv6 mobile node functionality and closes the virtual home interface, which also causes auto-
deregistration of existing mobility bindings with the home agent and with correspondent nodes. The timeout used for auto-
deregistrationisspecified by the Treck option TM_6_OPTION_MN_DEREG TIMEOUT. ThisAPI must becalledif itisever
necessary to change the home agent address that Mobile IPv6 is using.

If you registered a callback function when creating mobility bindings (i.e. mnBindingNotifyFuncPtr parameter of
tfé6M nRegister Binding), that same callback function will be called for notification of deregistration events when the stack auto-
deregisters those bindings.

Parameters

Parameter Description

flags Flagsfor usewith tf6M nSopM obilel p. The desired flagsare OR'’ ed together. Thefollow-
ing flags can be used with thisAPI:TM_BLOCKING_ONWhen flagsis specified as0,
operation is non-blocking.

Returns

Value Meaning

TM_ENOERROR Mobile IPv6 Mobile Node functionality has been stopped. Note that it is possible that

some active mobility bindings are not successfully deregistered with the home agent if the
home agent is unreachable or does not respond to our deregistration regquests within the
timeout period specified by the Treck option TM_6_OPTION_MN_DEREG_TIMEOUT. In
this case, you could run into Duplicate Address Detection registration failures
(TM_6_MNBE_HA_REG_FAILED binding event, status 134 “ Duplicate Address Detec-
tion failed”) trying to register those same home addresses with a different home agent
until the mobility bindingsfinally expirein the original home agent. Because of this
potential systemissue, it is preferable to use short lifetimes when registering mobility
bindings with the home agent, and it is preferable to avoid changing home agents once
you have found one that works.

TM_EINPROGRESS Initiated stop of Mobile IPv6 Mobile Node. The mobile node is currently in the process of
deregistering active bindings with the home agent.
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5 Macros

Macro Name
TM 6 USE MIP_CN

TM_6_USE_MIP_MN
TM_6_USE_MIP_RO

TM_6_MN_DISABLE_HOME_DETECT

TM_6_USE_MIP_RA_RTR_ADDR

TM_6_IPO_MN_USE_HA_TUNNEL

TM_6_OPTION_MIP_RO_ENABLE

TM_6_OPTION_MAX_BINDING_LIFETIME

TM_6_OPTION_MN_REG_LT _BIAS

TM_6_OPTION_MN_DEREG_TIMEOUT

TM_6_OPTION_RR_MAX_BCE_ENTRIES
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Value
(disabled)

(disabled)

(enabled when
TM_6 USE MIP CNis
enabled)

(disabled, so home
detection/return to home
is enabled)

(enabled)

0x2000

110

111

112

113

114

M eaning

Enable Mohile IPv6 Correspondent Node
functionality.

Enable Mohile IPv6 Mobile Node functionality.
Enable Mobile IPv6 route optimization (RO)
(includes return routability procedure).
(IMIPV6_18++].R14.4.5:10,
[MIPV6_18++]R14.4.5:20)

Disable Mobile IPv6 Mobile Node home
detection/return to home functionality. If you
know that the MN never returns home, then you
can define this macro to save some code space.
When enabled, the mobile node uses the Router
Address option (when available) in received
Router Advertisement messages to determineif a
Router Advertisement isfrom the current default
router.

setsock opt/getsock opt IPPROTO_IPV6

protocol Level option used to disable Mohile IPv6
route optimization for a specific Mobile Node user
application socket.

Option for

tfSetTreck Optiong/tflnitTreckOptions. A

bool ean used to globally enable/disable Mobile

I Pv6 route optimization, appliesto both
Correspondent Node and Mobile Node.
([MIPV6_18++].R14.4.5:10,
[MIPV6_18++].R14.4.5:20)

Option for

tfSetTreck Optiong/tfinitTreckOptions. The
maximum lifetime (in seconds) that a Mobile IPv6
correspondent node supports for a binding cache
entry. The Mobile IPv6 mobile node also uses this
as an inactivity timeout to deregister route
optimization binding update list entries that aren’t
being actively used for exchanging application
data.

Option for

tfSetTreck Optiong/tflnitTreckOptions. The
amount of time, in seconds, that the mobile node
will downward bias (for the purpose of re-
registration) the Registration Lifetime returned by
the home agent.

Option for

tfSet Treck Optiong/tfInitTreckOptions. The
default timeout period (in seconds) for a mobile
node attempt to automatically deregister amobility
binding.

Option for

tfSet TreckOptiong/tfInitTreckOptions. The
maximum number of correspondent node binding
cache entries.
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TM_6_OPTION_RR_MAX_BUL_ENTRIES

TM_6_OPTION_MN_BEACON_THRESHOLD

TM_6_OPTION_MN_1ST_REG INIT_TIMEOUT

TM_6_OPTION_MN_EAGER CELL_SWITCH

TM_6_MNME_L2_UNKNOWN

TM_6_MNME_L2_SAME_SUBNET

115

116

117

118

(tteMnMoveType)
0

(tteMnMoveType)
1

Option for

tfSetTreck Optiong/tfInitTreckOptions. The
maximum number of mobile node route
optimization binding update ligt entriesused to
track whether or not a specific correspondent
node we are communi cating with supports
route optimization, aswell asto keep track of
the gate of route optimization when it does.
Note that this does not apply to home
registration binding update list entries, which
are limited by the maximum number of home
addresses that can be configured on the virtual
homeinterface (i.e. TM_MAX_IPS PER IF*
2).

Option for
tfSetTreckOptiongdtflnitTreckOptions. The
maximum number of consecutive Router
Advertisement “beacons’ from its current
default router that the mobile node can tolerate
dropping beforeinitiating a L3 handover. This
method of move detection is enabled only
when the current default router includes the
Advertisement Interval option in the Router
Advertisement message. Set to 0 to disablethis
functionality.

Option for

tfSetTreck Optiong/tflnitTreckOptions. The
amount of time to delay in milliseconds before
theinitial retransmission of the home
registration Binding Update when amobile
node does not aready have an existing binding
with the home agent. This correspondsto the
Initial Bindack TimeoutFirstReg Mobile |Pv6
protocal configuration variable.
([ISSUE181].R13:50)

Option for

tfSetTreck Optiong/tflnitTreckOptions. A
bool ean used to globally enable/disable Mobile
IPv6 mobile node Eager Cdl Switching
movement detection agorithm.

Indicates that a L2 handover just completed,
the subnet may or may not have changed.
Refer to tf6MnM oveNatify.

Indicatesthat aL.2 handover just completed but
the subnet did not change. Refer to

tfeMnM oveNatify.
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TM_6_MNME_L3_NEW_SUBNET

TM_6_MNE_HA_REACHABLE

TM_6_MNE_HA_UNREACHABLE

TM_6_MNE_SET_NEW_RTR

TM_6_MNE_RTR_UNREACHABLE

TM_6_MNE_MOVE_FROM_HOME

TM_6_MNE_RETURN_TO_HOME

TM_6_MNBE_HA_REG_SUCCESS

TM_6_MNBE_HA_REG_FAILED

TM_6_MNBE_HA_REG_TIMEOUT

TM_6_MNBE_HA_REG_REFRESH

TM_6_MNBE_HA_DEREG_SUCCESS

52

(ttéM nM oveType) 2

(ttéM nEvent) O

(ttéM nEvent) 1

(ttéM nEvent) 2

(ttéM nEvent) 3

(ttéM nEvent) 4

(ttéMnEvent) 5

(ttéM nBindingEvent)
0

(ttéM nBindingEvent)
1

(tt6M nBindingEvent)
2

(tt6M nBindingEvent)
3

(tt6M nBindingEvent)
4

Indicates that a L3 handover just completed,
the subnet has changed. Refer to
tfteBMnMoveNotify. Normally, the MN will
detect this type of move without this
netification by detecting that the previous
IPv6 default router has become unreachable
using Neighbor Unreachability Detection and
then discovering a new default router that is
on a different subnet, but this method is slow.
Indicates that the home agent is reachable.
Refer to tfeMnStartMobilel p.

Indicates that the home agent is not
responding to us. Refer to
tfeMnStartMobil el p.

Indicates that we have set anew |Pv6
default router. Refer to
tfeMnStartMobil el p.

Indicates that our current |Pv6
default router is unreachable, which
results in the mobile node calling
tfeMnMoveNatify for move type
TM_6_MNME_L3 NEW_SUBNET
. Refer to tfeMnStartMobil el p.
Indicates that we have completed a
move from the home network to a
foreign network. Refer to
tfeMnStartMobil el p.

Indicates that we have completed a
move from a foreign network back to
the mobile node's home network.
Refer to tfteMnStartMobilel p.
Indicates registration with the home
agent was successful for the specified
mobility binding. Refer to

tfeM nRegisterBinding.

Indicates registration with the home
agent failed for the specified mobility
binding. Refer to
tfeMnRegisterBinding.

Indicates the home agent did not
respond to our registration request.
Refer to tfeMnRegisterBinding.

Indicates the mobile nodeis
automatically reregistering before the
mobility binding in the home agent
expires. Refer to
tfeMnRegisterBinding.

Indicates deregistration with the
home agent was successful for the
specified mobility binding. Refer to
tfeMnRegi sterBinding.
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TM_6_MNBE_HA_DEREG_FAILED

TM_6_MNBE_HA_DEREG_TIMEOUT

TM_6_MNBE_HA_BINDING_TIMEOUT

TM_6_MN_NOTIFY_FUNC_NULL_PTR

TM_6_MNB_NOTIFY_FUNC_NULL_PTR

TM_6_MN_DISABLED

TM_6_MN_HOME_NETWORK

TM_6_MN_FOREIGN_NETWORK

TM_6_MN_UNKNOWN_NETWORK

(ttéM nBindingEvent)
5

(tt6M nBindingEvent)
6

(ttéM nBindingEvent)
7

(tt6M nNotifyFuncPtr)
0

(ttéM nBindingNotifyF
uncPtr) 0

(ttéMnStatus) O

(ttéMnStatus) 1

(ttéM nStatus) 2

(ttéMnStatus) 3

Indicates deregistration with the
home agent failed for the specified
mobility binding (which may not bea
real failure). Refer to

tf6M nRegi sterBinding.

Indicates the home agent did not
respond to our deregistration request.
Refer to tfeMnRegisterBinding.

Indicates the specified mobility
binding has expired and been
removed. Refer to

tf6M nRegi sterBinding.

NULL pointer value for the
mnNotifyFuncPtr parameter of
tfeMnStartM obilel p.

NULL pointer value for the
mnBindingNotifyFuncPtr parameter
of tfteMnRegisterBinding.

Indicates mobile node functionality is
currently disabled. Refer to
tfeMnGetStatus.

Indicates the mobile nodeis
operating on its home network. Refer
to tfeMnGetStatus.

Indicates the mobile nodeis
operating on aforeign network. Refer
to tfeMnGetStatus.

Indicates the mobile nodeisin the
process of determining whether it is
at home or away from home (i.e. L3
handover processing). Refer to
tfeMnGetStatus.
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6 Acronyms

This section lists some acronyms that are used in this document, and their meaning.

AP

AR

BA
BCE
BE
BER
BRR

CoA

CoT
CoTl

DAD
DHAAD
HA

HoT
HoTl

Kbm

Ken

g

The MN’slink-layer access point to the network. The AP acts asalink-layer relay that relayslink-layer framesto the
subnet.

Access router. An Access Router isthe last router between the network and the mobile node, i.e., the MN has link-layer
connectivity to the Access Router.

Mobile I Pv6 Binding Acknowledgement message.

Correspondent node Binding Cache Entry. Thisisalso referred to as mobility binding.

Mobile|Pv6 Binding Error message.

Bit error rate, can be used by L2 asameasure of signal quality. BER appliesto either transmit or receive.
Mobile IPv6 Binding Refresh Regquest message.

Mobile IPv6 Binding Update message. “BU” isthe content of the Binding Update packet, excluding (1) the IP header, (2)
any extension headers between the | P header the Mobility Header, and (3) the Authenticator field inside the Authorization
Data mobility option appearing in the packet.

Mobile Node Binding Update List. Thisis used to keep track of the active bindings that the MN has created in the HA
and in CNsfor its home addresses.

Cdlular Digital Packet Data. Thisisapacket dataoverlay over AMPS cellular, technology circa 1996 and soon to become
obsolete. CDPD was an early implementation of Mobile |Pv4 over cellular wireless.

Correspondent Node: anode with which aNM communicates at the application layer.

Care-of address: the temporarily assigned |Pv6 address that a MN uses at the network layer to be able to send packets on
aforeign subnetwork. Thiswill be on the same IPv6 subnetwork as the subnetwork that the MN is physically attached to.

Mobile IPv6 Care-of Test message. Sent by aCN toaMN in responseto a CoTl.

Mobile IPv6 Care-of Test Init message. A mobile node uses the Care-of Test Init (CoTl) messageto initiate the return
routability procedure and request a care-of keygen token from a correspondent node.

Duplicate Address Detection

Dynamic HA Address Discovery

Mobile IPv6 HomeAgent. Thisisthe Mobile | Pv6-aware router on the Mobile Node's home network.
Mobile IPv6 Home Test message. Sent by aCN toaMN in responseto aHoTI.

Mobile IPv6 Home Test Init message. A mobile node usesthe Home Test Init (HOTI) message to initiate the return
routability procedure and request a home keygen token from a correspondent node.

A binding management key (Kbm) isakey used for authorizing a binding cache management message (e.g., Binding
Update or Binding Acknowledgement). Return routability provides away to create a binding management key.

Each correspondent node has a secret key, Kcn, called the “node key”, which it uses to produce the keygen tokens sent
to the mobile nodes.

Thelink-layer part of the protocol stack, which can include the device driver.
MobilelPv6

Mobile Node: an IPv6 node capable of dynamically changing its point-of-attachment to the Internet in such away asto
allow its applications to seamlessly operate over/across a change of 1Pv6 address/subnetwork at the network layer.

I Pv6 Neighbor Unreachability Detection.

Public Key Infrastructure, which makes a specific host’s public key available for aMN to useto establish an | Psec
security association with that host.

ICMPv6 Router Advertisement
Radio frequency (i.e. wireless) mode of operation.

Route optimization
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Return routability

ICMPv6 Router Solicitation

Receive signal strength indicator. Can be used by L2 as a measure of signal quality.
I Psec security association.

IPsec security association database.

I Psec security policy database.

Upper layer protocol (i.e. UDP, TCP).
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