Complete Internet Solutions

Technical Support:
5041 Lamart Drive #240 Riverside, California 92507
Phone: (909) 787-7056 Fax: (909) 787-8803

Corporate Headquarters:
Treck, Inc. 431 Ohio Pike Suite 210 North Cincinnati, Ohio 45255
Phone: (513) 528-5732 Fax: (513) 528-5740

www.treck.com




Treck SNMPUser’sManual

Contents

N gL e o [ o o o SRS 7
IS N L @ Y= PSPPSR 7
L2 IMIIB SETUCKUIE ...ttt etttk h bbb 8 Eeb 18£8 e e et e R £ e R e e h £ E e bt b e A8t b et e e et e e e e et eb e nn e e bt b e nns 8
1.3 SNIMPUL IVIESSAGES ...euveeuteeteeieeseenteeseesseaeesseaseesseessesseesesseesseaseesseaseesseasessseansssseensssseessesseessesnsessenssessenssensennsensennsemeenses 9
R B T 1 <o [17=- I 15 1O SO 10
1.3.2 GEINEXIREGUESI PDU ..ottt sttt e e s et eeseeneeeseesaeeneesaeeneesseentenseentenseenseanenseenennean 10
R S {0 7= I 5 1O SR 10
1.3 4 GEIRESPONSEPDU ......eeeiiceieiieieste et see e st e s e s te e s e tees e s beeseesseeneeeseeeesseesaeeseesseeneesseensesseensenseenseeneensennes 10
G T I =01 15 1 SR 10

1.2 SNIMIPVZ2C IMIESSAJES ....eeveeueeiteeseesteeeesseeeesseeseaseesseaseesseaseesseasesssesssessenssessesssenseenseaseensesseesssasessseansesseensessennsessennsensenns 1
L5 SNIMP SEOUIMLY 1.viviteuiesieeeteeese et e e st te s e teseestes e see e es e seeseeseesesseasenbesaeseesseseeseensesseneeneesenseaseeseabesaeseenseneeneensenseneenennens u
1.6 SNMP Messages Language and ENCOAING RUIES ........cvoeeeriiiiise ettt sn e eaenaenens 13
1.7 SNMP MeSSAgES aNA PDU FOIMMALS ...vveveiteeeisiesieseesieeseeseeseeseeseesessessessessessessessessessessessssssssesessessessessessessessensensensenens 15
1.7.1 SNMPV1 MeSSagesand PDU FOIMMELS .......ccueiereerieeeieieeieteseseestes e seessesseseesseseesessessessessesssssnssessessessessessessnsens 15
1.7.2 SNMPv2c Messages and PDU FOMMELS .....c.veovereeeeeeieieeieiesessesteseseessessessessesessessessessessessessessessessessessessessesens 15
1.7.3 SNMPV3 MeSSagesand PDU FOIMMELS .......ccveiereerieieeeieeeetesessestes e seessesseseesseseesessessessessessessnssessessesssssessnsensens 16
1.7. 4 RECOMMENUEU LITEIGIUIE.. ...ttt sttt sttt st bbbttt et et et e b e neebese et e neebesennenbene e 16
2TrECK SNM PAGENT DESION ..veeueeieeeeeiisiestestesieseestesieseeseeseeses e esessessessessessessessesseseeseeseasesseasesseseeseensessessensensnseeseesessensensenses 17
3TreCk SNM PAQENT DESCIIPLION ..vcveciiiiiiiieieiieseiseteseeseeseeeeseesesses e sesteseesaesseaessessesseseeseeseasesseasessessessensessessensnssesnneesenses 19
000 I o (oY A Ko =T ] [ BT o 1= o OSSR 19
3.1.1Buildingthe SNMPAgent Library (MS-DOSONIY) ....cvvviieerieiiiniesieseesieseeseeeesesesessessessessesseseessessessesesssesenses 2

G2 = L0 T g e € 1= Ao = S 2
G2 I 1 1 10 1T S 2
G 1 1 0000 K 0] o S 2

G LY=o {0 L O TTT U U PP PP 2
S Y LY T o T 1= = (o o TSP 2
I @Y= 4 = T SO S TR 26
O 4 U = g = = OSSPSR 27
3.4.3. VACMCONIEXITADIE ...ttt ettt b e bbbttt b et bt e et ne b e 2
3.4.4.vaemSeCUItY TOGIOUDPTADIE ......ecveee ettt et s e eseeresaestenbesaeseen e e e e enaenennn 0
4.5, VBCMACCESSTADIE ...ttt ettt ekt b e e bt e bbbttt b etk e e b et ettt e e 3
3.4.6.VaCMVIEWTIEEFaMIlY TAIE ... .ecviceie ettt e s s neeresbesaesa e teseeseeneenee e enannennes £
A 01000100 01010 018011 Y 1= = 2 3
OIS IR 010010 N\ (011 1= o) -SSP A
I I 010010 L0 L= o = £3)

O O S a0 g o =T 1= Ao o [ 1= 9]
3.4.10. STMPNOtHFYFIEPrOfIETADIE......ece e re s re e e e s 37
3.4.12. SAMPTAGEIPArAMSTEDIE .....vecvieeicecee et sa et e e e e e e e e e e seeneeneeneerenresneneeneenes 3
RSB I - W [ @o 01T [0 =1 o) o C?)

3.5 RuNNing treCk SNMP WithOUL TIECK TCP/IP ...ttt et sr et e e e e e eneeneens a1
3.5.1. System SettingS N IrAEFS.N: o..viiiee e e eena e enen 1
3.5.2. System-dependent functionsrequired DY SNIMIP: ..o e R

R 8 == o S 43
3.7MIB Compiler and Code GENErator PrOCEAUIES .........coveiiieeeeresieseesesieseesesseseeeeseeeesaesessessessessessessessensessesssssnsesseens P\
A8 V112 o 1 1 = S i\
3.7.2Installing themib COMPIIEL: ..ottt a et sa e r e e e e enaenennes i\
3.7.3 Generating the code With the milb COMPITEN ........cveveiei e i\
3.7.4 Hooking the generated code in the SNIMP @QENL: .......cviv i 45

ST o 01T U= 0] A K 46
3.9 Protocol StaCk-SPECifiC FUNCHIONS ......cieeceieeeeee st r et e st et resaente s tesae e et e e e e enenneeneens 46
3.10 Contents Of the DiStribULION MEAIA ........c.ciuiiriiieiiieee ettt b e e s s a7
L0, L SOUICEFIIES ..ottt s ket ket b e bRttt ne ettt a7
(O 1= (< g T =SSR a7



Treck, Inc.

o | LT a1 G SY R L (= =T 48
R @o (<=0 1= | 011 oSS 29
g I 1000 S 29
R 1010110 S (o o SR 0
4.2 Non-Runtime [NitialiZationN FUNCHIONS .......couiiiiiieie et ettt 51
4.2, 1 tTMOQIfYAULNPASSWOIT .......oecveieieiieesee ettt st e e e e es e se e e eseesessesaesteseesaesestesaenaense e e e eneenenneens 51
A 1Yo o Y TV Y = ST o SRS 2
L 1S S 0] 0] o o S 3
A 1Y oo YA YA D =S SRS 7]
N a1V oo T1 YA = o] o %
A N 1Y oo YA YA = V=SS 5%
A 1S = (0 [0 S = 1 - TS 57
4.3 ConfiguratioN API FUNCLIONS .......oveuieireeti it e et teste st se e aes e e e e eseesenseesestesteseeseensesaeseensenaeneenennens 3
G 30 1 1 7o o[ @20 30 T /S 3
T 7 1 o (o =" o] = 1Y/ USSR %
E G I 1 D= L (T AN o= /SRS 60
Gy 7N (o (@000 01U a1 AL =o)L= =Y SR 61
LY 1= 1= (= @0 1010 01111 1Y/ 63
4.3.6 tfDEleteCOMMUNITY TADIEENIY ....ecveieiiesiecese ettt sttt s e e e e e e e s e eseeseesensesnesrenreneennens &4
A 1= L (= @1 L= X1 = 1Y/ ST 6b
E R L 1D T= [ (=SS o2 €1 (00 o) = 1 S 66
EC e 1T L (= I o L1/ 67
LG (0L 11 T= 1= (=W S g1 g1 S 68
I I D = (= xS 70
4.3.12 tF DI SPIAYACCESSENLIY ..ttt sttt ettt e tesae st e be s eeseene e e e e eneenee e eneesensensessensennennnns 71
T B 1 D TS0 = YO0 (=1 =11 Iz
4.3 14 DIl @y SEC2GTOUPENLIY «..vveveeeeeeeetesiestesteieseessesteeeseeseeseeseeseesessessessessessessesessessessessessessesensessessensessessensensessens 3
E G B 1 TS o YA VS ] = SRR 74
G K D TES o = VSV I L o S 1)
B I i B TES o YA S o] 1 o T 76
RS ui B TES o] YA S @ o] o 1 o 7
FEC R Re R u BIES o F= VSV I o o] o S 8
FC 0 1 B TES o = VSV == S el
i DS o = YA I == 1 SR &
EC T 1B o= VAU 0] =Y/ S 8L
FC 2 Y 11 o] YAV A = 11 SRS 152
4,324 INSEITA CCESSENILIY .veviieeteetesie st te e st e et et et e e e se et s seseestestese e ees e e e e eneeseeseeseeseeaeaseeeeseeseensenseneenenneenennens 8
EC N ui [ = (O 1= 1S &
4,326 tFINSETSEC2GIOUDENIIY ...veveteieseeteieseetesteseeeeseeses e esestessessessesteseesessessesseneeseeseeseesesseasessessessensenseseensnnsensensnns &
v 1S = (0 0] =11 YRR 87
EC TS 1 101S = A4 L 011 S &
G302 B 1Y, oo T3 Y@ 0T g SR PD
ZC TG 01 111 Ko o [ YA VS ] = SRR a
L TG R 1Y, Koo 1 YA VA I o= 1 o o SRS R
LG 7 11V o o [ YAV N\ = 1 1= PSS °¢]
EC T R 1 \Y [T TN VLI =0 = 1Y/ USSR A
FC 77w N[0 N (o I =0 1Y/ S b
EC N 1 N[0 B 1= L= (= = o] =Y/ 97
4,336 tTNGDISPIAY TIAPENIIY ..eeveeveeteeeeeeetese et sttt e e e e se e s e sesseetessessestesteseeseensenae e eneeneeneeneesensensessenseseesnnns B
LG A v\ 1Y oo Y I = o) =11 Y D
4.4 Protocol Stack-SPECITIC FUNCLIONS........ciiiiisiese sttt st et se et e e e e e s ene e e eseesenneenenrenrenes 100
A A L GEINUMDENTTS ...ttt b e sttt e et sttt b et b etk e et e ettt e b e 100
A A2 I CMPGIOUPINTOGEL ....vveveieeseieiesie e ee st et ee et e et s e seete e s eestesteseeseesseee e eseeseeseeseesessessenseseesaesaenseenneenennennen 101
e R {00 o] a0 SRS 103
Ly oY Ao o [ = = 1Y T 106
Y L0 1H o o= SRS 107
4. 4.6t PROULETADIEENINYGEL .....eviveiieseiieie e ste ettt sttt st et e e e eseese e e eseesessesseeteseesaesaeneeenneenennnann 109



Treck SNMPUser’sManual

A AT EN2MTADIEENIIYGEL ...ttt se et s e e e et ese e seeae s e e nessesese e sensesenenensesenenenensnnn 110
S e oL T0 LW g o S 112
E e N o o = = 1 VL = SRS 114
L (0L 1 L8 o 0 o1 o] g (o] 7= SR 116
R a0 o o N = o= g Y= S uz
T ALY ] (=0 TS SRR 119
3 1 A0V 1= o S 120
N Y S ] o) o = 1Y 21
VA1 C= NN P22 =11 122
R A AV 1 (= x5 = =SS 124



Treck, Inc.




Treck SNMPUser’sManual

1 Introduction

1.1 SNMP Overview

The Simple Network Management Protocol (SNMP) istoday the de-facto industry standard to manage devices on data
communication networks, telecommunication systems and other globally reachable devices. Practically every organization
dealing with computers and related devices expects to be able to monitor, diagnose and configure each such device from a
central Network Operations Center (NOC). In order to do so, the applications at the NOC need to actively interact with the
managed heterogeneous devices spread all over the organization and beyond, often across continents. SNMP is the
protocol that enables these interactions.

The SNMP architectural model consists of the following key elements:

e Management station

*  Management agent

e Management information base (MIB)
*  Network management protocol

The management station istypically a stand-alone device, but it may be a capability implemented on a shared system. In
either case, the management station serves as the interface for the human network manager into the network management
system. At aminimum, the management station will have:

A set of management applicationsfor thedataanayss, fault recovery, etc.

A user interface by which the network manager may monitor and control the network.

The capability of translating the network manager’s requirementsinto the actual monitoring and control of remote
elements of the network.

A database of information extracted from the MIBs of all the managed entitiesin the network.

Only thelast two elements are the subject of SNM P standardization.

The other active element in the network management system is the managed agent. Key platforms, such as hosts, routers
or switches, may be equipped with SNM P agents so that they can be managed from a management station. The managed
agent responds to requests for information and actions from the management station and may asynchronously provide
the management station with important but unsolicited information.

Resources in the network may be managed by representing these resources as objects. Each object is adata variable
representing one aspect of the managed agent. The collection of objectsisreferred to asas MIB. The MIB functionsas a
collection of access points at the agent for the management station. A management station performs the monitoring
function by retrieving the value of MIB objects. A management station can cause an action to take place at an agent or
can change the configuration settings at an agent by modifying the value of specific variables.

The management station and agents are linked by the SNMP protocol, which includes the following capabilities:

»  Enabling the management station to retrieve the value of objects at the agent
e Enabling the management station to modify the value of objects at the agent
»  Enabling the agent to notify the management station of significant events.

Thefirst SNMP version (SNMPv1) wasintroduced in the late 1980s and is a de-facto standard for multi-vendor network
management. SNM Pv2c (1992) provided more functionality and greater efficiency than SNMPv1 by expanding on error
identificationsand by introducing the GETBULK operator. It alsointroduced asimplified TRAPformat. The functionality
of SNMPv3 (finalized 1999) isdefinedin RFCs 2570-2575.
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1.2 MIB Structure

MIBsare either standard or proprietary. Standard MIBs are published by the Internet Engineering Task Force (IETF) as
Requests For Comments (RFCs) (see http://www.rfc-editor.org/rfc.html). Proprietary MIBs can be designed and
implemented by any organization aslong asthe MIB is defined under an enterprise specific object 1D (see below). Of all
standard or proposed standard MIBs, the group of managed objects known as MIB-I11 is the most basic and the most
popular MIB. All SNM P agentsimplement asubset of MIB-11 (someMIB-1I components are optional for most systems
and some componentswere deprecated by later RFCs). MIB-11 isdefinedin RFC 1213.

MIB isarooted tree structure that contains globally unique object identifiers (OIDs). To describe an object, you walk from
the root of the tree through the branches to the object, concatenating | SO numbersfor OID or text strings for Object
Descriptors. While walking through the tree, subordinate limbs may be sparse. Thisallowsfor private MIBsto be
attached to the standard MIB in any fashion. From an unlabeled root, the limbsin the internet tree are shown below:

A specific instance of aMIB element is defined by its position in the rooted tree, followed by a string specifying its
instance.

Examplel
Part of the MIB-I1 isacount of how long adevice has been up. The Object ID for thiselement is:

i so.org.dod.internet.ngnt.m b. system sysUpTi ne
1.3.6.1.2.1.1. 3

In addition to knowing its Object ID, the instance must be specified. Thereisonly one system group per “mib view”, so a
zero is appended to the Object ID to specify thisinstance of sysUpTime. The objects with this property are called scalar
objects, or scalars.

i so.org.dod.internet.ngnt.n b.system sysUpTi ne. 0
1.3.6.1.2.1.1.3.0

Example2
Another part of the MIB-I1 isacount of how many octets adevice hasreceived. The Object ID for thiselement is:

iso.org.dod.internet.ngnt.nib.interfaces.ifTable.ifEntry.iflnCctets
1.3.6.1.2.1.2.2.1.10

In addition to knowing its Object 1D, the instance must be specified. Since devices may have more than oneinterface, the
interface number is appended to the Object ID. The objects with this property are called tabular objects

iso.org.dod.internet.ngnt.nib.interfaces.ifTable.ifEntry.iflnCctets.interfacel
1.3.6.1.2.1.2.2.1.10.1

The instance does not have to be indexed by an integer. Various M1Bs define tables with octet strings, | P addresses, and
OlDsasindices. Theindex does not have to be simple and may consists of anumber of fields. For example, the TCP
Connections Table of MIB-I1 isindexed by local address (type | P address), local port (type integer), remote address (type
| P address), remote port (typeinteger) —in that order.

The enterprisesnodeisdefined asOID i so. org. dod. i nternet. private.enterprises (1.3.6.1.4.1).
All proprietary MIBs are attached to this node via Private Assigned Enterprise Numbers which are issued by IETF
following the request from an organization. For example, all Cisco M1Bs contain the enterprise number 9, and Cisco pathis
1.3.6.1.4. 1. 9,Oracleisunder enterprise number 111, etc. Close to 10,000 enterprise numbers areissued to date. The
private enterprise numbersarelisted in RFC 1700.
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1.3 SNMPv1 Messages

All SNM P messages contain a Protocol Data Unit (PDU) as a part of the message. Each PDU includes variable bindings
field(s) by which the requested object is defined. Each variable bindings (varbind) field consists of two entities: the
identity (basically OID) and the value. The number of varbindsinaPDU isnot limited.

The SNMPv1 definesfive type of PDUs. These PDUs are:

e GetRequest PDU

e GetNextReguest PDU
e SetRequest PDU

e GetResponse PDU

e TrapPDU

Of these, the first three may be issued only by a manager, and the last two only by an agent.
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1.3.1 GetRequest PDU

The manager issuesthis PDU when it knowsthe exact OID of the variableitisgoing to retrieve. For example, inthe
exampl e above, the manager may issuethisPDU to get sysUpTimewiththefollowingOID: 1. 3. 6. 1. 2. 1. 1. 3. 0. If,
on the other hand, the manager asksfor 1. 3. 6. 1. 2. 1. 1. 3, t he agent would respond with an error since it
won't be ableto find avariable with the indicated OID. The valuefield inthe varbindsis set to zero in GetRequest PDU.

1.3.2 GetNextRequest PDU

ThisPDU isalmost identical to the GetRequest PDU. The only differenceisthefollowing: In the GetRequest PDU, each
variablein the varbindsfield refersto an object instance whose valueisto be returned. In the GetNextRequest PDU, for
each variable, the agent isto return the value of the object instance that is next in lexicographical order. This difference,
though, has tremendous implications. It allows the manager to discover the structure of aMIB dynamically. It also
provides an efficient mechanism for searching a table whose entries are unknown. Suppose the manager does not know
anything about the MIBs the agent implements. The manager might start with issuing GetNextReguest with the varbind
identity field(OID) .1. Since any path in the MIB tree must contain the root, this request is guaranteed to succeed.
Suppose further, the agent responds with the lexicographically next object 1. 3. 6. 1. 2. 1. 1. 1. 0 (sysDescr) and
the corresponding value field. The manager then issues a new GetNextReguest with theOID 1. 3. 6. 1.2.1. 1. 1. 0.
If the agent implements all object in the system group of MIB-I1 (asit should), it respondswith1. 3. 6. 1.2.1.1.2.0
(sysObj ect | D). Themanager issues another GetNextRequest withtheOID 1. 3. 6. 1. 2. 1. 1. 2. 0 and soon.
This strategy allows the manager to retrieve the entire MIB, and the end is signaled by the agent when it issues the error
code noSuchName (see error code definitions below). The valuefield in the varbindsis set to zero in GetNextRegquest
PDU.

1.3.3 SetRequest PDU

ThisPDU isused by amanager to write an object value. Thusthe varbinds list in the SetRequest PDU include both OID
and avalueto be assigned to each OID listed. Asin GetRequest PDU, the manager must know the exact OID of the
variableit isgoing to set.

1.3.4 GetResponse PDU

This PDU isissued by the agent in response to GetRequest, GetNextRequest and SetRequest PDUSs. In the response to
the first two, the agent simply populates the value field of the varbinds, and in case of the SetRequest, the varbinds list is
returned unchanged.

1.3.5 Trap PDU

ThisPDU isissued by the SNMP agent to provide the manager with an asynchronous notification of some significant
event. The manager isresponsible for catching and interpreting a Trap PDU. The traps may be generic or enterprise-
specific. Thefollowing generic traps are defined:

e coldStart (value 0). The agent must send thistrap oninitialization

e warmStart (1). The agent sends thistrap when itisinitialized in such away that its configuration and protocol
implementation isnot altered.

e linkDown (2). Failure of one of the communication links.

e linkUp (3). One of the communication links has come up.

e authenticationFailure (4). The agent received aPDU that failed authentication.

» egpNeighborLoss(5). Only for devicesimplementing EGP protocoal.

e enterpriseSpecific (6). Some specific event defined in the enterprise MIB has occurred.

Each trap PDU contains generic-trap and specific-trap fields. For generic traps 0 — 5 above, the specific-trap field is set to
zero, and for an enterprise-specific trap thisfield is set to the value defined in the enterprise MIB.

10
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1.4 SNMPv2c Messages

In addition to the messages defined in SNMPv1, SNMPv2 defines GetBulkRequest. Its purposeisto minimize the number
of protocol exchangesrequired to retrieve alarge amount of management information. The GetBulkRequest uses the same
selection principle asthe GetNextRequest, i.e. selection isaways of the next object instance in lexicographical order. The
differenceisthat, with GetBulkRequest it is possible to specify that multiple lexicographical successors be selected. Itis
achieved through the use of two field in the PDU: non-repeaters and max-repetitions. The non-repeaters field specifiesthe
number of variablesin the varbindslist for which asingle lexicographical successor isto be returned. The max-repetitions
field specifies the number of lexicographical successorsto be returned for the remaining variablesin the varbinds list.

SNMPv2 specification also includes a Report PDU, but without adefinition of how and when to useit. Thisagent utilizes
the Report PDU to convey SNMPv3 security violations (see below).

1.5 SNMP Security

SNMPv1 and SNMPv2c provide only very limited security protection in form of acommunity field whichisapart of every
SNMP message. The community field isa printable octet string, usually with the length not exceeding some predefined
maximum, and functions similar to apassword. Most of the agentsimplement different communitiesfor retrieval and
modification operations, though thisis not explicitly required by the protocol. The agent may choose to accept more than
one community for each operation. Thisisimplementation—dependent. The manager(s) and the agent(s) have to agree by
means outside of the SNMP protocol on which communities will be accepted to authenticate the message. Upon receiving
the SNM P message, the agent compares the community field in the incoming message with those to which it was
configured, and, if amatch is found, considers the message properly authenticated and continues with processing. If no
match is found, the agent stops processing, and does not issue the GetResponse PDU. The manager may request to be
notified of such events by setting snmpEnableAuthenTraps object of MIB-I1 to ‘enabled’. In this case, when
authentication failure occurs, the agent issues an authenticationFailure trap to the manager 1P address(es) for which it
was configured.

The SNMPv3 protocol wasintroduced to correct the weak security protection of SNMPv1 and SNMPv2c. Specifically
SNMPv3 protects against the following principal threats:

e Maodification of information. An entry could alter an in-transit message generated by an authorized entry in such
away as to effect unauthorized management operations, including the setting of object values. The essence of
thisthreat isthat an authorized entity could change any management parameter, including those related to
configuration, operations, and accounting.

e Masquerade. Management operations that are not authorized for some entity may be attempted by that entity by
assuming the identity of an authorized entity.

*  Message stream modification. SNMP is designed to operate over a connectionless transport protocol. Thereisa
threat that SNM P messages could be reordered, delayed, or duplicated to effect unauthorized management
operations.

e Disclosure. An entry could observe exchanges between a manager and an agent and thereby |earn the values of
managed objects and learn of notifiable events.

11
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SNMPv3 isnot intended to secure against the following threats:

e Denial of service. An attacker can prevent exchanges between manager and agent.
e Traffic analysis. An attacker can observe the general pattern of traffic between manages and agents.

The protection that SNMPv3 provides against the four threats listed above is achieved through the use of the User-
Based Security Model and the View-Based Access Control Model.

The Used-Based Security Model (USM) isdefined in RFC2574, and consists of :
e Authentication. Provides data integrity and data origin authentication. The message authentication code,
HMAC, with either the hash function MD5 or SHA-1, provides authentication.

e Timeliness. Protects against message deley or replay.

e Privacy. Protects against disclosure of message payload. The cipher block chaining mode (CBC) of DESisused
for encryption.

e Message format. Defines format of msgSecurityParameters field, which supports the functions of authentication,
timeliness and privacy, and contains the following elements:

1 msgAuthoritativeEnginel D. A uniqueidentifier of an SNMPentity.

2. msgAuthoritativeEngineBoots. Represents the number of times that this SNM P engine hasinitialized
itself sinceitsinitial configuration.

3. msgAuthoritativeEngineTime. Represents the number of seconds since this authoritative SNMP engine
last incremented the msgA uthoritati veEngineBoots object.

4. msgUserName. The principal on whose behalf the message is being exchanged.

5. msgAuthenticationParameters. HM A C message authentication code, or null if authentication is not
used.

6. msgPrivacyParameters. A value used to form theinitialization vector in the DES CBC algorithm.
»  Key management. Defines procedures for key generation, update and use.

In addition, each SNMP entity maintainsaM 1B, usmUser group, which consistsof asingle scalar object,
usmUserSpinLock, and a so thetable usmUser Tabl e which contai nsinformation about authorized users.

The View-Based Access Control Model (VACM) isdefined in RFC2575 and containsthe following elements:

e Groups. Definesaset of zero or more <securityModel, securityName> tuples on whose behalf SNMP
management objects can be accessed.

e Security Level. The accessrights for groups.

e Contexts. A subset of the object instances in the local MIB, providing away of aggregating objectsinto
collectionswith different access policies.

» MIB views. Defines the set of rulesto restrict the access of particular groups to a subset of the managed objects.
e Access Policy. Enforces sets of access privileges for different users.

Each SNMPentity maintainsaVVACM MIB which consists of the following tables:

* vacmContextTable

e vacmSecurityToGroupTable

* vacmAccessTable

e vacmViewTreeFamilyTable and vacmViewSpinL ock scalar object.

12
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1.6 SNMP Messages Language and Encoding Rules

SNMP operations occur through message exchange over a message transport service. That calls for a unified message
format. Out of existing formal languages (XDR is one example), the SNM P protocol adopted a subset of the Abstract
Syntax Notation One (ASN.1) language (standardized by CCITT, X.208, and | SO, 1SO 8824). Thisformat, called an abstract
syntax, is independent of the representation of data on any particular computer system. Three kinds of managed objects
aredefinedinASN.1:

1 Types. Definethenew datastructures. ASN.1 typesinclude: BOOLEAN(L), INTEGER(2), BIT STRING(3), OCTET
STRING(4), NULL(5), SEQUENCE OF(16), OBJECT IDENTIFIER(6), €tc.

2. Vaues. Instances of atype.
3. Macros. Used to change the actual grammar of ASN.1

ASN.1 hasonly one “operation”, the assignment statement which usesthe “::=" operator. All comments begin with two
hyphens “—" and end either with another set of hyphens or with the end of line character.

Examplel

Status ::= INTEGER { up(1l), down(2), testing(3) }

myStatus Status ::= up —1

To transmit amessage, it must be first converted into astring of octets. A transfer syntax specifies the format of the
converted data. SNM P protocol uses a subset of the Basic Encoding Rules (BER) (standardized by CCITT, X.209, and
SO, 1SO 8825) to define the format of encoded (serialized) messages. The encoding is based on on the use of type-length-
value structure. That is, any ASN.1 value can be encoded as a triplet with the following components:

e Tag: indicatesthe ASN.1 type.
e Length: indicates the length of the actual value representation
e Vaue: represents the value of the ASN.1 type as a string of octets.

Thetag field consists of eight bits (most significant bit is 8, least significant bit is 1), with the bits 8,7 denoting class—
Universal {00}, or Application{ 01}, or Context-specific{ 10}, or Private{ 11} ; bit 6is“f” bit indicating Primitive{ 0} or
Constructed { 1} ; bits 5 to 1 denote the tag number. Some defined tag numbers are:

Type Tag Class TagNumber  Valueof TagField
INTEGER/Integer32 UNIVERSAL ox2 ox2
OCTET STRING UNIVERSAL x4 x4
NULL UNIVERSAL (0703) 0709)
SEQUENCE UNIVERSAL ox10 0x30
IpAddress APPLICATION ox0 0x40
Gauge/Gauge32 APPLICATION o2 42
TimeTicks APPLICATION o33 0x43

Note that SEQUENCE isthe only constructed (versus primitive) typeinthislist.
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Some examples of ASN.1 encoding:

14

1

type is I NTEGER, value = 100 (decinmal)
Encodi ng:

Tag (1 octet): 0x02

Length (1 octet) 0x01

Val ue (1 octet) 0x64

type is OCTET STRING, value = “Treck”

Encodi ng:

Tag (1 octet) 0x04

Length (1 octet) 0x05

Val ue (5 octets) 0x45, Ox6c, 0x6d, 0x69, 0x63

type is | pAddress, value = 192.168.100.9
Encodi ng:

Tag (1 octet) 0x40

Length (1 octet) 0x04

Val ue (4 octets) 0Oxc0O, Oxa8, 0x64, 0x09

type is NULL

Encodi ng:

Tag (1 octet) 0x05
Length (1 octet) 0x00
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1.7 SNMP Messages and PDU Formats

1.7.1 SNMPv1 Messages and PDU Formats
The SNMPv1 message consists of threefields, encoded in ASN.1 format:

e Version—INTEGER withthevaueO
e Community string—OCTET STRING
PDU-SEQUENCE OFfidds

Two PDU formats are defined, one for GetRequest, GetNextRequest, GetResponse and SetRequest, and another for Trap.

The Request or Response PDU consists of the following fields, encoded in ASN.1 format:
*  request-id—INTEGER
* error-status—INTEGER
e error-index- INTEGER
e variable-bindings— SEQUENCE

Therequest-id field isfilled by theissuer of GetRequest, GetNextRequest, or SetRequest (the manager). In GetResponse
message thisfield remainsidentical with the corresponding request message. Thisfield allows the manager to separate
duplicate responses for the same request from responses for other requests. The error-status and error-index fields are
zeroed in the request messages, and filled in by the agent in GetResponse if the execution of the request resultsin error.
For the definitions of error-status val ues see RFC 1157. The error-index field pointsto the variable-bindingsfield causing
theerror, and is 1-based.

Thevariable-bindingsfield consists of asequence of V 1-VarBind. Each V 1-VarBind consists of two fields, encoded in
ASN.1format:

e identity—OBJECT_IDENTIFIER
e vaue—depends on ASN.1 type of value

TheTrap PDU consists of thefollowing fields, encoded in ASN.1 format:
e enterprise- OBJECT_IDENTIFIER
e agent-addr — IpAddress
e generic-trap—INTEGER
e specific-trap—INTEGER
e time-stamp—TimeTicks
e variable-bindings— SEQUENCE

Theenterprisefield relaysthe agent identity. For example, if the company Generic Networks obtained the Enterprise
Number 8888 from IETF, and they manufacture three type of products (bridges, routers and hubs), and the product router
contains five different categories, then the agent in the category 4 of the router product might be assigned the enterprise
.1.3.6.1.4.1.8888.2.4. The agent-addr field containsthe | P address of the agent issuing the trap, or the address of a network
entity on whose behalf the agent issued the trap.

1.7.2 SNMPv2c Messages and PDU Formats
The SNMPv2c message consists of three fields, encoded in ASN.1 format:

e Verson—INTEGERwiththevaluel
e Community string—OCTET STRING
e PDU-SEQUENCE OFfidds
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Two PDU formats are defined, one for GetRequest, GetNextRequest, GetResponse, SetRequest, Report and Trap, and
another for GetBulk.

Thefirst typeisidentical withthe SNMPv1 Request or Response PDU, and the second isalmost identical,
except that the meanings of fieldserror-status and error index becomes non-repeaters and max-repetitions.
Theerror-status val ues have been expanded in SNMPv2. For the definitions of error-status val ues see RFC
1905.

1.7.3 SNMPv3 Messages and PDU Formats
The SNM Pv3 message consists of thefollowing fields, encoded in ASN.1 format:

e msgVersion—INTEGER withthevalue3

e msyGlobalData
msglD—INTEGER
msgMaxSize—INTEGER
msgHags— INTEGER
msgSecurityModd - INTEGER

*  msgSecurityParameters
msgA uthoritativeEnginel D —OCTET STRING
msgA uthoritativeEngineBoots- INTEGER
msgA uthoritativeEngineTime—TimeTicks
msgUserName - OCTET STRING
msgA uthenticationParameters- OCTET STRING
msgPrivacyParameters- OCTET STRING

e ScopedPDU (plaintext or encrypted)
ContextEnginelD —OCTET STRING
ContextName—OCTET STRING
PDU —SEQUENCE OFfields

For thefull definitions of fieldsin SNMPv3 message, see RFC 2572 and RFC 2574. The PDU format isidentical to that of
SNMPV2]

1.7.4 Recommended Literature
1 “Understanding SNMPMIBSs’, by David Perkinsand Evan McGinnis, Prentice Hall, 1997

2 “SNMP,SNMPv2, SNMPv3, and RMON 1 and 2", byWilliam Stallings, 3 edition, Addison-Wesley, 1999

3 “Abstract Syntax Notation One (ASN.1). The Tutorial and Reference”, by Douglas Steedman, Technology
AppraisasLtd., 1993

4. “TheSimpleBook.An Introduction to I nternet Management”, by Marshall Rose, 2™ edition, Prentice Hall, 1994
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2 Treck SNMP Agent Design

Treck SNMPAgent isan embedded trilingual (v1/v2c/v3) SNMPagent fully independent of processor, RTOS and devel opment
tools. It is an extensible agent allowing adding an unlimited number of MIBs to the code automatically by running Treck
Automatic Code Generator. Treck SNMPAgent isfully compliant to thefollowing RFCs:

e RFC1155: SNMPand SNMPMIB

 RFC1157: SNMP, verson1

* RFC1212: Concise MIB definitions

e RFC1213: MIBII for TCP/IP

e RFC1215: Conventionfor defining trapsfor use with the SNMP
e RFC1901: Introductionto Community-based SNMPv2

e RFC1902: Structureof Management Information (SM1), v2

* RFC1903: Textua Conventions

* RFC1904: Conformance Statements

e RFC1905: Protocol Operations

e RFC1906: Transport Mappings

e RFC1907: Management Information Base

* RFC1908: Co-existence between Version 1 and Version 2

e RFC2571: AnArchitecturefor Describing SNM P Management Frameworks
 RFC2572: Message Processing and Dispatching for SNMP

e RFC2574: User-hased Security Model (USM) for SNMPv3

*  RFC2575: View-based Access Control Model

The agent can be compiled as v1 only (#define TM_SNMP_VERSION 1), or as a hilingual v1/v2c (#define
TM_SNMP_VERSION 2), or asatrilingual vl/v2c/v3 (#defineTM_SNMP_VERSION 3). When compiled asv1, the agent
acceptsonly SNMP v1 messages and issues v1 traps. When compiled as bilingual, it accepts vl aswell asv2 messages and
issues responses accordingly. It sends both v1 and v2 traps to the configured trap sinks. In the trilingual mode it accepts all
three version messages and issues trapsin al three formats.

Treck SNMPAgent supports two architectural models of operation:

e Non-blocking SNM P Agent: Incoming SNM P packets are delivered to the SNM P agent in-line, which meansthe
UDP directly calls the SNMP via a subroutine call. The SNMP parses the SNM P packet, and returns a response
immediately, in asingle passthrough the TCP/I Pstack. Note that thisal so forces anon-blocking implementation of
the SNMP agent. Thisarchitectureiswell suited to implementationsin which all variablesmanaged viaSNMP are
readily available, which istypical of single-board systems.

e Multi-tasking Agent: Requiresan SNMPtask to process SNM P messages. The operating system or RTOS startsa
task that bindsitself to the SNM P port. Once an SNM P packet is parsed by UDP stack, it is put on the receive queue
of the SNMP socket. The SNMPtask is put in aready-to-run state. The SNM P task reads the SNM P packet off the
receive queue, processes the request, and calls the UDP transmit routines to send the response. This decouplesthe

SNMP processing from the operating system processing, and thus simplifies debugging.

The following features highlight the advantages of Treck SNMP Agent design.

e Compact codesize. Care wastaken to reduce the agent code size: thevl/v2c code RAM sizeis48K, ROM 14.5K;;
17
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for the v1/v2c/v3 code the corresponding figuresare— RAM 110K, ROM 18.6K. In both cases stack size required
does not exceed 2K. These figures can be reduced if full compliance to the corresponding RFCsis not required.

Optimized SET request processing. Normally the agentsrequire four to five passesto processa SET request.
Due to a unique Treck SNMP Agent design, this agent does it in only two passes. During the first pass two lists
aredynamically built —one collecting all variable bindingsin the SET request, together with the existing
instances of these bindings, to allow aclean rollback in case an actual setting of the variable failsin the second
pass. Another list collects all variable bindings with the read-create clause, and at the end of the first pass the
decision is made whether the request relating to a conceptual row table operation isvalid. If so, and the request
isto create a non-existing row, the row is created immediately and populated during the second pass. If itis
found at the end of the first pass that a violation took place, or an operation is requested on an object with other
than read-create clause, no second pass becomes necessary, and the response PDU with the indicated error is
built right away. Any number of different row or tables operations can be processed.

Optimized and unified sear ch of tableand scalar objectsfor GET and GETNEXT requests. A standard function
with two argumentsis called each time the table or the group object isto be accessed. The first argument isthe
flag indicating if an exact match is requested, and the second is the pointer to the corresponding structure with
the index pointing to the specific row (groups are considered tables with one row). The function returns success
if therow isfound (exact match), or thelexicographically next row isfound (non-exact match). Thefunction
returnsfailureif therow isnot found (exact match), or thereisno next row in the table (non-exact match). The
sorting based on table index of any complexity is doneinline inside the function in two passes and does not
involve dynamic memory allocation. In case of success the functionsfillsthe related structure with the row
object instances.

Separate processing of SNM P v3 messages. At the onset the agent finds out if the request isv3, and if so, the
processing (authentication, privacy, access control, timeliness and other checks) is done separately, then merged
with the regular variable bindings processing, and then separated again to build a specific v3 response.

TheConfiguration API functionsenablethe user to add / modify / del ete the vital parametersat runtime. The
example would be changing communitiesfields or trap sink addresses while the agent is running.

Treck Automatic Code Gener ator based on thelibsmi M1B Compiler which adds necessary code based on MIB
files to the core agent. The SNMP stub functions to get and set M1B objects and rows creation and deletion stub
functions are generated, so the devel oper unfamiliar with the SNMP protocol canfill in theimplementation-
dependent code inside these stubs. An unlimited number of MIBs can be added to the agent this way, with two
source and two header files per MIB added to the code. The devel oper has to be concerned with only one
source file containing stub functions.
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3 Treck SNMP Agent Description

Theitemsin this Chapter describe building of an agent, running the agent, specific macros, testing the agent, MIB
Compiler and Code generator, configuration API properties, and protocol stack independent functions.

3.1 How To Build the Agent
The SNM P agent can be built as SNM Pv1-only agent, or SNMPv1/v2c bilingual agent, or full SNMP v1/v2c/v3 trilingual
agent.

If the agent isbuilt as SNMPv1, it will recognize and respond only to SNMPv1 messages, the eror-status field being used
asdefined in RFC 1157, and issue only SNMPv1 traps.

If the agent is built as SNMPv1/v2c, it will recognize SNMPv1 and SNM Pv2c messages and respond accordingly. The
error-status field in SNMPv1 GetResponse messages conforms to the definitionsin RFC 1157, and in SNMPv2c responses
tothosein RFC 1905. Thetrapsareissued both in SNMP1 and SNMPv2c formats.

If theagent isbuilt as SNMPv1/v2c/v3, it will recognize SNMPv1, SNMPv2c and SNM Pv3 messages and respond
accordingly. The error-status field in SNM Pv1 responses conformsto the definitionsin RFC 1157, and in SNM Pv2c and
SNMPv3 responsesto thosein RFC 1905. Thetraps areissued in SNMP1, SNMPv2c and SNMPv3 formats.

To enable SNM P agent functionality with the Treck TCP/IP stack, you must edit your trsystem.h file, and uncomment
exactly one of the following macro definitions corresponding to whether you want SNM Pv1-only agent, or SNMPv1/v2c
bilingual agent, or full SNMPv1/v2c/v3 trilingual agent:
/ *

* Unconment the following Iine for SNWPv1l only.

* (SNWP option only.)

*/
/* #define TM SNMP_VERSION 1 */

| *
* Unconment the following [ine for SNMPvl and SNMPv2c (bilingual).
* (SNWP option only.)

*/
/* #define TM SNMP_VERSI ON 2 */

| *
* Unconment the following [ine for SNMPvl, SNWMPv2c and SNWMPv3 (trilingual).
* (SNWP option only.)
*/
[ * #define TM_SNVMP_VERSION 3 */
Additionally, if you want the SNMPAgent to support GETNEXT requests with the M1B-11 tablesipNetToM ediaTable
(ARPcache), ipRouteTable (Routing table), udpTable (UDP listening sockets) and tcpConnTable (TCP sockets), then you

will also need to #definethe TM_SNMP_CACHE macro in your trsystem.h file. After you make these changesto your
trsystem.h file, you will need to do afull recompile of both the Treck TCP/IP stack and the SNM P Agent source code.
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3.1.1 Building the SNMP Agent Library (MS-DOS only)

If you are building the Treck TCP/IP stack on aM S-DOS platform, then you may be using the provided MS-DOS batch
filesdescribed inthe Treck TCP/IP user documentation (refer to chapter 4 “Integrating Treck Real-Time Protocols Into
Your Environment”, section “ Step 3 Creating the Build Command (.BAT) Filesfor aDOS Environment and Building the
Library”). A couple of new batch files are provided with the SNMPAgent to assist you in compiling the SNMP Agent
code and building a SNMP Agent object library to link your application against. These batch files are located in the
treckbin subdirectory of the SNMP Agent product CD.

sampd.bat
You execute snmpd.bat in the directory that has the SNMP Agent source files, and it compiles the SNMPAgent
source code. This batch file takes two parameters:

* Parameter 1: thenameof thetier 1 .BAT fileto use. Thisisthe* compiler utility primitive’
described by the Treck TCP/IPuser documentation.
e Parameter 2: the optiona #defineto passto the compile onthecommandline.
sampdlib.bat
You execute snmpdlib.bat in the directory that has the SNMP Agent source files (also, the compiled object files
created by snmpd.bat), and it inserts the compiled object filesinto the SNMP Agent object library. This batch file
takestwo parameters:

» Parameter 1: thenameof thetier 1 .BAT fileto use. Thisisthe®library utility primitive” described by
theTreck TCP/IPuser documentation.
» Parameter 2: thenameof thelibrary to create.

3.2 Running the Agent
The user can start or stop the agent by calling tfSnmpdMain or tf SnmpdStop respectively. The user needs to #include the
header filetrapi.hintheir code which callsthese APIs.

3.2.1tfSnmpdMain
The user callstfSnmpdMain to initialize the agent and and start listening for the incoming messages. tfSnmpdMain can be
either blocking or non-blocking, as specified by the last parameter.

3.2.1.1BlockingMode

tfSnmpdMain should be called from atask. tfSnmpdMain will not return unless a system error occurs or is stopped
by tfSnmpdStop, and will wait for and respond to incoming messages, and execute the code in the context of the
calling task. Choose blocking mode if you are using aRTOS/Kernel and prefer to run the SNMPAgent as a separate
task.

3.2.1.2Non-Blocking M ode
tfSnmpdMain will returnimmediately after initialization, and reception, processing and response to SNM P messages
occurs afterwardsin a socket callback function. Choose non-blocking modeif you do not have aRTOS/Kernel.

3.2.2tfSnmpdStop

The user calls tfSnmpdStop to close the SNMP sockets and kill the agent. tf SnmpdStop does the reverse of initializing the
agent, i.e. any memory that was allocated for the SNMPAgent during initialization is now freed.
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3.3 Macros

A number of SNM P configuration parameters must be defined prior to starting the agent. These parametersinclude trap
configuration parameters, SNM P port and communitiesinformation for SNMP v1/v2c configuration. If the SNMPv3 agent
isbuilt as explained above, then additional parameters related to five tables must be also defined. The default values are
provided for ALL parameters. However, if the user decides to change some or all configuration parameters, he/she can do
so via Configuration API functions defined in the next Chapter.

The default values for the configuration parameters are contained in trcfg.h and trregstr.h
SNMP protocol recommends UDP port 161 as aport on which the agent listens to the requests. The following linein
trcfg.h definesthe SNMP default port:

#defi ne TM_SNVP_DEF_PORT 161

However, for the security or other reasons, the user might want to set the SNMP port to a different value. To do so, he/
she must use the function tf SetSnmpPort() defined in the next Chapter.

NOTE:
1. If you set thisport to the value other than default, the manager(s) communicating with the agent
must be aware of the new port value. Most managers use port 161 as a default.

2. Thisfunction may be called ONLY prior to starting the agent, and NEVER called while the agent isrunning.

SNMP protocol does not specify anumber of communities an SNMP agent might use for the message authentication, nor
does it specify that different communities are to be used for retrieval and modification requests. This agent definesa
maximum number of ‘read’ and ‘write’ communities and amaximum length of the human readable community string in
trregstr.h:

#defi ne TM_SNVP_MAX_NUM READ COMMUNI TIES 5
#defi ne TM_SNVP_MAX_NUM WRI TE_COVMUNI TI ES 5
#defi ne TM_SNVP_MAX_COVMUNI TY_LEN 24

Note that no Configuration API function is provided for changing these maximum numbers. The defined values are large
enough to accommaodate any needs. However, if the need arises to increase these values, the the user should simply
redefine them in trregstr.h and rebuild the agent.

By default, the agent startswith one ‘read’ community and one ‘write’ community. They are defined in trcfg.h as:

#defi ne TM_SNVP_READ COVMUNI TY “public”
#defi ne TM SNVP_WRI TE_COMMUNI TY “private”

Theuser can add, delete, or modify the community names by using tfAddCommunity(), tfDeleteCommunity() and
tftModifyCommunity() defined inthe next Chapter. Theonly limitationis, if only onecommunity isleft inthelist, the user
isnot allowed to deleteit.

SNMP protocol does not specify anumber of trap sinks (the network entities to which the agent sends the traps) or their
| Paddresses. This agent defines amaximum number of trap sinksin trregstr.h asfollows:

#defi ne TM_SNVP_MAX_NUM TRAP_SI NKS 5

Note, that, asin case of communities, this number is not changeable via Configuration API, only through manual
modification and rebuilding the agent.
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The trap message contains the fields which are defined in trcfg.h:
#define TM_SNVP_TRAP_DEST_ADDR  “192.168.1.2"
#defi ne TM_SNVP_TRAP_DEF_PORT 162
#defi ne TM SNVP_TRAP_COWUNI TY  “trap comf

and trregstr.h:
#defi ne TM _DEFAULT_ENTERPRI SE_NUMBER 29999
#defi ne TM DEFAULT_ENTERPRI SE_LENGTH 8

The user can add, delete, or modify the trap information by using ttAddTrapEntry(), tfDeleteTrapEntry () and
tftModifyTrapEntry () defined in the next Chapter. Theonly limitation is, if only onetrap entry isleftinthelist, the user is
not allowed to deleteit.

The enterprise entriesin trregstr.h are only relevant for SNMPv1 traps.

By default, the agent starts with one trap entry.

The SNMP MIB-I1 system group, implementation of which is mandatory for all agents, contains seven objects. The
default valuesfor all objects except sysUpTimeare defined intrcfg.h:
const char tvSnnmpSysDescription[] = “Treck SNVP Agent”;
const oid tvSnmpSysObjid[] ={ 1, 3, 6, 1, 4, 1, 29999, 1 };
const int tvSnnpSysObjidLen =
sizeof (tvSnmpSysChjid) / sizeof (oid);
const char tvSnnpSysContact[] = “Treck HQ;
const char tvSnnpSysNane[] = “Treck, Inc.”;
const char tvSnnpSysLocation[] = “San Franci sco, CA USof A’;
const unsi gned short tvSnnpSysServices = 72;

Three objects, sysContact, sysName and syslLocation contain access clauses of read-write, i.e. their instances can be
changed via SNM P requests, hence the Configuration API functions for their modifications are not provided. The other
three members, sysDescription, sysObjectID and sysServices, contain access clauses of read-only, and can not be
modified through SNMP requests. The modification functions, tftModifySysDescr(), tfModify SysObjld() and
tfModifySysServices() can be used to modify these objects instances, and are described in the next Chapter.

As mentioned above, five tables must be initialized to build SNMPv3 agent. Thesetables are:
e usmUserTable
* vacmContextTable
e vacmSecurityToGroupTable
e vacmAccessTable
e vacmViewTreeFamilyTable

Thesetablesare defined in RFC 2574 and RFC 2575 and contain objectsidentifying parameters of User-Based Security
Model (usmUserTable) and View-Based Access Control Model (the rest). Though most of the objectsin these tables
contain access clauses of read-create, and therefore their instances can be modified via SNMP requests, the
Configuration API functionsfor creation (modification) and deletion of entriesin these tables are provided for the user
convenience. These functions can be called either before starting the agent or while the agent is running.

Upon starting, the agent checks the values of pointerssnnpUsniJser EntrySt art

snnpVacnmCont ext EntryStart, snnpVacnBSec2G oupEntryStart, snnpVacmAccessEntryStart,
and snnmpVacnVi ewTr eeFami | yEntryStart containedinsnnpl nit Tabl es withintt Snnpd, definedin
trregstr.h. If any of the pointersis non-zero, the agent concludes the corresponding table is already initialized and skips
default initialization. Otherwise, the agent initializes the corresponding table entries to their default values, defined in
trv3init.c:
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Two default entries are defined for usmUser Table objects —

usmUserName

usmUserSecurityName
usmUserCloneFrom
usmUserAuthProtocol
usmUserAuthK eyChange
usmUserOwnA uthK eyChange
usmUserPrivProtocol
usmUserPrivKeyChange
usmUserOwnPrivK eyChange
usmUserPublic
usmUserStorageType
usmUserStatus

and

usmUserName

usmUserSecurityName
usmUserCloneFrom
usmUserAuthProtocol
usmUserAuthK eyChange
usmUserOwnAuthK eyChange
usmUserPrivProtocol
usmUserPrivKeyChange
usmUserOwnPrivK eyChange
usmUserPublic
usmUserStorageType
usmUserStatus

“initial”

“INITIAL”
136.14.1.1150
usmHMACMD5A uthProtocol
“Treck”

“Treck USA”
usmDESPrivProtocol
“Treck”

“Treck USA”
“Public”

readOnly

active

“initial1”
“securityName”’
136.14.1.1150
usmNoA uthProtocol
“auth key”

“own auth key”
usmNoPrivProtocol
“privacy key”
“ownpriv key”
“private”

readOnly

active
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For the definitions of usmHMA CMD5A uthProtocol, usmDESPrivProtocol, usmNoA uthProtocol and usmNoPrivProtocol
see RFC 2574, for definitionsof readOnly and active see RFC 1903.

Three default entries are defined for vacmContextTable object —

vacmContextName
vacmContextName
vacmContextName

Empty octet string
“context_1"
“context_2"

Two default entries are defined for vacmSecurity ToGroupTabl e objects—

vacmSecurityModel
vacmGroupName

vacmSecurity ToGroupStorageType
vacmSecurity ToGroupStatus

and

vacmSecurityModel
vacmGroupName

vacmSecurity ToGroupStorageType
vacmSecurity ToGroupStatus

User-Based Security Model (USM) vacmSecurityName “initial”
“group 1"
readOnly

active

User-Based Security Model (USM) vacmSecurityName “Treck”
“group 2’

readOnly

active

For the definition of User-Based Security Model (USM) see RFC 2571.

Two default entries are defined for vacmA ccessTable objects —

vacmA ccessContextPrefix
Model (USM)

vacmA ccessContextM atch
vacmA ccessWriteViewName
vacmA ccessStorageType

and

vacmA ccessContextPrefix
Security Model (USM)
vacmA ccessContextM atch
vacmA ccessWriteViewName
vacmA ccessStorageType

“context_2" vacmA ccessSecurityM odel User-Based Security
vacmA ccessSecuritylL evel noAuthNoPriv

exact  vacmAccessReadViewName “read view”

“writeview” vacmA ccessNotifyViewName “notify view”
readOnly vacmA ccessStatus active

Empty octet string vacmA ccessSecurityM odel User-Based
vacmA ccessSecuritylL evel noAuthNoPriv

prefix  vacmAccessReadViewName “read view”

“writeview” vacmA ccessNotifyViewName “notify view”
readOnly vacmA ccessStatus active

In addition, vacmGroupName which isa part of the vacmA ccessTableindex, isdefaulted to “group 1" and “group 2”

correspondingly.

For the definition of noAuthNoPriv see RFC 2571, for the definitions of exact and prefix see RFC 2575.

Onedefault entry isdefined for vacmViewTreefamily Table objects—
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vacmViewtreeFamilyViewName “read view” vacmViewtregFamilySubtree 136121315
vacmViewtreeFamilyMask Oxf000

vacmViewtregFamily Type included vacmViewtreeFamilyStorageType  readOnly
vacmViewtreeFamilyStatus active

For the definition of included see RFC 2575.
Two secret passwords used in authentication and privacy operation are defined in trcfg.h:

#defi ne TM_SNVP_USER_AUTH_PSVD “Tr eckUSA”
#defi ne TM_SNMP_USER PRI VACY_PSWD  “Treckl nc”

These are default values. Upon starting, the agent checks the values of pointers snnpUser Aut hPswd and
snnmpUser Pri vacyPswd containedinsnnpl ni t Tabl es withintt Snnpd, definedin trregstr.h. If any of the
pointersis non-zero, the agent concludes the corresponding string is already initialized and skips default initialization.
Otherwise, the agent initializes the corresponding strings to their default values. The user may modify these default
strings by using tfModifyAuthPassword() and tfModifyPrivacyPassword() prior to starting the agent. Note, that
maximum lengths of snnpUser Aut hPswd andsnnpUser Pri vacyPswd aredefinedin trregstr.h as:

#defi ne TM_SNVP_MAX_USER_AUTH_PSWD_LEN 24
#defi ne TM_SNVP_MAX_USER PRI VACY_PSWD LEN 24

Note that no Configuration API function is provided for changing these maximum lengths. However, if the need arisesto
increase these values, the the user should simply redefine them in trregstr.h and rebuild the agent.
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3.4. SNMPv3 initialization

3.4.1. Overview

The SNMPv3 framework consistsof 11 tablesdefined inthe USM (User-Based Security Model) MIB (RFC 2574), the
VACM (View-Based Access Control Model) MIB (RFC 2575), the community M1B (RFC 2576), thetarget M1B (RFC 2573)
and thenatification M1B (RFC 2573).

* usmUserTable

* vacmContextTable

e vacmSecurityToGroupTable
* vacmAccessTable

e vaomViewTreeFamilyTable
e snmpCommunityTable

e snmpTargetAddrTable

e snmpTargetParamsTable

e snmpNotifyTable

e snmpNotifyFilterTable

« snmpNotifyFilterProfileTable

Though most of the objects in these tables contain access clauses of read-create, and therefore their instances can be
modified viaSNMP SET requests, the Configuration API functionsfor creation (modification) and deletion of entriesin
these tables are provided for the user convenience. These functions can be called either before starting the agent or
while the agent is running.

Upon starting, the agent checks the values of pointers snnpUsmJser EntrySt art,

snnpVacnCont ext EntryStart, snnpVacnSec2G oupEntryStart,

snnmpVacmAccessEntryStart, snnpVacnVi ewlreeFam | yEntryStart,

snnpConmuni t yTabl eEntryStart, snnpTar get Addr Tabl eEntryStart,

snnpTar get Par ansTabl eEntryStart, snnpNotifyTabl eEntryStart,

snnpNoti fyFilterProfil eTabl eEntryStart, snnpNotifyFilterTabl eEntryStart containedin
snnpl ni t Tabl es withint t Snnpd, defined in trregstr.h. If any of the pointersis non-zero, the agent concludes
the corresponding tableisalready initialized and skips default initialization. Otherwise, the agent initializesthe
corresponding table entries to their default values, defined in trv3init.c.

The entries defined in those tables must be ordered in lexicographic order the way they would be ordered when walking
the MIB.
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3.4.2.usmUserTable
TheusmUserTable contains SNMPv3 USM Usersas defined in RFC2574.
Data structure:

t ypedef struct tsSnnmpUsm nit

{
char sui Name[ 32] ;
int sui NanelLen;
char sui Securi tyNanme[ 32];
i nt sui SecurityNanmelLen;
oid sui Cl oneFronOi d[ 32];
i nt sui Cl oneFr onlLen;
oid sui Aut hPr ot ocol [ 32] ;
i nt sui Aut hPr ot ocol Len;
char sui Aut hKeyChangel[ 32] ;
i nt sui Aut hKeyChangelen;
char sui OwmnAut hKeyChangel[ 32] ;
int sui OwmnAut hKeyChangelen;
oid sui PrivProtocol [ 32];
i nt sui Pri vProtocol Len;
char sui PrivKeyChange[ 32] ;
int sui Pri vKeyChangelen;
char sui OwnPri vKeyChange[ 32] ;
int sui OwnPri vKeyChangelen;
char sui UuPubl i c[ 32] ;
int sui Publ i cLen;
i nt sui St or ageType;
i nt sui St at us;

} ttSnmpUsmnit;
Initialization table in trv3init.c: tvSnnmpUsmi nit[]
This table must be sorted by sui NanmeLen and sui Nane.
Configuration example:

{“initial”, 7, “initial”, 7,
{1,3,6,1,4,1,115,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0, 0}
, 8 * sizeof (o0id),
{TM_SNMP_USM MD5AUTH_PROTOCCOL, O, 0, 0, 0, 0,0, 0, 0, 0,
0,0,0,0,0,0,0,0,0,0,0,0,0}
, TM_SNMP_USM PROTOCOLS LEN * sizeof (oid), “authkey”, 7, “", O,
{TM_SNMP_USM DESPRI V_PRoOTCCOL, O, 0,0, 0,0, 0, 0, O,
o,0,0,0,0,0,0,0,0,0,0,0,0,0}
, TM_SNMP_USM PROTOCOLS LEN * sizeof (oid),
“privkey”, 7, “”, 0, “Public”, 6,
TM_SNVP_STORAGETYPE_PERMANENT, TM SNMP_ROWSTATUS_ACTI VE
}s
{“initiall”, 8, “initial 1", 8,
{1,3,6,1,4,1,115,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0},
8 * sizeof (oid),
{ TM_SNMP_USM NOAUTH_PROTOCOL, O, 0, 0, 0, 0,0, 0,0, 0, 0, 0,
0,0,0,0,0,0,0,0,0,0, 0},
TM_SNMP_USM PROTOCCOLS LEN * si zeof (oid),
“ro0, “", 0,
{ TM_SNMP_USM NOPRI V_PROTCOCCOL, 0, 0, 0, 0,0,0,0,0,0,O0,
0,0,0,0,0,0,0,0,0,0,0,0},
TM_SNMP_USM PROTOCCOLS LEN * si zeof (oid),
“r. 0, “", 0, “private”, 7,
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TM_SNVP_STORAGETYPE_PERVANENT, TM_SNVP_ROWSTATUS_ACTI VE

I
/* This row nust stay at the end */
{u n’ o’ “ n’ O, {O}, 0’ {O}, O, “ n’ o’ “ n’ 0’ {0}, 0’

“r.0, “", 0, “", 0, -1, 0}
User “initial” isauser configured with “authPriv” authentication level using MD5 for authentication and DES for

privacy. Its authentication password is “authkey”, its privacy password is “privkey”.
User “initial1” isauser configured with “noAuthNoPriv” authentication level.
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3.4.3. vacmContextTable

Thistable (RFC2574) defines the SNM P contexts supported by the agent. A SNMPv3 request is always handled within a
particular SNM P context (included in the packet header). A different set of users and groups can be defined for different
SNMP contexts. Most applications will run the agent with only one context, the default “” (empty string).

Data Structure:

t ypedef struct tsSnnpVacnContext|nit

{
char svci Nane[ 32] ;

i nt svci NanelLen;
} ttSnnmpVacnContextlnit;

Initialization table in trv3init.c. tvSnnpVacnCont extInit][]
Must be sorted by svci NameLen and svci Nane.
Configuration example:

const ttSnnmpVacnContextlnit tvSnnpVacnmContextlnit[] =

{
{“"1 0}1
{“context_1", 9},
N {«r, -1

Two contexts have been defined: “” (the default context) and “context_1".
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3.4.4.vacmSecurityToGroupTable

Thistable defined in RFC2575 is used to map users of the usmUserTable with groups of the vacmA ccessTable. Once
the packet is correctly authenticated and eventually decrypted using the information contained in the usmUserTable, the
user read/right permissions contained in the vacmA ccessTable are located by consulting the

vacmSecurity ToGroupTable.

Data structure:

t ypedef struct tsSnnpVacnSec2G oupl nit

{
int svsghbdel ;
char svsgNane[ 32] ;
i nt svsgNanelLen;
char svsgG oupNane[ 32] ;
i nt svsgG oupNanelLen;
i nt svsgSt or ageType;
i nt svsgSt at us;

} ttSnnmpVacnBec2G ouplnit;
Initialization table in trv3init.c: t vSnnpVacnBSec2G oupl ni t[]
Must be sorted by svsgModel , svsgNanelLen and svsgNane

Configuration example:

const ttSnnpVacnBSec2G oupl nit tvSnmpVacnBec2G ouplnit[] =

{
{TM_SNWP_SECMODEL_V1, “publicuser”, 10, “group 1", 7,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},
{TM_SNWP_SECMODEL_V2C, “publicuser”, 10, “group 1", 7,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},
{TM_SNWP_SECMODEL_USM *“publicuser”, 10, “group 1", 7,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},

/* This row nust stay at the end */
{-1, **, 0, “", 0, -1, 0}

b

In thisexample, the user “ publicuser” is bound to the group “group 1” for all security models (V1, V2c and USM).
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3.4.5.vacmAccessTable

Thistable contains VACM groups as defined in RFC 2575. A group consists of a set of access rights defined with mib-
views.

Data structure:

t ypedef struct tsSnnmpVacnmAccesslnit

{
char svai Gr oupNane[ 32] ;
int svai Gr oupNaneLen;
char svai Prefix[32];
int svai Prefi xLen;
int svai Model ;
int svai Level ;
int svai Mat ch;
char svai ReadNane[ 32] ;
i nt svai ReadNanelLen;
char svai Wit eNanme[ 32] ;
i nt svai Wit eNanelLen;
char svai Not i f yNane[ 32] ;
i nt svai Not i f yNaneLen;
i nt svai St or ageType;
i nt svai St at us;

} ttSnnpVacmAccesslnit;
Initialization table in trv3init.c. tvSnnpVacmAccessl nit[]
Must be sorted by svai Prefi xLen, svai Prefix, svai Model and svai Level .
Configuration example:

const ttSnnmpVacnmAccesslnit tvSnnpVacmAccesslnit[] =
{
{“publicgroup”, 11, “”, 0,
TM_SNVP_SECMODEL V1, TM SNWMP_SECLEVEL_NOAUTHNOPRI V, 1,
“allmb”, 6, “none”, 4, “notify view', 11,
TM_SNVP_STORAGETYPE_PERMANENT, TM SNMP_ROWSTATUS_ACTI VE},
{“publicgroup”, 11, “”, 0,
TM_SNMP_SECMODEL_V2C, TM SNWMP_SECLEVEL _NOAUTHNOPRI V, 1,
“allmb”, 6, “none”, 4, “notify view', 11,
TM_SNVP_STORAGETYPE_PERMANENT, TM SNVMP_ROWSTATUS_ACTI VE},
{“publicgroup”, 11, “”, O,
TM_SNVP_SECMODEL_USM TM _SNWMP_SECLEVEL _NOAUTHNOPRI V, 1,
“allmb”, 6, “none”, 4, “notify view', 11,
TM_SNVP_STORAGETYPE_PERMANENT, TM SNVP_ROWSTATUS_ACTI VE},

{“privategroup”, 12, “”, 0,
TM_SNVP_SECMODEL_USM TM SNMP_SECLEVEL_AUTHNOPRI V, 1,
“allmb”, 6, “allmb”, 6, “notify view', 11,
TM_SNVP_STORAGETYPE_PERMANENT, TM SNVMP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */
{*, o, **, o0, -1, o0, 0, “*, 0, “", 0, “", 0, O, O}
|

In thisexample, userswho belong to group “ publicgroup” can read (GET/GETNEXT) the objects of the mib defined in
themib-view “allmib” and can write (SET) the objects of the mib defined by the mib-view “none”. Users belonging to the
group “privategroup” can both get and set objects of the view “allmib”. Users of this group can however only perform
request if they are authenticated. Both groups are defined within the default SNM P context (“”).
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3.4.6. vacmViewTreeFamilyTable

Thistable (RFC2575) contains mib-views. A mib-view isaset of MIB sub-trees, either included or excluded (svviType)
fromthe MIB. A group, auser or acommunity are bound to several mib views (for read, write, etc...). An SNMPrequest
isprocessed only if the object requested OID isincluded in the mib-view bound to the group.

Data structure:

t ypedef struct tsSnnpVacnwtflnit

{
char svvi Nane[ 32] ;
i nt svvi NaneLen;
oid svvi Subt r ee[ 32] ;
i nt svvi Subt r eeLen;
tt8Bit svvi Mask][ 2] ;
char svvi Pad[ 2] ;
i nt svvi MaskLen;
i nt svvi Type;
i nt svvi St or ageType;
i nt svvi St at us;

} ttSnmpVacnwvtflinit;

Initialization table in trv3init.c: t vSnnmpVacnit f I ni t[]
Must be sorted by svvi NaneLen and svvi Nane
Configuration example:

const ttSnmpVacnVvtflnit tvSnmpVacnvtflnit[] =
{
{“m b2", 4,
{1,3,6,1,2,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0, 0},
6 * sizeof (oid), {OxFC, 0x00}, {0x00}, 2,
TM_SNWMP_VACM VI EW | NCLUDED,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},
{“none”, 4,
{1,0,0,0,0,0,0,0,0,0,0,0,0,o0,o0,o0,0,000000000000,0,0,0},
1 * sizeof (oid), {OxFF, OxFF}, {0x00}, 2,
TM_SNWMP_VACM VI EW EXCLUDED,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},
{“allmb", 6,
{1,0,0,0,0,0,0,0,0,0,0,0,0,o0,o0,o0,0,000000000000,0,0,0},
1 * sizeof (oid), {OxFF, OxFF}, {0x00}, 2,
TM_SNMP_VACM VI EW | NCLUDED,
TM_SNVP_STORAGETYPE_PERVANENT, TM SNVP_ROASTATUS_ACTI VE},
/* This row nust stay at the end */
{“”, o, {0}, O, {OxO0}, {OxO0}, O, O, -1, 1}
b

Thistable defines3views, “mib2”, “none” and “almib”. “mib2” isaview containing all object of the MIB2 group

(1.3.6.1.2.1), “none” isaview excluding all possible objects of iso group (1) and “allmib” isaview that containsall
possible objects of theiso group (1).
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3.4.7.snmpCommunityTable

Thistable (RFC2576) definesaway to use the View-based access control model (preliminary defined for SNMPv3) for
SNMPv1 and SNMPv2c requests. It mapsavl or v2 community to a SNMPv3 user. The same access rights that apply to
the USM user apply to the community. The equivalent user need not exist in the usmUserTable but must be referenced
inthevacmSecurity ToGroupTable.

Data structure:

t ypedef struct tsSnmpCommunityTabl el nit

{
char conm ndex[ 32] ;

tt32Bit comm ndexlLen;
char commNane[ 32] ;
tt32Bit commNaneLen;
char commSecNane[ 32] ;
tt32Bit commBSecNanelLen;
int conmSt or ageType;
int comt at us;

} ttSnnmpCommuni tyTabl elnit;

Initialization table in trv3init.c: t vSnmpConmuni t yTabl el ni t[]
Must be sorted by coml ndexLen and coml ndex.
Configuration example:

const ttSnnmpComuni tyTabl el nit tvSnnpComunityTablelnit[] =

{
{“publiccont, 9, “public”, 6, “publicuser”, 10,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM SNVP_ROWSTATUS_ACTI VE},
{“privatecont, 10, “private”, 7, “privateuser”, 11,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM SNVP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */
{«, o, “*, 0, “", 0, -1, 0}
b

In thisexample, the entry indexed by “publiccom” defines amapping bewteen the community name“public” and thev3
User “publicuser”. The “privatecom” entry mapsthe “private” community nameto the user “privateuser”. WhenaV1
(V2) packet isreceived with the community name set to “private” for instance, the agent will search in the
vacmSecurity ToGroupTablefor an entry corresponding to “ privateuser” with security model settoV1 (V2) and will
apply the access rights associated with the user and the group it belongs to (looking at the vacmA ccessTable).
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3.4.8. snmpNotifyTable
Thistable (RFC2573) definesan SNMP noatification (trap).
Data structure:

typedef struct ttSnnpNotifyTabl el nit
{
char snnpNot i f yNane[ 32] ;
tt32Bit snnmpNoti fyNaneLen;
char snnmpNot i fyTag[ 32] ;
tt32Bit snmpNoti fyTaglLen;
tt32Bit snnmpNoti fyType;
i nt snnpNot i f ySt or ageType;
i nt snnpNot i f ySt at us;
} ttSnnpNoti fyTabl elnit;

Initialization table in trv3init.c: t vSnnpNot i f yTabl el ni t[]
Sorted only by snnpNot i f yNane.
Configuration example:

const ttSnnpNotifyTablelnit tvSnnpNotifyTablelnit[] =

{“defaul tnotification”, 19, “tagl”, 4,
TM_SNMP_NOTI FYTYPE_TRAP,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM_SNVP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */
{*”, o, “7, 0, 0, -1, 0}
b

Thisexample defines atrap identified by “defaultnotification”. The destination host and trap parameters will be defined
in the snmpTargetAddrTable, at the entry “tagl”.
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3.4.9. snmpNotifyFilterTable

ThenotifyFilterTable (RFC 2573) containsalist of sub-trees used to filter outgoing notifications the same way mib-
views are used to filter incoming SNMP requests.

Data structure:

typedef struct tsSnnpNotifyFilterTablelnit

{
char snnpNot i fyFilterProfil eNanme[ 32];
tt32Bit snnpNotifyFilterProfil eNaneLen;
oid snnpNot i fyFilterSubtree[ 32];
tt32Bit snnpNotifyFilterSubtreelLen;
char snimpNot i fyFi |t er Mask[ 32];
tt32Bit snnpNotifyFilterMaskLen;
tt32Bit snnpNotifyFilterType;
i nt snnpNot i fyFi |l ter St orageType;
i nt snimpNot i fyFi | t er owSt at us;

} ttSnnpNotifyFilterTablelnit;

Initialization table in trv3init.c: t vSnnpNot i fyFil ter Profil eTabl el nit
Must be sorted by snnpNot i f yNanmeLen and snnpNot i f yNare.
Configuration example:

const ttSnnmpNotifyFilterTablelnit tvSnnpNotifyFilterTablelnit[] =

{
{“public profile”, 14,
{,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0},
1 * sizeof (oid), {0x00, 0x00}, 2, TM SNWVP_VACM VI EW | NCLUDED,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM SNVP_ROWSTATUS_ACTI VE},

/* This row nust stay at the end */
{“, o, {0}, 0, “", 0, O, -1, 0O}

-
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3.4.10. snmpTargetAddrTable
Thistable (RFC2473) contains alist of transport addresses to be used in the generation of the SNMP notification.
Data structure:

t ypedef struct tsSnnpTarget Addr Tabl el nit

{
char snnpTar get Addr Name[ 32] ;
tt32Bit snnpTar get Addr NanmelLen;
tt32Bit snnpTar get Addr TDonai n;
char snnpTar get Addr [ 64] ;
tt32Bit snnpTarget Addr Port;
tt32Bit snnpTar get Addr Ti meout ;
tt32Bit snnpTarget RetryCount;
char snnpTar get TaglLi st [ 32];
tt32Bit snnpTarget TagLi st Len;
char snnpTar get Addr Par ans[ 32] ;
tt32Bit snnpTar get Addr Par ansLen;
i nt snipTar get Addr St or ageType;
i nt snipTar get Addr RowSt at us;

} ttSnnpTarget Addr Tabl el ni t;

Initialization table in trv3init.c: t vSnnpTar get Addr Tabl el ni t[]
Must be sorted by t ar get Addr Nane, tar get Addr TDonai n

Configuration example:

const ttSnnpTarget Addr Tabl el nit tvSnnpTarget Addr Tablelnit[] =

{
{“targetl1”, 7, AF_INET, “192.168.1.2", 162, 0, O,

“tagl”, 19, “paranvl”, 7,

TM_SNMP_STORAGETYPE_NONVOLATI LE, TM _SNVP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */

{+”, o, o, *», o, 0, o, **, o0, *“", 0, -1, 0O}
b

The example above definesatarget at the |Pv4 address 192.168.1.2 on port 162. Entriesin the snmpNotifyTable will
reference entries of thistable using the tag parameter “tagl”. The value “paramvl” identifiesarow of the
snmpTargetParamsTable used when generating a message to this target.
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3.4.11. snmpNotifyFilterProfileTable

Thistable (RFC 2473) associates anotification filter profile with aparticul ar set of target parameters.

Data Structure:

typedef struct tsSnnpNotifyFilterProfileTablelnit
{
char snnpNot i f yTar get Par anmsNane[ 32] ;
tt32Bit snnpNoti fyTarget ParansNaneLen;
char snnpNot i fyFilterProfil eNanme[ 32];
tt32Bit snnpNotifyFilterProfil eNaneLen;
i nt snnpNoti fyFilterProfil eStorType;
i nt snnmpNot i fyFilterProfil eRowSt at us;
} ttSnmpNotifyFilterProfileTablelnit;

Initialization table in trv3init.c: t vSnnpNot i fyFilterProfil eTabl el nit[]

Configuration example:

const ttSnnpNotifyFilterProfileTablelnit tvSnnpNotifyFilterProfileTablelnit[] =

{
{“paranvl”, 7, “public profile”, 14,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM_SNVP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */
{“”, o, “7, 0, -1, 0}

}s

This example provides a mapping between thetargetParamsName “ paramsv1” and the profile“ public profile’ definedin
the snmpNotifyFilterTable.
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3.4.12. snmpTargetParamsTable

The notification targets are defined in the snmpTargetAddrTable (RFC 2473). The snmpTargetParamsTable provides
additional information required to generate a notification and send it to a specific target.

Data Structure:

typedef struct tsSnnpTarget ParansTabl el nit

{
char snnpTar get Par amsNane[ 32] ;
tt32Bit snnpTar get Par ansNanelLen;
tt32Bit snnpTar get Par ans VPMbdel ;
tt32Bit snnpTarget ParansSecurityMdel ;
char snnpTar get Par ansSecur i t yNane[ 32] ;
tt32Bit snnpTar get ParanmsSecurityNanelLen;
tt32Bit snnpTarget ParansSecuritylevel ;
i nt snnpTar get Par ans St or ageType,;
i nt snnpTar get Par ans RowSt at us;

} ttSnnpTarget ParansTabl el nit;

Initialization table in trv3init.c: t vSnnpTar get Par ansTabl el ni t[]
Must be sorted by snnpTar get Par ansNane

Configuration example:

const ttSnnpTar get ParansTabl el nit tvSnnpTarget ParansTabl elnit[] =
{

{“paramvl”, 7,
TM_SNMP_MPMODEL_V1, TM SNWMP_SECLEVEL_NOAUTHNOPRI V,
“public”, 6, 2,
TM_SNVP_STORAGETYPE_NONVOLATI LE, TM_SNVP_ROWSTATUS_ACTI VE},
/* This row nust stay at the end */
{*”, o, o, o, “, 0, 0, -1, 0}
b

This exampleindicatesthe notifications defined with the parameter “paramvl1” will besentinaV1trap PDU, using the
community name*“public”.
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3.4.13. Default Configuration

Treck SNMPisinitialized by default with the following configuration:

usmUser Tabledefault Values:

usmser Nane

usmlser Securi t yName
usnmser d oneFrom
usmlser Aut hPr ot ocol
usmlser Aut hKeyChange
usmlser OmAut hKey Change
usmlser Pri vProt ocol

“initial”

“INITIAL”

1.3.6.1.4.1.115.0

usmHMA CM D5A uthProtocol
“Treck”

“Treck Inc”
usmDESPrivProtocol

“initial1”
“securityName”
1.3.6.1.4.1.115.0
usmNoA uthProtocol
“auth key”

“own auth key”
usmNoPrivProtocol

usmlkser Pri vKeyChange “Treck” “privacy key”

usmlser OmPri vKeyChange  “Treck USA” “ownpriv key”

usmlser Publ i ¢ “Public” “private”

usmlker St orageType readOnly readOnly

usmlker St at us Active Active
vacmContextTabledefault Values:

vacnCont ext Nane *“” “context_1"  “context_2”
vacmSecurityToGroupTabledefault Values:

vacntecuri t yibdel publicuser privateuser  publicuser
vacntecurit yNanme Vi Vi V2
vacnma oupNane group 1 group 2 group 1
vacntecurityToG oupSt orageType  permanent permanent permanent
vacntecurityToG oupSt at us Active Active Active
vacntecuri t yibdel privateuser initid publicuser
vacntecurit yNanme Ve UsMV Uusv
vacna oupNane group 2 group 1 group 1
vacntecurityToG oupSt orageType  permanent permanent permanent
vacntecurityToG oupSt at us Active Active Active
vacmAccessTabledefault values:

vacmAccessG oupNane “group 1’ “group 1’ “group 1”
vacmAccessCont ext Prefix "
vacmAccessSecuri t yModel Vi \2 Uusv
vacmAccessSecuritylLevel noAuthNoPriv noAuthNoPriv. NoAuthNoPriv
vacmAccessCont ext Mat ch exact exact exact
vacmAccessReadVi ewNane “dlmib” “dlmib” “dlmib”
vacmAccessWiteVi ewNane  “none” “none” “none”
vacmAccessNot i f yVi ewNane “notify view” “notify view” “notify view”
vacmAccessSt or ageType permanent permanent permanent
vacmAccessSt at us Active Active Active
vacmAccessG oupNane “group 2’ “group 2’ “group 2"
vacmAccessCont ext Prefix "
vacmAccessSecuri t yModel Vi \2 Uusv
vacmAccessSecuritylLevel noAuthNoPriv noAuthNoPriv. NoAuthNoPriv
vacmAccessCont ext Mat ch exact exact Exact
vacmAccessReadVi ewNane “dlmib” “dlmib” “dlmib”’
vacmAccessWiteVi ewNane  “dimib” “dlmib” “dlmib”’
vacmAccessNot i f yVi ewNane “notify view” “notify view” “notify view”
vacmAccessSt or ageType permanent permanent permanent
vacmAccessSt at us Active Active Active

39



Treck, Inc.

vacmViewTreeFamilyTable default value:

vacnVi ewTr eeFam | yVi ewNane “mib2”’
vacnVi ewTr eeFani | ySubt r ee 136121
vacnVi ewTr eeFam | yMask OxFC
vacnVi ewlr eeFam | yType included
vacnVi ewTr eeFani | ySt orageType permanent
vacnVi ewTr eeFami | ySt at us Active
snmpCommunityTabledefault value:

snnpConmuni t yl ndex “publiccom”
snnpContmruni t yNane “public”
snnpConmuni t ySecuri t yNane “publicuser”
snnpConmuni t yCont ext Engi nel D N/A*
snnpConmuni t yCont ext Nane
snnpConmuni t yTr ansport Tag N/A*
snnpConmruni t ySt or ageType permanent
snnpConruni t ySt at us Active
snmpNotifyTabledefault values:

snipNot i f yNane “defaultnotification”
snipNot i fyTag “defaultnotification”
snnpNoti fyType Trap

snnpNot i f ySt orageType nonvolatile

snnpNot i f yRowsSt at us Active
snmpNotifyFilterProfileTable default values:

snnpNoti fyFilterProfil eNane “paramvl’
snnpNoti fyFilterProfil eStor Type nonVolatile
snnpNot i fyFilterProfil eRowSt at us Active
snmpNotifyFilter Table default values:

snnpNoti fyFilterProfil eNane “publicprofile”
snnpNot i fyFilter Subtree 1
snnpNot i fyFilter Mask (0700]
snnpNoti fyFilterType included
snnpNoti fyFilterStorageType nonVolatile
snnpNoti fyFi | t er RowSt at us Active
snmpTargetAddr Table default values:

snnpTar get Addr Nane “targetl”
snnpTar get Addr TDonai n UdplpVv4
snnpTar get Addr TAddr ess “192.168.1.2:162"
snnpTar get Addr Ti neout 0

snnpTar get Addr Ret r yCount 0

snnpTar get Addr TagLi st “defaultnotification”
snnpTar get Addr Par ans “paramvl’
snnpTar get Addr St or ageType nonVolatile
snnpTar get Addr RowsSt at us Active
snmpTargetParamsTabledefault values:

snnpTar get Par ansNanme “paramvl”
snnpTar get Par ans MPVbdel Vi
snnpTar get Par ansSecurityMdel V1
snnpTar get Par ansSecurityNane  “public”
snnpTar get Par ansSecuritylLevel noAuthNoPriv
snnpTar get Par ans St or ageType nonVolatile
snnpTar get Par ans RowSt at us Active
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“none” “all mib”
L 1
ox0 x00
excluded included
permanent permanent
Active Active
“privatecom”
“private’
“privateuser”
N/A*
N/A*
permanent
Active
“paramv2’ “paramv3”
nonVolatile  nonVolatile
Active Active
“target2” “target3”
UdplpVv4 UdplpVv4
“192.168.1.2:162" “192.168.1.2:162"
0 0
0 0
“defaultnotification” “defaultnotification”
“paramv2’ “paramv3’
nonVolatile nonVolatile
Active Active
“paramv2’ “paramv3”
2 V3
2 Usm
“public” “public
noAuthNoPriv noAuthNoPriv
nonVolatile nonVolatile
Active Active
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3.5 Running treck SNMP without Treck TCP/IP

The Treck SNMP agent has been designed primarily to run on top of the Treck TCP/IP stack and is by default integrated
to the Treck TCP/IP stack. There are several advantages on running it on top of the Treck stack, such as the full support
for the M1B-2 mibs or the capability to run the agent on an I|Pv6 network if you enable the IPv6 option of Treck.

The agent can however run on top of any TCP/IP stack assuming it supports standard BSD API calls and standard C
library functions.

In such amode, the only MIBsthat will be compiled in the agent are the system independent mibsi.e. the system mib,
the snmp mib and if SNMPv3 isenabled, the SNMPv3 Framework mibs (VACM, USM, Community, Target and
Notification mibs).

To run the agent in such a mode follow these instructions:

3.5.1. system settings in trdefs.h:

disable Treck OS:
#undefine TM_TRECK _OS, all the code specific to the Treck TCP/IP stacksisunder an#ifdef TM_TRECK_0OS

SNMP version:

Depending of which versions of SNMP you purchased and which version you wish to run, uncomment either one of
those:

[* #defineTM_SNMP_VERSION 1*/

[* #defineTM_SNMP_VERSION 2*/

[* #defineTM_SNMP_VERSION 3*/
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Processor Macros:
Indicate your processor byte ordering, uncomment one of the following macros.

/* #defineTM_LITTLE_ENDIAN */
/* #defineTM_BIG_ENDIAN */

Sockapi includes:

You may also want to add the correct #include to the socket API for your
system. (e.g. for windows, #include <winsock.h>, for unix, #include
<sys/socket.h> #include <netinet/in.h>, etc...)

SockAPI and C Library routines:

The agent uses macros for C library and BSD socket API calls starting
with“tm_snmp” e.g.tm_snmp_strcpy, tm_snmp_recvfrom, etc... When
TM_TRECK_OSisnot defined they are defined to use the standard CL1B and
BSD API ones (strcpy, recvfrom, etc...) so it should work by default but

you may have to change those definitions to adapt the agent to your

system.

3.5.2. System-dependent functions required by SNMP:
tt32Bit tfGetMibUptime(void)

This function must return the time elapsed (in 100th of seconds) since

the agent started. The value returned by this function is used for traps

(timestamp field of v1 trap PDU) and isreturned to an SNM P manager requesting the system.sysUpTime.0 object. If you
have enabled SNMPv3it isalso used for the replay protection mechanismincluded in SNMPv3.

tt32Bit tfGetRouterld(void)

This function must return a 4-byte unique identifier (usually the agent 1Pv4

Isused). It is also needed for v1 traps.
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3.6 Testing

This agent can be tested with any SNM P compliant manager package, such as HP Openview, Cabletron Spectrum, Tivoli,
or others.

Theleast expensive (though fully compliant) packages are:

Castlerock SNM Pc, http://www.castlerock.com

MG-SOFT MIB Browser, http://Aww.mg-soft.com

UCD SNMP Project (free), http://net-snmp.sourceforge.net/snmpv3.html

SilverCreek from IW Labs, http://mwww.iwl.com

Generally, to test the agent, the user can start the agent and a manager, and then execute SNM P commands on the
manager side which exercisethe agent. For example, to test snmpwalk of the MIB-11 system group, execute thefollowing
command using the UCD SNM P manager, where*192.168.100.9” isreplaced by the | P address of the SNM P agent and
“public” isreplaced by acommunity string valid for retrieval:

snmpwal k 192.168.100.9 public .1.3.6.1.2.1.1
Theoutput of thiscommand should be something like:

system sysDescr.0 = Treck SNWMP Agent

system syshjectID.O = OD: enterprises.29999.1
system sysUpTine.0 = Tineticks: (1036700) 2:52:47.00
system sysContact.0 = Treck HQ

system sysNane. 0 = Treck, Inc.

system sysLocati on.0 = San Franci sco, CA USof A
system sysServices.0 = 72
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3.7 MIB Compiler and Code Generator Procedures

3.7.1 MIB Compiler

Themain purposefor any MIB compiler isto verify the syntax and validity of the MIB. MIBsare written

in accordance with the ASN.1 rules (somewhat, it's rather a subset of ASN.1) and involve very strong typing, asisthe
case with all formal languages. A developer writing anew MIB would be well advised to run it through the parser and
eliminate all improper constructs, before using or publishing it. All public MIBs undergo such testing before being
published.

Treck SNMPMIB compiler isbased on libsmi (http://www.ibr.cs.tu-bs.de/projects/sming/). Libsmi isan industry
standard distribution widely used and recognized. It was developed by SNMP and SMI experts. The core of the libsmi
distribution isalibrary that allows management applicationsto access SM1 MIB modul e definitions. On top of this
library, there aretoolsto check, analyze, dump, convert, and compare MIB definitions. The Treck SNMP mib compiler
has been integrated to one of these tools: smidump.

3.7.2 Installing the mib compiler:

MSWINDOWS:

1 Runtheself-extractablezipfile. Thel i bsni packageisextracted in anew subdirectory calledsmi .

2 Movethisdirectory (including the sub directory) whereit suitsyoue.g.c: \ orc:\ programfil es.
3. Addthesni\ bi n sub directory to your PATH.

4. Makethe environment variable SM PATH point to thesmi \ mi bs\i et f directory. If you haveinstalled

thesm directoryinc:\ you need not change the SM PATH environment variable.

Note:  The MSwindows version of the mib compiler (sni dunp) and other tools included in the package are
standalone WIN32 executable. They do not requireany DLLSs.

UNIX:

Fromthebinary:

Linux (x86) binariesare available. To avoid conflictswith existing | i bsm and facilitate updates, these binaries

arestatically linked.

1 Uncompressthet ar . gz file(t ar xzf m bconp.tar.gz). Thesm directory iscreated and filesare
extracted inthisdirectory.

2 Thetools(including sm dunp, themib compiler) arelocated insmi / bi n. Copy them in adirectory that
suits you.

3 mibsarelocatedinsmi / m bs. Movethisdirectory whereit suitsyou. By default, smi dunp looksfor
MIB modulesin/ usr /| ocal / shar e/ m bs/ i et f . You can override this option by defining the
environment variable SM PATH.

3.7.3 Generating the code with the mib compiler

Before, you generate the code for anew MIB, you should make sure that it existsintheni bs/ i et f sub directory
created during | i bsmi installation. There are awide range of mib filesin this directory, unless you want to generate the
code for aproprietary mib, it islikely it isalready in thisdirectory. If it isnot, copy it in thisdirectory aswell asany other
mib it requires (for imports, textual conventions, etc...) Thefile must be named according to the mib module name. The
mib module nameis the one that comes beforethe “DEFI NI TI ONS : : = BEGQ N’ statement in the mib definition.

For instance, in RFC 1628 (UPS Management | nformation Base), you can see that the mib definition startswith UPS-

M B DEFI NI TI ONS : : = BEG Ntherefore the file containing the UPS mib definition has been named UPS- M B.

Once your mib iscorrectly installed inthemi bs/ i et f subdirectory, you can generate the code using sm dunp.

sm dunp supports numerous output formats. To generate the Treck SNMP agent support files and stubs, use the —f
Tr eck option:
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snmi dunp —f Treck [Treck-options] M BNAMVE

The following options are supported:

--Treck-no-varh do not generate the var.h file.

--Treck-no-varc do not generate the var.c file

--Treck-no-1| ocal h do not generate the local.h file

--Treck-no-1| ocal c do not generate the local.c file

--Treck-no-ins do not genereate the .insfile

--Treck-overwite overwrite existing files. Use with care since you may |ose existing code you have

already added in the stubfile (local .cfil€).

Example

C\sm dunp —f Treck UPS-M B
File ups-m b_var.h: DONE
File ups-m b_l ocal.h: DONE
File ups-mb.ins: DONE

File ups-m b_local.c: DONE
File ups-m b_var.c: DONE

Warnings:

In many cases, smidump will generate warnings when parsing the MIB file. Typical warnings arerange or sizerestriction
missing for objectsinthe MIB. Whileitisok to ignore most of them, it ispreferableto correct the mib filefrom all the
errorsthat it may contain and regenerate the code.

3.7.4 Hooking the generated code in the SNMP agent:
Themib compiler generates5 files per mib. Thefile namesare prefixed with the MIB modul e name (lowercased) and end
with one of thefollowing suffix: | ocal . ¢, | ocal . h, _var.c, var.h,.ins.

“local.c” file:

Thisisthestubfile. It containsthe “ get” stub routines (called when an SNMP GET or GETNEXT is performed on an
object of the mib) and the “write” stub routines (called when an SNMP SET is performed). Thereis one get function per
table or group of scalar objects. Thereisone SET function per table or group of scalar objects only if there are writeable
objects in the table or the group of scalar. The get and write routines should be implemented by the user.

“local.h” file:
Thisfile contains C structure definitions that are used by the stub functions. There is one structure per table and one
structure per group of scalar object. This file should not be modified.

“var.c’ file
Thisfile interfaces the stub routines to the SNM P agent. This file should not be modified by the user.

“var.h” file
Various C definitions used to interface the SNM P agent with the user code (in the local.c file). Thisfile should not be
modified by the user.

“.ins’ file:
Thisfile contains generated code that should be inserted in specific files of the SNMP agent so that the new MIB is
completely “hooked” to the agent. Follow the instructions contained in thisfile.
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3.8 Configuration APIs

The proper functioning of a SNM P agent depends on a number of parameters not explicitly specified by SNMP protocol,
such astrap sink | P address, or a number of communities. The configuration API functions are provided so the user can
properly initialize the agent, aswell asto modify some parameters during the runtime. Some SNM P objectsbear a‘ read-
only’ clause, and, therefore, can not be modified via SNMP operations, but since they reflect particular system properties,
the user should be able to modify them. They include sysDescr, sysObjectID and sysServices. The functions are
provided for the modification of these objects. The other MIB-I1 object instances with the clause of ‘ read-write’ can be
modified via SNM P operaions. No configuration API functions are provided for amodification of these objects.

NOTE: thefunctionstfModifyAuthPassword, ttModityPrivacyPassword and tf SetSnmpPort may be used ONLY prior
to starting the agent. See functions descriptionsfor full information.

3.9 Protocol Stack-Specific functions

These functions are used to retrieve and modify the MIB-I1 object instances for the following groups: interfaces, at, ip,
icmp, tcp and udp. As such, they are highly dependent on the protocol stack particular implementation. The function
prototypes, however, are not OS and protocol stack dependent. The function implementationsin this distribution conform
to the Treck protocol stack implementation. If adeveloper desiresto use other operating system and/or other protocol
stack, he/she must remove the implementations of these functions and insert his’her own code allowing aretieval and
modification of MIB-II object instances under a new protocol stack implementation. The function prototypes should not
be changed.
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3.10 Contents of the Distribution media
The entire distribution consists of 10 source files and 16 header files.

3.10.1 Source Files
tragent.c. High-level general parsing and building functions

trapi.c. Configuration API functions.

trdes.c. DES encryption used by SNMPv3 privacy option.

trll.c. Low level ASN.1 and BER parsing and building functions.

trlocal.c. Protocol stack dependent MIB-I1 objectsretrieval and modification function
trm2vars.c. Protocol stack independent MIB-I11 objectsretrieval and modification
trmain.c. Main ‘select’ loop function, trap functions

trv2c_v3.c. Functions specific to SNMPv2c and SNMPv3.

trv3init.c. SNMPv3initialization function.

trv3util.c. Miscellaneous SNM Pv3 utility functions.

trv3vars.c. SnmpV 2 branch retrieval and modification functions.

trvars.c. Variable tree searching and comparison functions.

3.10.2 Header Files

trapi.h. The primary header file that the user needsto includein their application.
trasnl.h. ASN.1 and BER definitions, low level functions prototypes.

trcfg.h. Default values of configurable parameters, used for initialization.
trconcpt.h. Conceptual row tables definitions and struct.

trconsts.h. MIB-11 ‘magic number’ definitions and trap structs.

trdefs.h. Treck-specific definitions, translations of agent functionsto Treck functions.
trdeskey.h. DESkey definitions.

trhmacev.h. MD5 and SHA-1 structs and definitions.

trimpl.h. Implementation-dependent PDU structs and definitions.

trintapi.h. Function prototypes for internal APIs.

trmib.h. M1B-I11 structsand SnmpV 2 definitions.

trmib2.h. typedef’sused by MIB-II retrieval functions.

trregstr.h. Configuration definitions, global struct.

trsnmp.h. SNMP versions, PDUs, errors and traps definitions.

trsnmpv3.h. SnmpV 2 structs and definitions.

trv3def.h. SNM P version definitions.

trvars.h. Variable tree structs.
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4 Programmer’s Reference

Thefunctionsin the following sections are classified into the following categories:

e CoreAgent Functions

These functions represent the main part of the agent. They are SNMP version independent. They are al'so
independent of a particular operating system and a protocol stack.

e Configuration APl Functions

These functions allow the user to configure the agent. They are independent of SNMP version, an operating
system and a protocol stack.

e Protocol Sack-Specific Functions

These functions perform retrieval and setting operations on MIB-11 objects. They are highly dependent on the
operating system and protocol stack.
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4.1 Core agent functions
The user needs to #include the header file trapi.h in their code which callsthese APIs.

4.1.1 tfSnmpdMain

i nt t f SnnpdMai n

(

i nt bl ocki ngSt at e,
unsi gned | ong timerlnterval

)

Function Description

Thisfunctioniscalled to initialize and start the SNMPAgent. The SNMPAgent may be runin either blocking or non-
blocking mode, specified using the blockingState parameter. If non-blocking modeis selected (i.e. blockingState =
TM_BLOCKING_OFF), then tfSnmpdMaininitializesthe agent and returns, and all processing of received SNMP
messages occurs later in the context of a socket callback function. If blocking mode is selected (i.e. blockingState =
TM_BLOCKING_ON), tfSnmpdMain does not return, but instead |oops making a blocking select call on the SNM P socket
waiting for SNM P messages to be received, and processes them in the context of tfSnmpdMain. Choose blocking mode if
you are using a RTOS/K ernel and prefer to run the SNMP Agent as a separate task. Choose non-blocking mode if you do
not haveaRTOS/Kernel.

Parameters
Parameter Description
blockingState TheflagtakingonvaluesTM_BLOCKING _OFFor TM_BLOCKING_ON
timerInterval Not used
Returns
Value Meaning
0 Success.
1 Failureto allocate memory for the global struct tvSnmpdPtr.
2 Failuretoinitializethe agent
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4.1.2tfSnmpdStop

i nt t f SnnpdSt op
(
voi d

)

Function Description
Thisfunction is called to close the SNM P sockets and kill the SNMP Agent. tfSnmpdStop does the reverse of
tfSnmpdMain, i.e. any memory that was allocated for the SNMPAgent during initialization isnow freed.

Parameters

None

Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
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4.2 Non-Runtime Initialization functions

Thefollowinginitialization APIsmay only be called prior to starting theSNMPAgent (i.e. prior to calling tfSnmpdMain).
The user must #include the header file trapi.h in their code which callsthese APIs.

4.2.1 tfModifyAuthPassword

i nt t f Modi f yAut hPasswor d
(

char *passwor d

)

Function Description

Thisfunction lets the user modify the authentication password. Maximum length of passwor d human-readable string is
setasTM_SNMP_MAX USER_AUTH_PSWD_LEN. Itisaresponsibility of acalling function to allocate memory for
passwor d. The user can call thisfunction only prior to starting the agent to overwrite the default.

Parameters
Parameter Description
password Input parameter, password string to be modified
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables
TM_AGENT_RUNNING Failure, agent isaready running.
TM_PASSWORD_TOOLONG Failure, password istoo long

TM_PASSWORD NOT_PRINTABLE Failure, password contains unprintable characters
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4.2.2 tftModifyPrivacyPassword

i nt t f Modi f yPri vacyPassword
(

char *passwor d

)

Function Description

This function lets the user modify the privacy password. Maximum length of passwor d human-readable string is set as
TM_SNMP_MAX_USER PRIVACY_PSWD_LEN. Itisaresponsihility of acalling function to allocate memory for
passwor d. The user can call thisfunction only prior to starting the agent to overwrite the default.

Parameters
Parameter Description
password Input parameter, password string to be modified
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables
TM_AGENT_RUNNING Failure, agent isalready running
TM_PASSWORD_TOOLONG Failure, password istoo long

TM_PASSWORD NOT_PRINTABLE Failure, password contains unprintable characters
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4.2.3tfSetSnmpPort
nt t f Set SnnpPor t

i
(
i nt port Nunber
).

Function Description

This function lets the user set the port number on which SNMP agent receives SNMP requeststo por t Nurrber . The
port isdefined in trconsts.h assnnpPor t insidet t Snnpd. By default, when the agent starts, if snnpPor t iszero, the
agent initializesit with the default value SNMP_PORT defined in trcfg.h. The user can call thisfunction only prior to
starting the agent to overwrite the default.

Parameters
Parameter Description
portNumber Port numeric value on input.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_AGENT_RUNNING Failure, agent isaready running.
TM_PORT_TOOLARGE Failure, portNumber valueislarger than 65535.
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4.2.4tfModifySysDescr

i nt t f Modi f ySysDescr
(

char *sysDescr

)

Function Description

This function lets the user modify MIB-11 sysDescr object instance, which cannot be changed via SNMP SET request due
to itsACCESS clause of ‘read-only’. By definition, sysDescr is“ A textual description of the entity. Thisvalue should
include the full name and version identification of the system’s hardware type, software operating-system, and
networking software. It is mandatory that this only contain printable ASCII characters. ” . Itslength must not exceed 255
bytes. The agent initializesit to the deault value of the octet stringt vSnnpSysDescri pti on, definedintrcfg.h.
This function allows the user to change this default value. It isaresponsibility of acalling function to allocate memory for
sysDescr . The user must call thisfunction prior to starting the agent, since sysDescr object instance must remain
unchanged during the agent’s lifetime.

Parameters
Parameter Description
sysDescr Input parameter, an octet string value of sysDescr MIB-I1 object
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent
global variables.
TM_SYSDESCR TOOLONG Failure, sysDescr contains too many characters.

TM_SYSDESCR NOT_PRINTABLE  Failure, sysDescr contains unprintable characters.

TM_SYSLOCATION_NOT_PRINTABLE Failure, sysL ocation contains unprintable characters.
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4.2.5tfModifySysObjid

i nt tf Modi fySysObjid
(

unsi gned | ong *sysQ d,

i nt oi dLen

)

Function Description

This function lets the user modify MIB-I1 sysObjectID object instance, which cannot be changed via SNMP SET request
dueto itsACCESS clause of ‘read-only’. By definition, sysObjectID is“ The vendor’s authoritative identification of the
network management subsystem contained in the entity. Thisvalueisallocated within the SM1 enterprises subtree
(1.3.6.1.4.1) and provides an easy and unambiguous means for determining “what kind of box’ isbeing managed. For
example, if vendor “Flintstones, Inc.” wasassigned the subtree 1.3.6.1.4.1.4242, it could assign theidentifier
1.3.6.1.4.1.4242.1.1toits Fred Router’.”. Itslength must not exceed TM_SNMP_MAX_NAME_LEN definedintrimpl.h.
The agent initializes it to the deault value of the octet stringt vSnmpSysCbj i d, defined intrcfg.h. Thisfunction
allowsthe user to change this default value. It isaresponsibility of acalling function to allocate memory for

t vSnnpSysObj i d. The user must call thisfunction prior to starting the agent, sincet vSnnpSysQbj i d object
instance must remain unchanged during the agent’s lifetime.

Parameters
Parameter Description
sysQid Input parameter, a pointer to anew sysObjectlD MIB-I11 object value
oidLen Input parameter, length (in unsigned long units) of sysOid.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_SYSOID _TOOLONG Failure, sysOid istoo long.
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4.2.6 tftModifySysServices
nt t f Modi f ySysServi ces

nt sysServi ces

i
(
i
)
Function Description

This function lets the user modify MIB-I1 sysServices object instance, which cannot be changed via SNMP SET request
dueto itsACCESS clause of ‘read-only’. By definition, sysServicesis*“A value which indicates the set of services that
thisentity primarily offers. Thevalueisasum. Thissumiinitially takesthe value zero, Then, for each layer, L, intherange
1 through 7, that this node performstransactionsfor, 2 raised to (L - 1) isadded to the sum. For example, anode which
performs primarily routing functions would have avalue of 4 (2\(3-1)). In contrast, anode whichisahost offering
application serviceswould haveavalueof 72 (2°(4-1) + 2~(7-1)). Notethat in the context of the Internet suite of
protocols, values should be calculated accordingly:

ayer functionality

physical (e.g., repeaters)
datalink/subnetwork (e.g., bridges)
internet (e.g., |P gateways)
end-to-end (e.g., |P hosts)
applications(e.g., mail relays)

N WN PR

For systemsincluding OSI protocols, layers 5 and 6 may also be counted.”. The agent initializesit to the deault value of
t vSnnpSysSer vi ces, definedin trcfg.h. Thisfunction allows the user to change this default value. The user must
call thisfunction prior to starting the agent, sincet vSnnpSysSer vi ces object instance must remain unchanged
during the agent’slifetime.

Parameters

Parameter Description

sysServices Input parameter, an integer value of sysServices MIB-I1 object
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success.

TM_ALLOCATION _ERROR Failureto allocate memory for the agent global variables.

TM_SYSSERVICES TOOLARGE Failure, sysServiceslarger than 127
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4.2.7 tfSetColdStartTrap

int tfSetColdStartTrap

(

const char *conNane,

const struct sockaddr_ storage *trapDestPtr,
int flags

)

Function Description

This function lets the user configure the Cold start trap the agent will send. When the agent starts, it can send cold start
trapsto an SNMP manager to indicateit is up and running. This function must be called prior to starting the agent,
since cold start traps are sent only at startup.

Parameters
Parameter Description
comName Community namethat will be embedded in thetrap.
trapDestPtr A pointer to a sockaddr_storage structure that indicates the destination

address of the trap. The addr, ss _len, ss family and ss port fields of the
sockaddr_storage structure must be correctly set.

flags By default, one SNMP V1 trap, one V2 trap (if theagentisrunning
SNMPv2c) and one V3 traps (if the agent isrunning SNMPv3) are sent (one
cold start trap per SNMP version the agent supports). You can use the flags
variable to avoid sending multiple cold start traps to the manager. The first
bit of the flags variable is reserved, you can set the 2™, 3 and 4" bitsto
prevent the agent from sending aV1, V2c or V3 coldStart trap. To use the
default behavior, set the flags to 0, otherwise the following macros should be
used to compute the mask.
TM_SNMP_CLDSTRT_TRAP_NO V1
TM_SNMP_CLDSTRT_TRAP_NO_V2C
TM_SNMP_CLDSTRT_TRAP_NO V3

Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables
TM_AGENT_RUNNING Failure, trap sinkslistislocked
TM_COMMUNITY_TOOLONG Failure, comNameistoo long

TM_COMMUNITY_NOT_PRINTABLE Failure, comName contains unprintabl e characters
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4.3 Configuration API functions

Some configuration API functions may only be called prior to starting the SNMPAgent (i.e. prior to calling tfSnmpdMain),
and these are listed separately in the previous section as “non-runtime initialization” functions.

The other configuration APIslisted in this section may be called anytime.

The user must #include the header file trapi.hin their code which callsthese APIs.

4.3.1tfAddCommunity

i nt t f AddConmuni ty
(

i nt whi ch,

char *comuni ty

)

Function Description

Thisfunction lets the user add a community string to the list of communities. Two pools of communities, the sizes of
TM_SNMP_MAX_NUM_READ_ COMMUNITIES and TM_SNMP_MAX_NUM_WRITE_COMMUNITIES,
are defined. By default, when the agent starts, if either community pool isempty, the agent initializes with one default
READ community and one default WRITE community. They might or might not beidentical. Maximum length of the
community stringin each pool issetasTM_SNMP_MAX_COMMUNITY _LEN.

Itisthe responsibility of acalling function to allocate memory for communi t y. The user can call thisfunction any time
prior to starting the agent, or during the runtime. In trilingual mode (TM_SNMP_VERS ON #defined to 3), the
communities are handled in the community table which is part of the SNMPv3 framework. In trilingual mode, use one of
thecommunity table APIs(tfAddCommunityTableEntry, tfDeleteCommunity TableEntry) instead of thisAPI.

Parameters
Parameter Description
which Input parameter, aninteger valuetakingon TM_READ_COMMUNITY _FLAG or
TM_WRITE_COMMUNITY_FLAG
community I nput parameter, community string value
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR
Failureto allocate memory for the agent global variables.
TM_RECORD_LOCKED Failure, communitieslistislocked
TM_NOMORE_COMMUNITIES Failure, communitieslistisfull
TM_UNKNOWN_COMMUNITY_FLAG Failure, which valueisnot defined
TM_COMMUNITY_TOOLONG Failure, community istoo long

TM_COMMUNITY_NOT PRINTABLE Failure, community contains unprintable characters
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4.3.2tfAddTrapEntry

trAddTrapEntry has been deprecated.
Please use Use tfNgAddTrapEntry instead.
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4.3.3tfDeleteAccessEntry

i nt t f Del et eAccessEntry

(
tt SnnpVacnAccessTabl e *X

)

Function Description
This function deletes the entry from thelinked list of t t SnnpVacnmAccessTabl e’ s. The struct
tt SnnpVacnAccessTabl e isdefinedintrsnmpv3.h:

typedef struct tsSnnpVacnmAccessTabl e
{
struct tsSnnpVacmAccessTabl e *svat Next ;
i nt svat GroupNanelLen;
nt svat Prefi xLen;
nt svat Mbdel ;
nt svatLevel;
nt svat Mat ch;
nt svat ReadNaneLen;
nt svat WiteNanelLen;
nt svat NotifyNaneLen;
nt svat St or ageType;
nt svat St at us;
char svat G- oupNane[ 32] ;
char svatPrefix[32];
char svat ReadNane[ 32];
char svat Wit eNane[ 32];
char svat Noti f yNane[ 32] ;
} ttSnnpVacnmAccessTabl e;

Thetableindex consists of svat G- oupNane, svat Prefix, svatMddel and svatLevel (inthatorder).
Note that the user must specify all index fields (together with their length values) only. It isaresponsibility of acalling
function to allocate memory for x. The user can call thisfunction any time prior to starting the agent, or during the
runtime,

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmA ccessTable, with first six fields
filledin.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_WRONG_GROUPNAME_LENGTH Failure, svatGroupNameL enisnot between 1 and 32.
TM_GROUPNAME_NOT_PRINTABLE Failure, svatGroupName contains unprintable characters.

TM_WRONG PREFIX_LENGTH Failure, svatPrefixLenisnot between 1 and 32.
TM_PREFIX NOT _PRINTABLE Failure, svatPrefix contains unprintable characters.
TM_WRONG_SECURITYMODEL Failure, svatModel < 0.
TM_WRONG_SECURITYLEVEL Failure, svatLevel isnot 1, or 2, or 3
TM_WRONG_MATCH Failure, svatMatchisnot O, or 1, or 2
TM_WRONG_STATUS Failure, svatStatusisnot 1, or 2, or 3
TM_RECORD_NOTFOUND Failureto find theindicated entry inthelinked list

60



Treck SNMPUser’sManual

4.3.4tfAddCommunity TableEntry

int tf AddConmuni tyTabl eEntry

(

tt32Bit flags,

struct tsSnnmpConmmunityTable *conEntryPtr)
)

Function Description

Thisfunction letsthe user add an entry in the community table. The community table (RFC 2576) is part of the SNMPv3
framework and provides away to define av1/v2c community and map it to aSNMPv3 USM user. The same access rights
that apply to the V3 user apply to the community.

The user can call this function any time prior to starting the agent, or during the runtime.

Parameters

Parameter Description

flags: input parameter - unused

comEntryPtr: Input parameter, pointer toast ruct t sSnnpConmuni t yTabl e that the user nust al | ocate
and fill.

t ypedef struct tsSnnmpComunityTabl e

{
struct tsSnnmpConmmuni tyTabl e *next;
tt8Bit snnpComuni t yl ndex[ TM_SNMP_COMTABLE_NMAX_NAME_LEN] ;
tt8Bit snnpComuni t yNane[ TM_SNVP_COMTABLE_MAX_NAME_LEN] ;
tt8Bit snnpComuni t ySecurit yName[ TM_SNVP_COMIABLE MAX_NAME_LEN] ;
tt8Bit snnpComuni t yCont ext Engi nel D] TM_SNWVP_COMTABLE_MAX_NAME_LEN] ;
tt8Bit snnpComuni t yCont ext Name[ TM_SNMP_COMIABLE_MAX_NAME_LEN] ;
tt8Bit snnpComuni t yTr ansport Tag[ TM_SNVP_COMTABLE NMAX_NAME_LEN] ;
tt8Bit snnpComuni t yl ndexLen;
tt8Bit snimpConmuni t yNaneLen;
tt8Bit snimpConmuni t ySecuri t yNaneLen;
tt8Bit snnpComuni t yCont ext Engi nel DLen;
tt8Bit snnmpComuni t yCont ext NanmelLen;
tt8Bit snimpConmuni t yTransport TaglLen;
tt8Bit snnpComuni t ySt or ageType;
tt8Bit snnpComuni t ySt at us;

} ttSnnpConmuni t yTabl e;

snnpConmmuni t yl ndex, snnpConmuni t yl ndexLen:
conmmunity identifier (character string)
snnpConmuni t yNane, snnpConmmuni t yNanelLen:
The community string (e.g. “public”, “private”, etc.)

snnpComuni t ySecur i t yName, snnpCommuni t ySecur it yNameLen,
snnpComuni t yCont ext Engi nel D, snnpComuni t yCont ext Engi nel DLen,
snnpComuni t yCont ext Narme, snnpConmmuni t yCont ext NameLen:

Par anet ers which identify a row of the usniser Tabl e.
snnpComuni t yTr ansport Tag, snnpCommuni t yTransport TagLen:

Unused paraneters, defined for future use.
snnpConmmuni t ySt or ageType:

The tabl e row storage type. Use one of the follow ng macros to indicate the
storage type of the row

«  TM SNWP_STORAGETYPE OTHER
«  TM SNVP_STORAGETYPE_VOLATI LE
«  TM SNVP_STORAGETYPE_NONVOLATI LE
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Note: TM_SNMP_STORAGETYPE_NONVOLATILE shouldbeusedtor RAM storage,
TM_SNMP_STORAGETYPE_NONVOLATILE for ROM storage.
The value chosen isjust an indication and does not affect the behavior of the agent.

snnpComuni t ySt at us:

The table row status. Use one of the three all owed nacros to indicate the row
st at us:

e TM_SNMP_ROWSTATUS ACTIVE

e TM_SNMP_ROWSTATUS NOTINSERVICE

e TM_SNMP_ROWSTATUS NOTREADY
TM_SNMP_ROWSTATUS ACTIVE should be used with the API, the other values are used for
conceptual row creation via SNMP SET messages.

Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_COMMUNITY_NOT_PRINTABLE Failure, community contains unprintabl e characters.
TM_USER NOT_PRINTABLE: Failure, user name contains unprintable characters.
TM_DUPLICATE_ COMMUNITY: Failure, the community already exists.
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4.3.5tfDeleteCommunity

i nt t f Del et eCommuni ty
(

i nt whi ch,

char *comuni ty

)

Function Description

Thisfunction letsthe user delete acommunity string from the list of communities. Two pools of communities, the sizes of
TM_SNMP_MAX_NUM_READ_COMMUNITIESand TM_SNMP_MAX_NUM_WRITE_COMMUNITIES, aredefined.
By default, when the agent starts, if either community pool isempty, the agent initializes with one default READ and one
default WRITE communities. They might or might not beidentical. Maximum length of the community string in each pool
issetasTM_SNMP_MAX_COMMUNITY _LEN. Itisaresponsibility of acalling functionto allocate memory for
community. If this community isthe only one left in the poal, it can not be deleted. The user can call thisfunction any time
prior to starting the agent, or during the runtime.

Parameters
Parameter Description
which Input parameter, aninteger valuetakingon TM_READ_COMMUNITY _FLAG or
TM_WRITE_COMMUNITY_FLAG
community I nput parameter, community string value
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_LOCKED Failure, communitieslist islocked.
TM_RECORD_NOTFOUND Failure, community isnot found.
TM_UNKNOWN_COMMUNITY_FLAG Failure, which valueisnot defined.
TM_COMMUNITY_TOOLONG Failure, community istoo long.
TM_COMMUNITY_NOT_PRINTABLE Failure, community contains unprintable characters.
TM_DEFAULT NOTDELETED Failure, the last community cannot be deleted.
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4.3.6 tfDeleteCommunityTableEntry

int tfDeleteCommunityTabl eEntry
(

tt32Bit flags,

char *com ndex

)

Function Description

Thisfunction letsthe user remove acommunity from the community table. The community table (RFC 2576) is part of the
SNMPv3 framework and provides away to define av1/v2c community and map it to aSNMPv3 USM user. The same
access rights that apply to the V3 user apply to the community.

The user can call this function any time prior to starting the agent, or during the runtime.

Parameters

Parameter Description

flags: input parameter - unused

comindex: Input parameter, index of the community to remove.
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_RECORD_NOTFOUND Failure, the community could not be found.
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4.3.7 tfDeleteContextEntry

i nt tf Del et eContext Entry

(
t t SnnpVacntCont ext Tabl e *X

)

Function Description
This function deletes the entry from the linked list of t t SnnpVacntCont ext Tabl e’ s. The struct
t t SnnpVacntCont ext Tabl e isdefinedin trsnmpv3.h:

typedef struct tsSnnpVacnContext Tabl e

{
struct tsSnnpVacnCont ext Tabl e *svct Next ;
i nt svct NanmeLen;
char svct Nane[ 32] ;

} ttSnnpVacnCont ext Tabl e;

Thetableindex consists of svct Nane. Note that the user must specify index field (together withsvct NaneLen) . Itis
aresponsibility of acalling function to allocate memory for x. The user can call thisfunction any time prior to starting the
agent, or during the runtime.

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmContext Table, with svctName
and svctNameLenfilledin.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_WRONG_CONTEXTNAME LENGTH Failure, svctNamel enisnot between 0 and 32.
TM_CONTEXTNAME _NOT _PRINTABLE Failure, svctName contains unprintable characters.
TM_RECORD_NOTFOUND Failureto find theindicated entry in the linked list.
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4.3.8 tfDeleteSec2GroupEntry

i nt t f Del et eSec2G oupEntry
(
tt SnnpVacnBSec2G oupTabl e *X

)

Function Description
This function deletes the entry from the linked list of t t SnnpVacnBSec2G oupTabl e’ s. The struct
tt SnnpVacnAccessTabl e isdefinedintrsnmpv3.h:

typedef struct tsSnnmpVacnBec2G oupTabl e
{
struct tsSnnpVacnBSec2G oupTabl e *svgt Next ;
i nt svgt Model ;
i nt svgt NaneLen;
i nt svgt GroupNanelLen;
i nt svgt StorageType;
i nt svgt St at us;
char svgt Nane[ 32] ;
char svgt G- oupNane[ 32] ;
} ttSnnpVacnBec2G oupTabl e;

Thetableindex consists of svgt Model , and svgt Nane (in that order). Note that the user must specify both index
fields (together withsvgt NanmeLen). Itisaresponsibility of acalling function to allocate memory for x. The user can
call thisfunction any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmSec2GroupTable, with first twofields,
and svgtGroupName, svgtGroupNameLenfilledin.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_WRONG_SECURITYMODEL Failure, svgtModel < 1.

TM_WRONG_SECURITYNAME LENGTH Failure, svgtNameL enisnot between 1 and 32.
TM_SECURITYNAME NOT PRINTABLE Failure, svgtName contains unprintable characters.
TM_WRONG_GROUPNAME_LENGTH Failure, svgtGroupNameL enisnot between 1 and 32.
TM_GROUPNAME _NOT_PRINTABLE  Failure, svgtGroupName contains unprintable characters.
TM_WRONG_STATUS Failure, svgtStatusisnot 1, or 2, or 3.
TM_RECORD_NOTFOUND Failureto find theindicated entry inthelinked list.
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4.3.9tfDeleteTrapEntry

ttDeleteTrapEntry has been deprecated.
Please use tfNgDeleteTrapEntry instead.
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4.3.10tfDeleteUsmEntry

i nt tf Del eteUsnEntry
(

tt SnnmpUsmJser Tabl e *X

)

Function Description
This function deletes the entry from the linked list of t t SnnpUsmser Tabl e’ s. Thestructt t SnmpUsniJser Tabl e
isdefined in trsnmpv3.h:

typedef struct tsSnmpUsniJser Tabl e
{
struct tsSnnpUsniJser Tabl e *suut Next ;
oi d suut C oneFronf TM SNMP_MAX_ NAME LEN];
oi d suut Aut hPr ot ocol [ TM_ SNMP_NMAX NAME LEN] ;
oi d suut PrivProtocol [ TM SNMP_NMAX NAMVE LEN];
i nt suut SecurityNaneLen;
i nt suut C oneFronien;
i nt suut Aut hPr ot ocol Len;
i nt suut Aut hKeyChangelen;
i nt suut OmAut hKeyChangelen;
int suutPrivProtocol Len;
i nt suut PrivKeyChangelen;
i nt suut OmPrivKeyChangelen;
i nt suutPublicLen;
i nt suut St orageType;
i nt suut St at us;
char suut SecurityNane[ 32];
char suut Aut hKeyChange[ 32] ;
char suut OmAut hKeyChange[ 32] ;
char suut Pri vKeyChange[ 32];
char suut OmnPri vKeyChange[ 32];
char suut UuPubl i c[ 32];
char suut Nane[ 32] ;
unsi gned char suut Engi nel d[ 20];
unsi gned char suut Engi nel dLen;
unsi gned char suut NaneLen;
char suut Pad[ 2] ;
} ttSnnpUsniJser Tabl e;

The table index consists of suut Engi nel d and suut Nare (in that order). Note that the user must specify both
index fields (together with their length values. It isaresponsibility of acalling function to allocate memory for x. The user
can call thisfunction any time prior to starting the agent, or during the runtime.
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Parameters
Parameter

Returns
Value

TM_SNMPAPI_NOERROR

TM_ZERO ENGINEID_LENGTH
TM_WRONG_USERNAME_LENGTH
TM_USERNAME_NOT_PRINTABLE
TM_ZERO_SECURITYNAME LENGTH
TM_SECURITYNAME_NOT_PRINTABLE
TM_ZERO CLONEFROM_LENGTH
TM_WRONG_PUBLIC_LENGTH
TM_PUBLIC_NOT_PRINTABLE
TM_UNKNOWN_STORAGETYPE
TM_WRONG_STATUS
TM_RECORD_NOTFOUND

Description
Input parameter, pointer to ttSnmpUsmUserTable, with first four fields
filledin.

Meaning
Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent
global variables.

Failure, suutEngineldLenisO.

Failure, suutNameL enisnot between 1 and 32.
Failure, suutName contains unprintabl e characters.
Failure, suutSecurityNamelL enisO.

Failure, suutSecurityName contains unprintable characters.
Failure, suutCloneFromLenisO.

Failure, suutPublicLenisnot between 0 and 32.
Failure, suutPublic contains unprintable characters.
Failure, suutStorageTypeisnot O or between 1 and 5.
Failure, suutStatusisnot 1, or 2, or 3.

Failureto find theindicated entry inthelinked list.
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4.3.11 tfDeleteVtfEntry

i nt

(

tfDeleteVtfEntry

tt SnnpVacnVi ewTr eeFani | yTabl e *X

)

Function Description

This function deletes the entry from the linked list of t t SnnpVacnVi ewTr eeFani | yTabl e’ s. The struct
tt SnnpVacnVi ewTr eeFami | yTabl e isdefinedin trsnmpv3.h:

typedef struct tsSnnpVacnVi ewTreeFanil yTabl e

{

struct tsSnnpVacnVi ewTr eeFam | yTabl e *svvt Next ;
oi d svvt Subtree[ TM SNMP_NMAX NAMVE LEN];

nt svvt NanelLen;

nt svvt Subtreelen;
nt svvt MaskLen;

nt svvt Type;

nt svvt St orageType;
nt svvt St at us;
char svvt Nane[ 32] ;

unsi gned char svvt Mask[ 16];
} ttSnnpVacnVi ewTr eeFani | yTabl e;

Thetableindex consists of svvt Nane and svvt Subt r ee (in that order). Note that the user must specify both index
fields (together with their length values. It isaresponsibility of acalling function to alocate memory for x. The user can
call thisfunction any time prior to starting the agent, or during the runtime.

Parameters
Parameter
X

Returns
Value

TM_SNMPAPI_NOERROR
TM_ALLOCATION_ERROR
TM_WRONG_VTFNAME_LENGTH
TM_VTFNAME_NOT_PRINTABLE
TM_WRONG TYPE
TM_WRONG_STATUS
TM_RECORD_NOTFOUND
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Description
Input parameter, pointer to ttSnmpVacmView TreeFamilyTable, with first four
fieldsfilledin.

Meaning

Success.

Failureto allocate memory for the agent global variables.
Failure, svvtNameL enisnot between 0 and 32.

Failure, svvtName contai ns unprintabl e characters.
Failure, svwwtTypeisnot O, or 1, or 2.

Failure, svvtStatusisnot 1, or 2, or 3.

Failureto find theindicated entry in the linked list.
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4.3.12 tfDisplayAccessEntry

i nt
(
tt SnnpVacnAccessTabl e

unsi gned int

)

Function Description

tf D spl ayAccessEntry

*entryPtr,
[

This function lets the user to access the entry (row) from vacmA ccessTable by returning the pointer to the corresponding
struct. It might be convenient to inspect an existing entry prior to deleting one, or adding one, or for any other purpose.
The user must specify the entry number, i (0-based). It isaresponsibility of the calling function to allocate memory to
hold thet t SnmpVacmAccessTabl e pointed to by ent r yPt r prior to calling this function. The user can call this
function any time prior to starting the agent, or during the runtime.

Parameters
Parameter

entryPtr

Returns
Value

TM_SNMPAPI_NOERROR
TM_ALLOCATION_ERROR
TM_RECORD_NOTFOUND

Description

Pointer to memory allocated by the user, which is populated by this function
with information copied from therow at the specified index.

Index of the row to be displayed

Meaning

Success

Failureto allocate memory for the agent global variables.
Failure, no such row is not found.
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4.3.13 tfDisplayContextEntry

i nt

(

t t SnnpVacntCont ext Tabl e
unsi gned int

)

Function Description

tfDi spl ayContextEntry

*entryPtr,
[

This function lets the user to access the entry (row) from vacmContextTable by returning the pointer to the corresponding
struct. It might be convenient to inspect an existing entry prior to deleting one, or adding one, or for any other purpose.
The user must specify the entry number, i (0-based). It isaresponsibility of the calling function to allocate memory to
hold thet t SnnpVacntont ext Tabl e pointedto by ent r yPt r prior to calling this function. The user can call this
function any time prior to starting the agent, or during the runtime.

Parameters
Parameter

entryPtr

Returns
Value

TM_SNMPAPI_NOERROR
TM_ALLOCATION_ERROR
TM_RECORD_NOTFOUND
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Description

Pointer to memory allocated by the user, which is populated by this function
with information copied from therow at the specified index.

Index of the row to be displayed

Meaning

Success.

Failureto allocate memory for the agent global variables.
Failure, no such row is not found.
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4.3.14 tfDisplaySec2GroupEntry

i nt tfDi spl aySec2G oupEntry
(

tt SnnpVacnBSec2G oupTabl e *entryPtr,

unsi gned int [

)

Function Description

This function lets the user to access the entry (row) from vacmSecurity ToGroupTable by returning the pointer to the
corresponding struct. It might be convenient to inspect an existing entry prior to deleting one, or adding one, or for any
other purpose. The user must specify the entry number, i (O-based). It isaresponsibility of the calling function to allocate
memory to hold thet t SnnpVacnBSec2G oupTabl e pointedto by ent r yPt r prior to calling thisfunction. The user
can call thisfunction any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
entryPtr Pointer to memory allocated by the user, which is populated by this function
with information copied from therow at the specified index.
[ Index of the row to be displayed
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION _ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_NOTFOUND Failure, no such row is not found.
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4.3.15tfDisplaySysContact

int tfDi splaySysContact
(

char *sysCont act

)

Function Description

This function lets the user to access the sysContact MIB-I1 object. It is the responsibility of the calling function to
allocate memory to hold the sysContact prior to calling this function. The user can call this function any time prior to
starting the agent, or during the runtime.

Parameters
Parameter Description
sysContact Output parameter. Pointer to memory allocated by the user, which is populated by this
function with the MIB-11 sysContact string.
Returns
Value Meaning

TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERRORFailureto allocate memory for the agent global variables.
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4.3.16 tfDisplaySysDescr

int tfDi splaySysDescr
(

char *sysDescr

)

Function Description

This function lets the user to access the sysDescr MIB-11 object. It is the responsibility of the calling function to
allocate memory to hold the sysDescr prior to calling this function. The user can call thisfunction any time prior to
starting the agent, or during the runtime.

Parameters
Parameter Description
sysDescr Output parameter. Pointer to memory allocated by the user, which is popu-
lated by this function with the MIB-11 sysDescr string.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
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4.3.17 tfDisplay SysObjectld

int tfD splaySysojectld
(
char * sysObjectld

)

Function Description

This function lets the user to access the sysObjectld MIB-I1 object. It is the responsibility of the calling function to
allocate memory to hold the sysObjectld prior to calling thisfunction. The user can call thisfunction any time prior to
starting the agent, or during the runtime.

Parameters
Parameter Description
sysObjectld Output parameter. Pointer to memory allocated by the user, which is popu-
lated by this function with the MIB-I1 sysObjectld string.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
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4.3.18tfDisplaySysObjectid

int tfDi splaySysojectld
(

char *sysObjectld,

in *sysOhj ect | dLen

)

Function Description

This function lets the user to access the sysObjectld MIB-I1 object. It is the responsibility of the calling function to
allocate memory to hold the sysObjectld prior to calling thisfunction. The user can call thisfunction any time prior to
starting the agent, or during the runtime.

Parameters

Parameter Description

sysObjectld Output parameter. Pointer to memory allocated by the user, which is popu-

lated by this function with the MI1B-11 sysObjectlid.

sysObjectldLen Output parameter. Pointer to the number of elements sysObjectid.
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
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4.3.19tfDisplaySysLocation

int tfDi splaySysLocation
(

char *syslLocation

)

Function Description

This function lets the user to access the sysL ocation MIB-11 object. It isthe responsibility of the calling function to
allocate memory to hold the sysL ocation prior to calling this function. The user can call this function any time prior to
starting the agent, or during the runtime.

Parameters

Parameter Description

SysLocation Output parameter. Pointer to memory allocated by the user, whichis

populated by this function with the MIB-I11 sysL ocation string.

Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
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4.3.20 tfDisplaySysName

int tfDi splaySysNane
(
char *sysNane

)

Function Description

Thisfunction lets the user to access the sysName MIB-I1 object. It isthe responsibility of the calling function to allocate
memory to hold the sysName prior to calling this function. The user can call this function any time prior to starting the
agent, or during the runtime.

Parameters
Parameter Description
sysName Output parameter. Pointer to memory allocated by the user, which is popu-
lated by this function with the MIB-11 sysName string.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
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4.3.21 tfDisplayTrapEntry

trDisplayTrapEntry has been deprecated API.
Please use tfNgDisplayTrapEntry instead.
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4.3.22 tfDisplayUsmEntry

i nt tfDi spl ayUsnEnt ry
(

tt SnnmpUsmJser Tabl e *entryPtr,

unsi gned int [

)

Function Description

This function lets the user to access the entry (row) from usmUserTable by returning the pointer to the corresponding
struct. It might be convenient to inspect an existing entry prior to deleting one, or adding one, or for any other purpose.
The user must specify the entry number, i (0-based). It isaresponsibility of the calling function to allocate memory to
hold thet t SnmpUsniJser Tabl e pointed to by ent r yPt r prior to calling this function. The user can call this
function any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
entryPtr Pointer to memory allocated by the user, which is populated by this function
with information copied from therow at the specified index.
[ Index of the row to be displayed
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_NOTFOUND Failure, no such row was found.
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4.3.23 tfDisplayVtfEntry

i nt tfDi splayVtfEntry
(

tt SnnpVacnVi ewTr eeFani | yTabl e *entryPtr,

unsi gned int [

)

Function Description

Thisfunction lets the user to access the entry (row) from vacmViewTreeFamilyTable by returning the pointer to the
corresponding struct. It might be convenient to inspect an existing entry prior to deleting one, or adding one, or for any
other purpose. The user must specify the entry number, i (O-based). It isaresponsibility of the calling function to allocate
memory to hold thet t SnnpVacnVi ewTr eeFani | yTabl e pointed to by ent r yPt r prior to calling this function.
The user can call thisfunction any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
entryPtr Pointer to memory allocated by the user, which is populated by this function
with information copied from therow at the specified index.
[ Index of the row to be displayed
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_NOTFOUND Failure, no such row was found.
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4.3.24 tfInsertAccessEntry

i nt tflnsert AccessEntry

(
tt SnnpVacnAccessTabl e *X

)

Function Description

Thisfunction either insertsthe new entry into the linked list of t t SnnpVacnAccessTabl e’ s, if thecompound table
index does not coinside with any index inthe entriesin the linked list, or replaces the old entry with the new one, if the
identical index isfound. Thestructt t SnnpVacmAccessTabl e isdefined in trsnmpv3.h:

typedef struct tsSnnpVacnAccessTabl e

{
struct tsSnnpVacmAccessTabl e *svat Next ;

i nt svat GroupNanelLen;

i nt svatPrefixLen;

i nt svat Model ;

i nt svatlLevel;

i nt svat Mat ch;

i nt svat ReadNanelLen;

int svat WiteNaneLen;

i nt svat NotifyNanmeLen;

i nt svat St or ageType;

i nt svat St at us;
char svat G- oupNane[ 32] ;
char svatPrefix[32];
char svat ReadNane[ 32];
char svat Wit eNane[ 32];
char svat Noti f yNane[ 32] ;

} ttSnnpVacnmAccessTabl e;

Thetableindex consists of svat G- oupNane, svat Prefix, svatMddel and svatLevel (inthatorder).
Note that the user should specify all index fields (together with their length values) and svat St at us value since they
do not have DEFVAL clauses. If the user does not specify other fields, they will be assigned their default values, per RFC
2575. Itisaresponsihility of acalling function to allocate memory for x. The user can call thisfunction any time prior to
starting the agent, or during the runtime.

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmA ccessTabl e, with thefields
svatGroupName, svatGroupNamel en, svatPrefix, svatPrefixLen, svatModel,
svatL evel, and svatStatusfilled in.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_WRONG_GROUPNAME _LENGTH Failure, svatGroupNamel enisnot between 1 and 32.
TM_GROUPNAME_NOT_PRINTABLE Failure, svatGroupName contains unprintable characters.

TM_WRONG PREFIX_LENGTH Failure, svatPrefixLenisnot between 1 and 32.
TM_PREFIX NOT _PRINTABLE Failure, svatPrefix contains unprintable characters.
TM_WRONG_SECURITYMODEL Failure, svatModel < 0.
TM_WRONG_SECURITYLEVEL Failure, svatLevel isnot 1, or 2, or 3.
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TM_WRONG_MATCH Failure, svatMatchisnot O, or 1, or 2.
TM_WRONG_STATUS Failure, svatStatusisnot 1, or 2, or 3.
TM_ALLOCATION_ERROR Failureto allocate memory for snmpVacmA ccessEntry Start
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4.3.25 tfiInsertContextEntry

i nt tflnsertContextEntry

(
t t SnnpVacntCont ext Tabl e *X

)

Function Description
This function inserts the new entry into the linked list of t t SnnpVacnmCont ext Tabl e’ s. The struct
tt SnnpVacnAccessTabl e isdefinedintrsnmpv3.h:

typedef struct tsSnnpVacnContext Tabl e

{
struct tsSnnpVacnCont ext Tabl e *svct Next ;
i nt svct NanmeLen;
char svct Nane[ 32] ;

} ttSnnpVacnCont ext Tabl e;

Thetableindex consists of svct Nane. Note that the user should specify index field (together with svct NaneLen) . It
isaresponsibility of acalling function to allocate memory for x. The user can call thisfunction any time prior to starting
the agent, or during the runtime.

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmContextTable, with svctName and
svctNameLenfilledin.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_WRONG_CONTEXTNAME LENGTH Failure, svctNamel enisnot between 0 and 32.
TM_CONTEXTNAME _NOT _PRINTABLE Failure, svctName contains unprintable characters.
TM_ALLOCATION_ERROR Failureto allocate memory for snmpVacmContextEntry Start

85



Treck, Inc.

4.3.26 tfiInsertSec2GroupEntry

i nt tflnsertSec2G oupEntry

(
tt SnnpVacnBSec2G oupTabl e *X

)

Function Description

Thisfunction either inserts the new entry into thelinked list of t t SnnpVacnBSec2G oupTabl e’ s, if the compound
tableindex does not coinside with any index in the entriesin the linked list, or replaces the old entry with the new one, if
theidentical index isfound. Thestructt t SnmpVacmAccessTabl e isdefined in trsnmpv3.h:

typedef struct tsSnnmpVacnBec2G oupTabl e
{
struct tsSnnpVacnBSec2G oupTabl e *svgt Next ;
i nt svgt Model ;
i nt svgt NaneLen;
i nt svgt GroupNanelLen;
i nt svgt St orageType;
i nt svgt St at us;
char svgt Nane[ 32] ;
char svgt G- oupNane[ 32] ;
} ttSnnpVacnBec2G oupTabl e;

Thetable index consists of svgt Model , and svgt Nane (in that order). Note that the user should specify both index
fields (together with svgt NanelLen), and svgt G oupNane, svgt G oupNaneLen and svgt St at us values
since they do not have DEFVAL clauses. If the user does not specify other fields, they will be assigned their default
values, per RFC 2575. Itisaresponsibility of acalling function to allocate memory for x. The user can call thisfunction
any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmSec2GroupTable, withthefields
svgtModel, svgtName, svgtNameL en, svgtGroupName, svgtGroupNameLen
and svgtStatus filled in.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_WRONG_SECURITYMODEL Failure, svgtModel < 1.

TM_WRONG_SECURITYNAME LENGTH Failure, svgtNameL en isnot between 1 and 32.
TM_SECURITYNAME _NOT _PRINTABLE Failure, svgtName contains unprintable characters.
TM_WRONG_GROUPNAME _LENGTH Failure, svgtGroupNameL enisnot between 1 and 32.
TM_GROUPNAME _NOT _PRINTABLE  Failure, svgtGroupName contains unprintable characters.
TM_WRONG_STATUS Failure, svgtStatusisnot 1, or 2, or 3.
TM_ALLOCATION_ERROR Failureto allocate memory for snmpVacmSec2GroupEntry Start
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4.3.27 tfinsertUsmEntry

i nt tflnsertUsnEntry
(

tt SnnmpUsmJser Tabl e *X

)

Function Description

Thisfunction either insertsthe new entry into thelinked list of t t SnnpUsmUser Tabl e’ s, if the compound table index
does not coinside with any index in the entriesin the linked list, or replaces the old entry with the new one, if the identical
index isfound. The struct t t SnnpUsmnJser Tabl e isdefined in trsnmpv3.h:

typedef struct tsSnnpUsniJser Tabl e

{

struct tsSnnpUsniJser Tabl e *suut Next ;

oid
oid
oid

nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt

suut Cl oneFronf TM_SNVP_MAX_NAME LEN] ;
suut Aut hPr ot ocol [ TM_SNVP_MAX NAME LEN] ;
suut Pri vProt ocol [ TM SNVP_MAX NAME LEN];
suut SecurityNaneLen;

suut C oneFronLen;

suut Aut hPr ot ocol Len;

suut Aut hKeyChangelLen;

suut OmAut hKeyChangelen;

suut Pri vProt ocol Len;

suut Pri vKeyChangelLen;

suut OmPri vKeyChangelen;

suut Publ i cLen;

suut St or ageType;

suut St at us;

char
char
char
char
char
char
char

suut Securi tyNane[ 32] ;
suut Aut hKeyChangel[ 32] ;
suut OmAut hKeyChangel[ 32] ;
suut Pri vKeyChangel[ 32] ;
suut OmPri vKeyChange[ 32] ;
suut UuPubl i c[ 32] ;

suut Nane[ 32] ;

unsi gned char suut Engi nel d[ 20] ;
unsi gned char suut Engi nel dLen;
unsi gned char suut NaneLen;
char suut Pad[ 2] ;

} ttSnnpUsniJser Tabl e;

Thetable index consists of suut Engi nel d and suut Nane (in that order). Note that the user should specify both
index fields (together with their length values), and suut Secur i t yNane, suut Securi t yNanelLen,

suut C oneFr om suut G oneFr onLen and suut St at us valuessincethey do not have DEFVAL clauses. If the
user does not specify other fields, they will be assigned their default values, per RFC 2574. It isaresponsibility of a
calling function to allocate memory for x. The user can call thisfunction any time prior to starting the agent, or during the

runtime,
Parameters
Parameter Description
X Input parameter, pointer to ttSnmpUsmUserTable, with thefields

suutenginel D, suutEnginel dLen, suutName, suutNameL en,
suutSecurityName, suutSecurityNamel en, suutCloneFrom,
suutCloneFromLen and suutStatusfilled in.

87



Treck, Inc.

Returns
Value

TM_SNMPAPI_NOERROR
TM_ALLOCATION_ERROR

TM_ZERO ENGINEID_LENGTH
TM_WRONG_USERNAME_LENGTH
TM_USERNAME_NOT_PRINTABLE
TM_ZERO_SECURITYNAME LENGTH
TM_SECURITYNAME_NOT_PRINTABLE
TM_ZERO CLONEFROM_LENGTH
TM_WRONG_PUBLIC LENGTH
TM_PUBLIC_NOT_PRINTABLE
TM_UNKNOWN_STORAGETYPE
TM_WRONG_STATUS
TM_ALLOCATION_ERROR
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Meaning

Success.

Failureto allocate memory for the agent global variables.
Failure, suutEngineldLenisO.

Failure, suutNameL enisnot between 1 and 32.

Failure, suutName contains unprintable characters.
Failure, suutSecurityNamelL enisO.

Failure, suutSecurityName contains unprintable characters.
Failure, suutCloneFromLenisO.

Failure, suutPublicLenis not between 0 and 32.

Failure, suutPublic contains unprintable characters.
Failure, suutStorageTypeisnot O or between 1 and 5.
Failure, suutStatusisnot 1, or 2, or 3.

Failureto allocate memory for snmpUsmUserEntry Start
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4.3.28 tfInsertVtfEntry

i nt tflnsertVtfEntry

(
tt SnnpVacnVi ewTr eeFani | yTabl e *X

)

Function Description

Thisfunction either inserts the new entry into thelinked list of t t SnpVacnVi ewTr eeFani | yTabl e’ s, if the
compound tableindex does not coinside with any index in the entriesin the linked list, or replaces the old entry with the
new one, if theidentical index isfound. Thestructt t SnnpVacnVi ewTr eeFami | yTabl e isdefined intrsnmpv3.h:

typedef struct tsSnnpVacnVi ewTreeFanil yTabl e
{
struct tsSnnpVacnVi ewTr eeFam | yTabl e *svvt Next ;
oi d svvt Subtree[ TM SNMP_NMAX NAMVE LEN];
nt svvt NanelLen,;
nt svvt Subtreelen;
nt svvt MasklLen;
nt svvt Type;
nt svvt St orageType;
nt svvt St at us;
char svvt Nane[ 32] ;
unsi gned char svvt Mask[ 16];
} ttSnnpVacnVi ewTr eeFani | yTabl e;

Thetable index consists of svvt Nane and svvt Subt r ee (in that order). Note that the user should specify both
index fields (together with their length values) and svvt St at us value since they do not have DEFVAL clauses. If the
user does not specify other fields, they will be assigned their default values, per RFC 2575. It isaresponsibility of a
calling function to allocate memory for x. The user can call thisfunction any time prior to starting the agent, or during the
runtime,

Parameters
Parameter Description
X Input parameter, pointer to ttSnmpVacmViewTreeFamilyTable, with thefields
svvtName, svvtNameL en, svvtSubtree, svvtSubtreelen and svvtStatus
filledin.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_WRONG VTFNAME LENGTH  Failure, svwtNamelL enisnot between 0 and 32.
TM_VTFNAME_NOT _PRINTABLE  Failure, svvtName contains unprintable characters.

TM_WRONG TYPE Failure, svvtTypeisnot 0, or 1, or 2.
TM_WRONG_STATUS Failure, svvtStatusisnot 1, or 2, or 3
TM_ALLOCATION_ERROR Failureto alocate memory for snmpVacmView TreeFamilyEntryStart
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4.3.29 tfModifyCommunity

i nt t f Modi f yCommuni ty
(

i nt whi ch,

char *target,

char *source

)

Function Description

Thisfunction lets the user modify acommunity string in the list of communities. Two pools of communities, the sizes of
TM_SNMP_MAX_NUM_READ_COMMUNITIES and TM_SNMP_MAX_NUM_WRITE_COMMUNITIES, are
defined. Maximum length of the community string in each pool issetasTM_SNMP_MAX_COMMUNITY_LEN. The
user must indicate the pool by setting whi ch parameter. The user must also specify the community to be modified,

t ar get , and the new community value, sour ce. Itisaresponsibility of acalling function to allocate memory for
target and source. Theuser can call thisfunction any time prior to starting the agent, or during the runtime.

Parameters
Parameter Description
which Input parameter, aninteger valuetakingon TM_READ_COMMUNITY _FLAG or
TM_WRITE_COMMUNITY_FLAG
target I nput parameter, community string to be modified.
source I nput parameter, anew community string.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_LOCKED Failure, communitieslist islocked.
TM_RECORD_NOTFOUND Failure, target community is not found
TM_UNKNOWN_COMMUNITY_FLAG Failure, which valueisnot defined
TM_COMMUNITY_TOOLONG Failure, sourceistoo long

TM_COMMUNITY_NOT_PRINTABLE Failure, source contains unprintable characters
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4.3.30 tfModifySysContact

int tfModifySysContact
(

char *sysCont act

)

Function Description
Thisfunction lets the user modify MIB-11 sysContact object instance.

By definition, sysContact is a string containing the textual identification of the contact person for the managed node,
together with information on how to contact this person. Its length must not exceed 255 bytes. The agent initializesit to
the default value of the octet string tvSnmpSysContact, defined in trcfg.h. This function allows the user to change this
default value. It isthe responsibility of the calling function to allocate memory for sysContact. The user can call this
function any time prior to starting the agent, or during the runtime.

Parameters

Parameter Description

sysContact Input parameter, an octet string value of sysContact MIB-11 object
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_SYSCONTACT_TOOLONG Failure, sysContact contains too many characters.

TM_SYSCONTACT _NOT_PRINTABLE Failure, sysContact contains unprintable characters.
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4.3.31 tfModifySysLocation

int tfModifySysLocation
(

char *syslLocation

)

Function Description
Thisfunction lets the user modify MIB-I1 sysL ocation object instance.

By definition, sysLocation is a string containing the physical location of the system running the SNMP agent.

Its length must not exceed 255 bytes. The agent initializesit to the default value of the octet string tvSnmpSysL ocation,
defined in trcfg.h. This function allows the user to change this default value. It is the responsibility of the calling
function to allocate memory for sysLocation. The user can call this function any time prior to starting the agent, or
during theruntime.

Parameters

Parameter Description

sysLocation Input parameter, an octet string value of sysLocation MIB-11 object
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_SYSLOCATION_TOOLONG Failure, sysL ocation contains too many characters.

TM_SYSLOCATION_NOT _PRINTABLE Failure, sysL ocation contains unprintable characters.
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4.3.32 tfModifySysName

int tfModifySysNane
(

char *sysNane

)

Function Description
Thisfunction lets the user modify MIB-11 sysName object instance.

By definition, sysName is a string containing an administratively-assigned name for the system running the SNMP
agent. By convention, this should be its fully-qualified domain name. Its length must not exceed 255 bytes. The agent
initializesit to the default value of the octet string tvSnmpSysName, defined in trcfg.h. Thisfunction allows the user to
change this default value. It isthe responsibility of the calling function to allocate memory for sysName. The user can
call thisfunction any time prior to starting the agent, or during the runtime.

Parameters

Parameter Description

sysName Input parameter, an octet string value of sysName MIB-I1 object
Returns

Value Meaning

TM_SNMPAPI_NOERROR Success

TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.

TM_SYSNAME_TOOLONG Failure, sysName contains too many characters.

TM_SYSNAME NOT_PRINTABLE Failure, sysName contains unprintable characters.
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4.3.33 tfModify TrapEntry

ttModityTrapEntry has been deprecated API.
Please use tftNgModifyTrapEntry instead.
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4.3.34 tfNgAddTrapEntry

int tfNgAddTrapEntry

(
tt NgSnnpTrapParns *entry

)

Function Description

Thisfunction lets the user add a new entry to the list of trap sinks. The pool of trap sinks of size
TM_SNMP_MAX_NUM_TRAP_SINKSisdefined. By default, when the agent starts, if the pool is empty, the agent
initializes with one default entry. Itisaresponsibility of acalling function to allocate memory for entry. The user can call
this function any time prior to starting the agent, or during the runtime. The input argument is the pointer to the struct
ttNgSnmpTrapParms defined in trconsts.h:

typedef struct tsNgSnnpTrapPar ns

{
struct sockaddr_storage stpDestlp; /* trap manager’s | P address */
struct sockaddr_storage stpSrclp; /* Agent | P address */

/* enterprise number assigned to the organi zation by | ETF */
unsi gned | ong st pEnt erpri seNum
unsi gned | ong stpEnterpriseLen; /* length of stpEnterprise O D */

/* trap enterprise field of SNMPvl trap. It can be of any | ength between 8 and
* TM_SNVP_MAX_NAME_LEN. The sub-oids O to 6 are pre-defined as
*1.3.6.1.4.1. stpEnterpriseNum
*/
oi d stpEnterprise[ TM_ SNMP_MAX_NAME_LEN] ;

int stpComunitylLen; /* comunity string | ength */
i nt stpSocket; /* agent’s trap socket (assigned by systen) */

/* the conmunity string sent with SNMPvl and SNMPv2 traps */
unsi gned char stpConmuni ty[ (( TM_SNVMP_NMAX_NAME_LEN + 3) / 4) * 4];
} ttNgSnnpTr apPar ns;

Sincethere are no defaults, the user must specify all members’ values (except
stpSocket, and possibly stpEnterprise). If any of the valuesis not set, the trap may be either not be received by the trap
manager, or, if received, not properly decoded.

Parameters
Parameter Description
Entry Pointer to ttNgSnmpTrapParmswith the membersfilled in oninput.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables
TM_RECORD_LOCKED Failure, trap sinkslistislocked
TM_NOMORE_TRAPENTRIES Failure, trap sinkslistisfull
TM_PORT_TOOLARGE Failure, port specified in stpDestlpislarger than 65535
TM_COMMUNITY_TOOLONG Failure, stpCommunity istoo long
TM_COMMUNITY_NOT_PRINTABLE Failure, stpCommunity contains unprintable characters
TM_EMFILE Failure, no more socketsare available
TM_ENOBUFS Failure, insufficient user memory to complete the operation
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ExampleCode

The following example code shows how you could call tftNgAddTrapEntry to override the default trap destination IP
address prior to starting the SNMP Agent. This example assumes that you are running the SNMP Agent in blocking

mode as a separate task:

voi d snnpdTask(voi d *dat a)

{
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int ret;
struct sockaddr _in *addrPtr;
tt NgSnnpTrapParnms  nyTrap;

tmsnnp_strcpy(nyTrap. st pComunity, “trap commt);
myTr ap. st pCommuni tyLen = strl en(nyTrap. st pComruni ty);

addrPtr = (struct sockaddr_in *) &mryTrap. stpDestlp;
addrPtr->sin_fam |y = AF_| NET;
addrPtr->sin_|len = sizeof (struct sockaddr_in);

addrPtr->sin_port = htons(162);

retVar = inet_pton(addrPtr->sin_famly,
“12.99. 240. 220",
&addr Pt r->si n_addr);

addrPtr = (struct sockaddr_in *) &WPtr->stpSrclp;
addrPtr->sin_addr.s_addr =tfGetRouterld();

trapPar nsPtr->st pEnt er pri seNum= TM _DEFAULT_ENTERPRI SE_NUVBER;
trapParnsPtr->st pEnterpriseLen = TM DEFAULT_ENTERPRI SE_LENGTH,;

retVar = tfNgAddTrapEnt ry( &y Trap);

ret = tfSnnpdMvai n( TM_BLOCKI NG_ON, 0);
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4.3.35tfNgDeleteTrapEntry

int tfNgDel eteTrapEntry

(
tt NgSnnpTrapParns *entry

)

Function Description

This function lets the user delete an entry from the list of trap sinks. The pool of trap sinks of size
TM_SNMP_MAX_NUM_TRAP_SINKSisdefined. By default, when the agent starts, if the pool is empty, the agent
initializeswith one default entry. It isaresponsibility of acalling function to allocate memory for entry. The user can call
thisfunction any time prior to starting the agent, or during the runtime. If thisentry isthe only oneleft in the pooal, it can
not be deleted. The input argument is the pointer to the struct ttNgSnmpTrapParms defined in trconsts.h:

typedef struct tsNgSnnpTrapPar ns
{

struct sockaddr_storage stpDestlp; /* trap manager’s | P address */
struct sockaddr_storage stpSrclp; /* Agent | P address */

/* enterprise nunmber assigned to the organi zation by | ETF */
unsi gned | ong st pEnt erpri seNum
unsi gned | ong stpEnterpriseLen; /* length of stpEnterprise O D */

/* trap enterprise field of SNMPvl trap. It can be of any | ength between 8 and
* TM_SNVP_MAX_NAME_LEN. The sub-oids O to 6 are pre-defined as
*1.3.6.1.4.1. stpEnterpriseNum
*/
oi d stpEnterprise[ TM_ SNMP_MAX_NAME_LEN] ;

i nt stpConmuni tylLen; /* conmunity string |length */
i nt stpSocket; /* agent’s trap socket (assigned by system */

/* the conmunity string sent with SNMPvl and SNMPv2 traps */
unsi gned char stpConmmuni ty[ (( TM_SNMP_NMAX_NAME_LEN + 3) / 4) * 4];
} ttNgSnnpTr apPar nrs;

Note, that the user must specify the following members of ttNgSnmpTrapParms. stpCommunityL en, sspCommunity, and
stpDestlp inside entry. The reason is, there might be multiple entries in the pool containing any subset of these four
parameters, e.g. different entriesin the pool specify sending traps to the same address with the same communities, but to
different ports.

Parameters
Parameter Description
entry Pointer to ttNgSnmpT rapParms with the members stpCommunityL en,

stpCommunity, stpDestlp filled in oninput.

Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_LOCKED Failure, trap sinkslist islocked.
TM_RECORD_NOTFOUND Failure, entry is not found.
TM_DEFAULT_NOTDELETED Failure, the last trap entry cannot be deleted
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4.3.36 tfNgDisplayTrapEntry

int tfNgDi splayTrapEntry

(

tt NgSnnpTrapParnms *entryPtr,
unsi gned int i

)

Function Description

Thisfunction lets the user display an entry from the list of trap sinks. It might be convenient to inspect an existing entry
prior to deleting one, or adding one, or for any other purpose. The pool of trap sinks of size

TM_SNMP_MAX_ NUM_TRAP_SINKSisdefined. The user must specify the entry number, i (0-based). Itisaresponsi-
bility of the calling function to allocate memory to hold the ttNgSnmpTrapParms pointed to by entryPtr prior to calling
thisfunction. The user can call this function any time prior to starting the agent, or during the runtime. The type
ttNgSnmpTrapParmsis defined in trconsts.h:

typedef struct tsNgSnnpTrapPar ns

{
struct sockaddr_storage stpDestlp; /* trap manager’s | P address */
struct sockaddr_storage stpSrclp; /* Agent | P address */

/* enterprise number assigned to the organi zation by | ETF */
unsi gned | ong st pEnt erpriseNum
unsi gned | ong stpEnterpriseLen; /* length of stpEnterprise O D */

/* trap enterprise field of SNMPvl trap. It can be of any | ength between 8
* and TM_SNMP_MAX_NAME_LEN. The sub-oids O to 6 are pre-defined as
*1.3.6.1.4.1. stpEnterpriseNum
*/

oi d stpEnterprise[ TM_ SNMP_MAX_NAME_LEN] ;

i nt stpConmuni tylLen; [* conmmunity string | ength */
i nt stpSocket; /* agent’s trap socket (assigned by system */

/* the conmunity string sent with SNMPvl and SNMPv2 traps */
unsi gned char stpConmmuni ty[ (( TM_SNMP_NMAX_NAME_LEN + 3) / 4) * 4];
} ttNgSnnpTr apPar nrs;

Parameters
Parameter Meaning
entryPtr Pointer to memory allocated by the user, which is populated by this function
with information copied from the trap entry at the specified index.
I Index of the trap entry to be displayed
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success.
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_NOTFOUND Failure, trap entry was not found.
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4.3.37 tftNgModify TrapEntry

int tfNgModifyTrapEntry

(

tt NgSnnpTrapParnms *target,
tt NgSnnpTr apPar ns *sour ce
)

Function Description

Thisisthelist of trap sinks. The pool of trap sinksof sizeTM_SNMP_MAX_NUM_TRAP_SINKSisdefined. Itisa
responsibility of acalling function to allocate memory fort ar get and sour ce. The user can call thisfunction any
time prior to starting the agent, or during the runtime. The input argument is the pointer to the struct

tt NgSnnpTr apPar ns defined in trconsts.h:

typedef struct tsNgSnnpTrapPar ns

{
struct sockaddr_storage stpDestlp; /* trap manager’s | P address */
struct sockaddr_storage stpSrclp; /* Agent | P address */

/* enterprise nunmber assigned to the organi zation by | ETF */
unsi gned | ong st pEnt erpriseNum
unsi gned | ong stpEnterpriseLen; /* length of stpEnterprise O D */

/* trap enterprise field of SNMPvl trap. It can be of any | ength between 8
* and TM_SNMP_MAX_NAME_LEN. The sub-oids O to 6 are pre-defined as
*1.3.6.1.4.1. stpEnterpriseNum

*/
oi d stpEnterprise[ TM_ SNMP_MAX_NAME_LEN] ;
i nt stpConmuni tylLen; /* conmmunity string length */
i nt stpSocket; /* agent’s trap socket (assigned by system */

/* the conmunity string sent with SNMPvl and SNVMPv2 traps */
unsi gned char stpConmmuni ty[ (( TM_SNVMP_NMAX_NAME_LEN + 3) / 4) * 4];
} ttNgSnnpTr apPar nrs;

Note, that the user should specify the following members of ttNgSnmpTrapParms: stpCommunityL en, stpCommunity and
stpDestlp inside target. The reason is, there might be multiple entries in the pool containing any subset of these four
parameters, e.g. different entries in the pool specify sending traps to the same address with the same communities, but to
different ports. The user must also specify the same members inside source, since there are no defaullts.

Parameters
Parameter Description
target Pointer to ttNgSnmpTrapParmsto be modified, with the members
stpCommunityL en, stpCommunity and stpDestlp filled in oninput.
source Pointer to the new ttNgSnmpTrapParmswith the members
stpCommunityL en, stpCommunity and stpDestlp filled in on input.
Returns
Value Meaning
TM_SNMPAPI_NOERROR Success
TM_ALLOCATION_ERROR Failureto allocate memory for the agent global variables.
TM_RECORD_LOCKED Failure, trap sinkslist islocked.
TM_RECORD_NOTFOUND Failure, target is not found.
TM_PORT_TOOLARGE Failure, trap port islarger than 65535
TM_COMMUNITY_TOOLONG Failure, source community istoo long

TM_COMMUNITY_NOT_PRINTABLE Failure, source community contains unprintable characters
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4.4 Protocol stack-specific functions

This section isjust included for completeness, since these APIs are the interface between the SNMP Agent and the Treck
stack. Normally, you will not need to modify these functions, but if you do, they are all implemented in thefiletrlocal .c.

4.4.1 tfGetNumberlfs

i nt tf Get Nunber | fs
(
).

Function Description
This function retrieves a number of interfacesin the system.

Parameters
None

Returns
Number of interfacesin the system
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4.4.2 tflcmpGrouplinfoGet

| ong
*tflcnmpG oupl nf oGet
(

unsi gned char what

)

Function Description
This function retrieves a value of an object in icmp group. The calling function must specify which object by using the
“what ” argument.

Parameters
Parameter Description
what Magic number identifying amember of MIB-11 icmp group, one of the

following defined in trconsts.h:
what Parameter Descriptions

TM_MIB_ICMPINMSGS: Thetotal number of ICM P messages which the entity received, including all
those countedby TM_MIB_ICMPINERRORS below.
TM_MIB_ICMPINERRORS: The number of |CM P messages which the entity received but but determined

as having ICMP-specific errors (bad |CMP checksum, bad length, etc.).
TM_MIB_ICMPINDESTUNREACHS: The number of ICMP Destination Unreachabl e messages received.
TM_MIB_ICMPINTIMEEXCDS: The number of ICMP Time Exceeded messagesreceived.
TM_MIB_ICMPINPARMPROBS: The number of ICMP Parameter Problem messages received.
TM_MIB_ICMPINSRCQUENCHS: The number of ICMP Source Quench messages received,

TM_MIB_ICMPINREDIRECTS: The number of ICM P Redirect messages received.
TM_MIB_ICMPINECHOS: The number of ICMP Echo (request) messages received.
TM_MIB_ICMPINECHOREPS: The number of ICMP Echo Reply messages received.

TM_MIB_ICMPINTIMESTAMPS: The number of ICMP Timestamp (request) messages received.
TM_MIB_ICMPINTIMESTAMPREPS: Thenumber of ICMP Timestamp Reply messagesreceived.
TM_MIB_ICMPINADDRMASKS: The number of ICMP Address Mask Request messages received.
TM_MIB_ICMPINADDRMASKREPS: The number of ICMPAddress Mask Reply messages received.

TM_MIB_ICMPOUTMSGS: Thetotal number of ICMP messages which this entity attempter to send.
Note that this counter include all those counted by
TM_MIB_ICMPOUTERRORSbelow.

TM_MIB_ICMPOUTERRORS: The number of ICMP messages which this entity did not send due to the
problems discovered within ICMP such as lack of buffers. This value should
not include errors discovered outside the ICMP layer such as the inability of
| P to route the resultant datagram. |n some implementations there may be no
types of error which contribute to this counter’s value.

TM_MIB_ICMPOUTDESTUNREACHS: The number of ICMP Destination Unreachable messages sent.
TM_MIB_ICMPOUTTIMEEXCDS: The number of ICMP Time Exceeded messages sent.
TM_MIB_ICMPOUTPARMPROBS.  Thenumber of ICM P Parameter Problem messages sent.
TM_MIB_ICMPOUTSRCQUENCHS: The number of ICMP Source Quench messages sent.

TM_MIB_ICMPOUTREDIRECTS: The number of ICMP Redirect messages sent. For ahost, this object will
always be zero since hosts do not send redirects.

TM_MIB_ICMPOUTECHOS: The number of ICMP Echo (request) messages sent.
TM_MIB_ICMPOUTECHOREPS: The number of ICMP Echo Reply messages sent.
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TM_MIB_ICMPOUTTIMESTAMPS: The number of ICMP Timestamp (request) messages sent.
TM_MIB_ICMPOUTTIMESTAMPREPS: The number of ICMP Timestamp Reply messages sent.
TM_MIB_ICMPOUTADDRMASKS: The number of ICMP Address Mask Request messages sent.
TM_MIB_ICMPOUTADDRMASKREPS: The number of ICMP Address Mask Reply messages sent.

Returns
Value Meaning
NULL The object value was not found.
I=NULL Pointer to the found object value.
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4.4 3tflfGroupInfoGet

| ong *tf I f G oupl nf oGet
(

i nt i nterfacel ndex,
unsi gned char what ,

i nt *| engt hPtr

)

Function Description
This function retrieves parameters and statistics values on a given interface. The calling function must specify

i nt erfacel ndex andwhat parameters. The length of a parameter/statistics valueisignored on input and returned in
* engt hPtr.

Parameters

Parameter
interfacel ndex
lengthPtr
what

what parameter description

TM_MIB_IFINDEX:
TM_MIB_IFDESCR:

T™M_MIB_IFTYPE:
T™M_MIB_IFMTU:

TM_MIB_IFSPEED:
TM_MIB_IFPHY SADDRESS:

TM_MIB_IFADMINSTATUS:
TM_MIB_IFOPERSTATUS:
TM_MIB_IFLASTCHANGE:

TM_MIB_IFINOCTETS:

TM_MIB_IFINUCASTPKTS:
TM_MIB_IFINNUCASTPKTS

TM_MIB_IFINDISCARDS:

TM_MIB_IFINERRORS:

TM_MIB_IFINUNKNOWNPROTOS:

TM_MIB_IFOUTOCTETS:

TM_MIB_IFOUTUCASTPKTS:

Description
Interface number (1-based index).
Pointer to the parameter/statistics value length on return.

Magic number identifying amember of MIB-I1 interface group, one of the
following defined in trconsts.h:

Theinterface number (1-based index).

Information about theinterface, including name of manufacturer, product
name, and version of the hardware interface.

Type of interface, distinguished according to the physical/link protocol(s).

The size of the largest protocol data unit, in bytes, that can be sent/received
on the interface.

An estimate of the interface’s current data rate capacity.

Theinterace's address at the protocol layer immediately below the network
layer (i.e. Ethernet address, if you are using the Ethernet link layer).
Desired interface state: up(1), down(2), testing(3).

Current operational interface state: up(1), down(2), testing(3).

Value of sysUpTime at the time the interface entered its current operational
state.

Total number of bytesreceived on theinterface, including framing charac-
ters.

Number of subnetwork-unicast packets delivered to a higher-layer protocol.

Number of non-unicast packets (i.e. broadcast, multicast) delivered to a
higher-layer protocol.

Number of inbound packets discarded, even though no errors had been
detected, to prevent their being delivered to a higher-layer protocol (i.e.
buffer overflow).

Number of inbound packets that contained errors preventing them from
being delivered to a higher-layer protocol.

Number of inbound packets that were discarded because of an unknown or
unsupported protocol.

Total number of bytestransmitted on the interface, including framing
characters.

Total number of packets that higher-level protocols requested be transmitted
to a subnetwork-unicast address, including those that were discarded or
otherwise not sent.
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TM_MIB_IFOUTNUCASTPKTS:

TM_MIB_IFOUTDISCARDS:
TM_MIB_IFOUTERRORS:
TM_MIB_IFOUTQLEN:

TM_MIB_IFSPECIFIC:

Returns
Value

NULL
I=NULL
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Total number of packets that higher-level protocols requested be transmitted
to anon-unicast address (i.e. broadcast, multicast), including those that
were discarded or otherwise not sent.

Number of outbound packets discarded even though no errors had been
detected to prevent their being transmitted (i.e. buffer overflow).

Number of outbound packets that could not be transmitted because of
errors.

Length of the output packet queue.

OID referenceto MIB definitions specific to the particular mediabeing used
toredizetheinterface.

Meaning
The parameter/statistics value was not found.
Pointer to the found parameter/statistics value.
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4.4 4tflpAddrTableEntryGet

| ong *t f | pAddr Tabl eEnt r yGet
(

i nt exact,

ttM b2l pAddrEntry *ip_addr_table

)

Function Description
Thisfunction retrievesthe valuesin aparticular row of ipAddrTable. Thet t M b2l pAddr Ent r yisdefined in trmib2.h
asfollows:

typedef struct tsM b2l pAddrEntry
{
unsi gned | ong i pAdEnt Addr ;
unsi gned | ong i pAdEnt Net Mask;
unsi gned int ipAdEntlfl ndex;
unsi gned int i pAdEnt Bcast Addr;
unsi gned int i pAdEnt ReasniVaxSi ze;
} ttM b2l pAddrEntry;

TherowsinipAddrTableareindexed by i pAdENnt Addr . Oninput the calling function must specify thisfield to
indicate the row for which thevaluesof i pAdEnt | f | ndex, i pAdEnt Net Mask, i pAdEnt Bcast Addr and
i pAdEnt ReasmiVaxSi ze to bereturned. The calling function must also specify if an exact match is requested by
setting the value of exact to TRUE if so, and to FAL SE otherwise. This function performs the search of ipAddrTable as
follows:
1) if exactisTRUE, and therow with the correspondingi pAdEnt Addr isfound, fill intheremaining
fields and return;
2 if exactis TRUE, and the row with the corresponding i pAdEnt Addr isnot found, return;
3 if exactisFALSE, and therow lexicographically next to therequested oneisfound, fill inall fields,
includingi pAdEnt Addr , and return;
4) if exactisFALSE, and therow lexicographically next to the requested oneis not found, return.

It isthe responsibility of this function to sort the rows in ascending order of i pAdEnt Addr , if not already sorted. It is
theresponsibility of acalling function to allocate memory fori p_addr _t abl e.

Parameters
Parameter Description
exact Theflag indicating whether an exact match isrequested (TRUE or FALSE)
ip_addr_table Pointer to ttMib2l pAddrEntry with theipAdEntAddr field filled in oninput;
pointer to ttMib2I pAddrEntry with all membersfilled on output
Returns
Value Meaning
0 exact = TRUE and the row was not found, OR exact = FAL SE and the row
lexicographically following the requested one was not found.
1 exact = TRUE and the row wasfound, OR exact = FAL SE and the row

lexicographically following the requested one was found.
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Example
Suppose ipAddrTable contains the following entries (only addr ess is shown):
address
10.1.235
128.97.8844
192.311.117

201.211.117

If thisfunctioniscalledwithexact = TRUE andthei pAdEnt Addr field 128.97.88.44, the valuesfrom the second row
arefilledin, and 1isreturned.

If thisfunctioniscalledwithexact = TRUE andthei pAdEnt Addr field 128.97.88.34, Oisreturned.

If thisfunctioniscalledwithexact =FALSE andthei pAdEnt Addr field0.0.0.0, al valuesfromthefirst row arefilled
in, and 1isreturned.

If thisfunctioniscalledwithexact =FALSE andthei pAdEnt Addr field 193.0.0.0, all valuesfromthelast row arefilled
in, and 1isreturned.

If thisfunctioniscalledwithexact =FALSE andthei pAdEnt Addr field 203.0.0.0, Oisreturned.
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4.4.5tflpGroupinfoGet

| ong *tf I pG oupl nf 0Get
(

unsi gned char what

)

Function Description
This function retrieves avalue of an object in ip group. The calling function must specify which object by using the
“what ” argument.

Parameters
Parameter Description
what Magic number identifying amember of MIB-I11 ip group, one of thefollowing

defined in trconsts.h:
what parameter description

TM_MIB_IPFORWARDING: Theindication of whether this entity is acting as an | P gateway in respect to
the forwarding of datagrams received by, but not addressed to, this entity. 1P
gateways forward datagrams. | P hosts do not (except those source-routed
viathe host) Note that for some managed nodes, this object may take on
only asubset of the values possible. Accordingly, it is appropriate for an
agent to return a‘ badValue' response if a management station attemptsto
change this object to an inappropriate value.

TM_MIB_IPDEFAULT TTL: The default valueinserted into the Time-To-Livefield of the |P header of
datagrams originated at this entity, whenever aTTL valueis not supplied by
the transport layer protocol.

TM_MIB_IPINRECEIVES. Thetotal number of input datagrams received from interfaces, including
thosereceived in error.
TM_MIB_IPINHDRERRORSS: The number of input datagrams discarded due to errorsin their | P headers,

including bad checksums, version number mismatch, other format errors,
time-to-live exceeded, errors discovered in processing their |P options, etc.

TM_MIB_IPINADDRERRORS: The number of input datagrams discarded because the |P address in their IP
header’s destination field was not a valid address to be received at this
entity. This count includesinvalid addresses (e.g., 0.0.0.0) and addresses of
unsupported Classes (e.g., ClassE). For entitieswhich are not |P Gateways
and therefore do not forward datagrams, this counter includes datagrams
discarded because the destination address was not a local address.

TM_MIB_ IPFORWDATAGRAMS: The number of input datagrams for which this entity was not their final IP
destination, as aresult of which an attempt was made to find aroute to
forward them to that final destination. In entitieswhich do not act asIP
Gateways, this counter will include only those packets which were Source-
Routed viathis entity, and the Source-Route option processing was
successful.

TM_MIB_IPINUNKNOWNPROTOS: The number of locally-addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol.

TM_MIB_IPINDISCARDS: The number of input | P datagrams for which no problems were encountered
to prevent their continued processing, but which were discarded (e.g., for
lack of buffer space). Note that this counter does not include any datagrams
discarded while awaiting re-assembly.

TM_MIB_IPINDELIVERS: Thetotal number of input datagrams successfully delivered to | P user-
protocols (including ICMP).
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TM_MIB_IPOUTREQUESTS:

TM_MIB_IPOUTDISCARDS:

TM_MIB_IPOUTNOROUTES:

TM_MIB_IPREASMTIMEOQOUT:

TM_MIB_IPREASMREQDS:

TM_MIB_IPREASMOKS:
TM_MIB_IREASMFAILS:

TM_MIB_IPFRAGOKS:

TM_MIB_IPFRAGFAILS:

TM_MIB_IFRAGCREATES:

TM_MIB_IROUTINGDISCARDS:

‘Returns
Value

NULL
I=NULL
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Thetotal number of IP datagramswhich local I P user-protocols (including
ICMP) supplied to IP in requests for transmission. Note that this counter
does not include any datagrams counted in ipForwDatagrams.

The number of output | P datagrams for which no problem was encountered
to prevent their transmission to their destination, but which were discarded
(e.g., for lack of buffer space). Note that this counter would include
datagrams counted in ipForwDatagrams if any such packets met this
(discretionary) discard criterion.

The number of |P datagrams discarded because no route could be found to
transmit them to their destination. Note that this counter includes any
packets counted in ipForwDatagrams which meet this‘ no-route’ criterion.
Note that this includes any datagarms which a host cannot route because all
of its default gateways are down.

The maximum number of secondswhich received fragmentsare held while
they are awaiting reassembly at this entity.

The number of IP fragments received which needed to be reassembled at this
entity.

The number of | P datagrams successfully reassembl ed.

The number of failures detected by the I P reassembly algorithm (for what-
ever reason: timed out, errors, etc). Note that thisis not necessarily a count
of discarded | P fragments since some algorithms (notably the algorithmin

RFC 815) can losetrack of the number of fragments by combining them as
they arereceived.

The number of |P datagrams that have been successfully fragmented at this
entity.

The number of 1P datagrams that have been discarded because they needed
to be fragmented at this entity but could not be, e.g., because their Don’t
Fragment flag was set.

The number of 1P datagram fragments that have been generated as a result
of fragmentation at this entity.

The number of routing entries which were chosen to be discarded even
though they are valid. One possible reason for discarding such an entry
could be to free-up buffer space for other routing entries.

Meaning
The object value was not found.
Pointer to the found object value.
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4.4.6 tflpRouteTableEntryGet

| ong t f 1 pRout eTabl eEnt r yGet
(

i nt exact,

ttM b2l pRout eEntry *ip_route_table

)

Function Description
Thisfunction retrievesthe valuesin a particular row of ipRouteTable. Thet t M b2l pRout eEnt ry isdefinedin
trmib2.h asfollows:

typedef struct tsM b2l pRout eEntry
{
unsi gned | ong i pRout eDest ;
unsi gned | ong i pRout eNext Hop;
unsi gned | ong i pRout eMask;
| ong i pRout el nf o[ TM_SNVP_NMAX NAMVE LEN] ;
unsi gned int ipRoutelflndex;
unsi gned int ipRouteMetric[5];
unsi gned int i pRouteType;
unsi gned int i pRouteProto;
unsi gned int i pRouteAge;
unsi gned int ipRoutelnfolLen;
} ttM b2l pRout eEntry;

TherowsinipRouteTable areindexed by i pRout eDest . Oninput the calling function must specify thisfield to
indicate the row for which the values of al fieldsinthe tt M b2l pRout eEnt ry to bereturned. The calling function
must also specify if an exact match isrequested by setting the value of exact to TRUE if so, and to FAL SE otherwise.
This function performs the search of ipRouteTable asfollows:
1) if exactisTRUE, and therow with the correspondingi pRout eDest isfound, fill intheremaining
fields and return;
2 if exactis TRUE, and the row with the corresponding i pRout eDest isnot found, return;
3 if exactisFALSE, and therow lexicographically next to therequested oneisfound, fill inall fields,
includingi pRout eDest , and return;
4) if exact isFALSE, and therow lexicographically next to the requested oneis not found, return.

It isthe responsibility of thisfunction to sort the rowsin ascending order of i pRout eDest , if not already sorted. It is
theresponsibility of acalling function to allocate memory fori p_r out e_t abl e.

Parameters
Parameter Description
exact Theflag indicating whether an exact match isrequested (TRUE or FALSE)
ip_route_table Pointer to ttMib2l pRouteEntry with theipRouteDest field filled in oninput;
pointer to ttMib2l pRouteEntry with all membersfilled on output
Returns
Value Meaning
0 exact = TRUE and the row was not found, OR exact = FAL SE and the row
lexicographically following the requested one was not found.
1 exact = TRUE and the row wasfound, OR exact = FAL SE and the row

lexicographically following the requested one was found..
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4.4.7 tfN2mTableEntryGet

| ong t f N2nirabl eEnt r yGet
(

i nt exact,

ttM b2l pNet ToMedi aEntry  *n2mtabl e

)

Function Description
Thisfunction retrievesthe valuesin a particular row of ipNetToMediaTable. Thet t M b2l pNet ToMedi aEntry is
defined intrmib2.h asfollows:

typedef struct tsM b2l pNet ToMedi aEntry
{

unsi gned | ong n2nmNet Addr ;

unsi gned int n2m f | ndex;

unsi gned int n2nType;

unsi gned char n2nPhysAddr|[ 6] ;

char n2nPad[ 2] ;
} ttM b2l pNet ToMedi aEnt ry;

TherowsinipNetToMediaTable areindexed by n2mi f | ndex and n2nmNet Addr (inthat order). Oninput the calling
function must specify these fields to indicate the row for which the values of all fieldsin the

tt M b2l pNet ToMedi aEnt ry to bereturned. The calling function must also specify if an exact match is requested by
setting the value of exact to TRUE if so, and to FAL SE otherwise. This function performs the search of

ipNetToM ediaTableasfollows:

1) if exactis TRUE, and the row with the corresponding{ n2mni f | ndex, n2nNet Addr } isfound, fill inthe
remaining fieldsand return;

2 if exact isTRUE, and the row with the corresponding { n2m f 1 ndex, n2nNet Addr } isnotfound,
return;

3 if exactisFALSE, and therow lexicographically next to the requested oneisfound, fill inall fields, including {
n2m f 1 ndex, n2mNet Addr 1}, andreturn;

4) if exact isFALSE, and therow lexicographically next to the requested oneis not found, return.

It isthe responsibility of thisfunction to sort the rowsin ascending order of { n2ml f | ndex, n2mNet Addr },if not
already sorted. It isthe responsibility of acalling function to allocate memory for n2m t abl e.
Parameters

Parameter Description

exact Theflag indicating whether an exact match isrequested (TRUE or FALSE)

n2m table Pointer to ttMib2lpNetToM ediaEntry with the { n2mlfIndex, n2mNetAddr } field
filledinoninput; pointer to ttMib2IpNetToM ediaEntry with all membersfilled on
output

Returns

Value Meaning

0 exact = TRUE and the row was not found, OR exact = FAL SE and the row
lexicographically following the requested one was not found.

1 exact = TRUE and the row wasfound, OR exact = FAL SE and the row lexico-

graphically following the requested one was found.
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Example
Suppose ipNetToMediaTabl e contains the following entries (only index, net_addr are shown):
index net_addr
1 101235
1 128.97.88.44
2 12.97.83.44
2 192.311.117
3 20211117

If thisfunctioniscaledwithexact =TRUEandthe{ n2nml f | ndex, n2mNet Addr } fields(2,192.3.11.117}, the
valuesfrom thefourth row arefilledin, and 1 isreturned.

If thisfunctioniscaledwithexact = TRUEandthe{ n2m f | ndex, n2nNet Addr } fields{2,128.97.88.44},0is
returned.

If thisfunctioniscalledwithexact =FALSEandthe{ n2nl f | ndex, n2nmNet Addr } fields(0, 0.0.0.0}, al values
fromthefirst row arefilledin, and 1isreturned.

If thisfunctioniscaledwithexact =FALSEandthe{ n2nl f | ndex, n2mNet Addr } fields{2,193.0.0.0}, all
valuesfrom thelast row arefilled in, and 1 isreturned.

If thisfunctioniscalledwithexact =FALSEandthe{ n2nl f | ndex, n2nmNet Addr } fields{4,0.0.0.0},0is
returned.
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4.4.8tfTcpGroupinfoGet

| ong *tf TcpG oupl nf oGet

(

unsi gned char what

)

Function Description

Thisfunction retrieves avalue of an object in tcp group. The calling function must specify which object by using the

“what " argument.

Parameters
Parameter

what

what parameter description
TM_MIB_TCPRTOALGORITHM

TM_MIB_TCPRTOMIN:

TM_MIB_TCPRTOMAX:

TM_MIB_TCPMAXCONN:

TM_MIB_TCPACTIVEOPENS:
TM_MIB_TCPPASSIVEOPENS:

TM_MIB_TCPATTEMPTFAILS:

TM_MIB_TCPESTABRESETS:
TM_MIB_TCPCURRESTAB:
TM_MIB_TCPINSEGS,
TM_MIB_TCPOUTSEGS:
TM_MIB_TCPRETRANSSEGS:

TM_MIB_TCPINERRS:
TM_MIB_TCPOUTRSTS:
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Description

Magic number identifying amember of MIB-I1 tcp group, one of thefollowing
defined in trconsts.h:

The algorithm used to determine the timeout val ue used for retransmitting
unacknowledged octets.

The minimum value permitted by a TCPimplementation for the retransmission
timeout, measured in milliseconds. Morerefined semanticsfor objects of this
type depend upon the algorithm used to determine the retransmission timeout.
In particular, when the timeout algorithmisrsre(3), an object of thistype hasthe
semantics of the LBOUND quantity describedin RFC 793.

The maximum value permitted by aTCPimplementation for the retransmission
timeout, measured in milliseconds. Morerefined semanticsfor objects of this
type depend upon the algorithm used to determine the retransmission timeout.
In particular, when the timeout algorithmisrsre(3), an object of thistype hasthe
semantics of the UBOUND quantity described in RFC 793.

Thelimit on the total number of TCP connections the entity can support. In
entities where the maximum number of connectionsisdynamic, this object
should contain the value - 1.

The number of times TCP connections have made adirect transition to the SY N-
SENT state from the CLOSED state.

The number of times TCP connections have made adirect transition to the SY N-
RECVD statefromthe LISTEN state.

The number of times TCP connections have made a direct transition to the
CLOSED statefrom either the SYN-SENT state or the SYN-RCVD state, plusthe
number of times TCP connections have made adirect transition tothe LISTEN
statefromthe SYN-RCVD state.

The number of times TCP connections have made a direct transition to the
CLOSED statefrom either the ESTABLISHED state or the CLOSE-WAIT state.

The number of TCP connections for which the current state is either ESTAB-
LISHED or CLOSE-WAIT.

Thetotal number of segments received, including those received in error. This
count includes segments received on currently established connections.

The total number of segments sent, including those on current connections but
excluding those containing only retransmitted octets.

Thetotal number of segments retransmitted —that is, the number of TCP
segments transmitted containing one or more previously transmitted octets.

Thetotal number of segmentsreceived in error (e.g., bad TCP checksums).
The number of TCP segments sent containing the RST flag.
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Returns
Value Meaning
NULL The object value was not found.
I=NULL Pointer to the found object value.
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4.4 9tfTcpTableEntryGet

| ong tf TcpTabl eEnt r yGet
(

i nt exact,

tt M b2TcpConnection *tcp_table

)

Function Description
Thisfunction retrieves the valuesin a particular row of tcpConnTable. Thet t M b2TcpConnect i on isdefinedin
trmib2.h asfollows:

typedef struct tsM b2TcpConnecti on
{
unsi gned | ong tcpConnLocal Addr;
unsi gned | ong tcpConnRenot eAddr ;
unsi gned int tcpConnState;
unsi gned int tcpConnLocal Port;
unsi gned int tcpConnRenot ePort;
} ttM b2TcpConnecti on;

TherowsintcpConnTableareindexed by t cpConnLocal Addr,t cpConnLocal Port,t cpConnRenot eAddr
and t cpConnRenot ePort (inthat order). Oninput the calling function must specify these fields to indicate the row
for which the values of all fieldsinthe tt M b2TcpConnect i on to bereturned. The calling function must also
specify if an exact match isrequested by setting the value of exact to TRUE if so, and to FAL SE otherwise. This
function performs the search of tcpConnTable asfollows:
1) if exactisTRUE, and the row with the corresponding{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort } isfound, fill intheremaining fieldsand return;
2 if exactisTRUE, and therow with the corresponding{ t cpConnLocal Addr ,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort }isnot found, return;
3 if exactisFALSE, and therow lexicographically next to therequested oneisfound, fill inall fields, including
{ tcpConnLocal Addr,t cpConnLocal Port,t cpConnRenot eAddr, t cpConnRenot ePor t
}, and return;
4) if exact isFALSE, and therow lexicographically next to the requested oneis not found, return.

It isthe responsihility of thisfunction to sort the rowsin ascending order of {t cpConnLocal Addr,
t cpConnLocal Port,t cpConnRenot eAddr, t cpConnRenot ePort }, if not aready sorted. Itisthe
responsibility of acalling function to allocate memory fort cp_t abl e.

Parameters
Parameter Description
exact Theflag indicating whether an exact match isrequested (TRUE or FALSE)
tcp_table Pointer to ttMib2TcpConnection with the tcpConnL ocal Addr,
tcpConnL ocal Port, tcpConnRemoteAddr, tcpConnRemotePort fieldsfilled in
on input; pointer to ttMib2TcpConnection with all membersfilled on output
Returns
Value Meaning
0 exact = TRUE and the row was not found, OR exact = FAL SE and the row
lexicographically following the requested one was not found.
1 exact = TRUE and the row wasfound, OR exact = FAL SE and the row

lexicographically following the requested one was found.
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Example
Suppose tcpConnTable contains the following entries (only t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort are shown):

tcpConnLocal Addr tcpConnLocal Port t cpConnRenot eAddr t cpConnRenot ePor t

10.1.23.5 21 128.11.12.13 23
10.1.23.5 23 18.11.12.13 19
10.1.23.5 23 128.11.12.13 18
128.97.88.44 1234 202.1.1.1 5555
128.97.88.44 1234 202.1.1.1 15001
128.97.88.44 1234 211.10.10.10 23
128.97.88.44 1340 11.10.10.10 22

If thisfunctioniscalledwithexact =TRUEandthe{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort } fields(128.97.88.44, 1234, 202.1.1.1, 15001}, the valuesfrom thefifth
row arefilledin, and 1isreturned.

If thisfunctioniscalledwithexact =TRUE andthe{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort } fields{128.97.88.44, 1234, 202.1.1.1, 15000}, Oisreturned.

If thisfunctioniscalledwithexact =FALSEandthe{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr , t cpConnRenot ePort } fields(0.0.0.0,0,0.0.0.0, O}, al valuesfromthefirst row arefilledin,
and 1 isreturned.

If thisfunctioniscalledwithexact =FALSEandthe{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort } fields{128.97.88.44, 1234, 202.1.1.1, 15002} , all valuesfrom the sixth
row arefilledin, and 1isreturned.

If thisfunctioniscalled withexact =FALSEandthe{ t cpConnLocal Addr,t cpConnLocal Port,
t cpConnRenot eAddr, t cpConnRenot ePort } fields{128.97.88.44, 1340, 202.1.1.1, 15000}, Oisreturned.
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4.4.10tfUdpGrouplinfoGet

| ong *t f UdpG oupl nf oGet
(

unsi gned char what

)

Function Description
This function retrieves avalue of a statistics counters in udp group. The calling function must specify which statistics
counter by using the “what” argument.

Parameters
Parameter Description
what Magic number identifying amember of MI1B-I1 udp group, one of the

following defined in trconsts.h:
what parameter descriptions

TM_MIB_UDPINDATAGRAMS: Thetotal number of UDP datagrams delivered to UDP users.

TM_MIB_UDPNOPORTS: Thetotal number of received UDP datagrams for which there wasno
application at the destination port.

TM_MIB_UDPINERRORS: The number of received UDP datagramsthat could not be delivered for

reasons other than the lack of an application at the destination port.
TM_MIB_UDPOUTDATAGRAMS: Thetotal number of UDP datagrams sent from this entity.

Returns
Value Meaning
NULL The statistics counter value was not found.
I=NULL Pointer to the found statistics counter value.
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4.4.11 tfUdpTableEntryGet

| ong t f UdpTabl eEnt r yGet
(

i nt exact,

tt M b2UdpLi st ener *udp_tabl e

)

Function Description
Thisfunction retrievesthe valuesin a particular row of udpTable. Thet t M b2UdpLi st ener isdefined intrmib2.h as
follows:

typedef struct tsM b2UdpLi st ener

{
unsi gned | ong udpLocal Addr;

unsi gned int udpLocal Port;
} ttM b2UdpLi st ener;

Therowsin udpTable areindexed by udpLocal Addr andudpLocal Port (inthat order). Oninput the calling
function must specify these fields to indicate the row for which the values of all fieldsinthe tt M b2UdpLi st ener to
be returned. The calling function must also specify if an exact match isrequested by setting the value of exact to TRUE
if so, and to FAL SE otherwise. Thisfunction performs the search of udpTable asfollows:

1 if exactis TRUE, and the row with the corresponding{ udpLocal Addr, udpLocal Port } isfound, fill
intheremaining fieldsand return;

2 if exact isTRUE, and the row with the corresponding { udpLocal Addr, udplLocal Port } isnotfound,
return;

3 if exactisFALSE, and therow lexicographically next to the requested oneisfound, fill inall fields, including {
udpLocal Addr, udpLocal Port },andreturn;

4. if exactisFALSE, and therow lexicographically next to the requested oneis not found, return.

It isthe responsibility of this function to sort the rowsin ascending order of { udpLocal Addr, udpLocal Port },
if not already sorted. It isthe responsibility of acalling function to allocate memory for udp_t abl e.

Parameters
Parameter Description
exact Theflag indicating whether an exact match isrequested (TRUE or FALSE)
udp_table Pointer to ttMib2UdpL istener with the udplL ocal Addr, udpL ocal Port fields
filledinoninput; pointer to ttMib2UdpListener with all membersfilled on
output
Return
Value Meaning
0 exact = TRUE and the row was not found, OR exact = FAL SE and the row
lexicographically following the requested one was not found.
1 exact = TRUE and the row wasfound, OR exact = FAL SE and the row

lexicographically following the requested one was found.
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Example
Suppose udpTable contains the following entries:

udpLocal Addr udpLocal Port

101235 161
101235 1000
128.97.8844 17
128.97.8844 1401

If thisfunctioniscalledwithexact = TRUEandthe{ udpLocal Addr, udpLocal Port }fields(128.97.88.44,
17}, lisreturned.

If thisfunctioniscalledwithexact = TRUEandthe{ udpLocal Addr, udpLocal Port } fields{128.97.88.44,
18}, Oisreturned.

If thisfunctioniscalled withexact =FALSEandthe{ udpLocal Addr, udpLocal Port }fields(0,0.0.0.0},the
valuesfromthefirst row arefilledin, and 1isreturned.

If thisfunctioniscaledwithexact =FALSEandthe{ udpLocal Addr, udpLocal Port }fields{128.0.0.0, 0},
thevaluesfrom thethird row arefilled in, and 1 isreturned.

If thisfunctioniscalledwithexact =FALSEandthe{ udpLocal Addr, udplLocal Port }fields{128.97.88.45,
0}, Oisreturned.
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4.4.12 tfWriteAdminStat

i nt tfWiteAdm nSt at
(

i nt row,

| ong val ue

)

Function Description

Thisfunction is called to modify if AdminStatus, the object in the interfaces group of MIB-I1, changing the state of the
interface. ifAdminStatus can take on values: up (1), down (2), and t est i ng (3). Thetesting state indicates that no
operational packets can be passed through this interface.

Parameters
Parameter Description
row The 1-based interface index.
value up (1), or down (2), or testing (3)
Returns
Value Meaning
TM_SNMP_ERR_NOERR Success.
TM_SNMP_ERR GENERR Non-specific error occurred.
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4.4.13 tfWritelp

i nt tfWitelp
(

i nt what ,

| ong val ue

)

Function Description

Thisfunctionis called to modify ipForwarding or ipDefaultTTL, the objectsin theip group of MIB-I1, changing theip
parameters of the entity. ipForwarding allows the entiry to act or not to act as a gateway, with the valuesf or war di ng
(1) andnot - f or war di ng (2), correspondingly. TheipDefaultTTL isinserted into the Time-To-Livefield of thelP
header of datagrams originated at this entity

Parameters
Parameter Description
what 1, foripForwarding; 2 for ipDefault TTL
value forwarding (1), or not-forwarding (2) for ipForwarding; integer valuefor
ipDefault TTL
Returns
Value Meaning
TM_SNMP_ERR_NOERR Success.
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4.4.14 tfWritelpRouteEntry

i nt tfWitel pRout eEntry
(

| ong addr ess,

i nt what ,

| ong val ue

)

Function Description

Thisfunctioniscalled to modify every row member inipRouteTable, except ipRouteProto and i pRoutel nfo. The modifiable
objectsare: ipRouteDest, ipRoutel findex, ipRouteMetricl, ipRouteM etric2, ipRouteM etric3, ipRouteMetric4,
ipRouteNextHop, ipRouteType, ipRouteAge, ipRouteM ask and ipRouteM etrich. TheipRouteTableisindexed by
ipRouteDest, and the argument addr ess indicates ipRouteTable row, one of whose membersisto be modified. The
argument what denoted the member of the row whose instance is to be modified, and val ue contains the new instance.
NOTE: thetableindex itself, ipRouteDest, can be modified. In this case aspecial care should be exercised: first, deletethe
existing row saving the values of all membersin that row, then add another row with members assuming these values and
the new ipRouteDest equal to val ue.

Parameters
Parameter Description
address ipRouteDest address of the row to be modified

what A member of the row whose instance isto be modified. Thefollowing values
aredefined:

1=ipRouteDest

2 =ipRoutel fIndex
3=ipRouteMetricl
4 =ipRouteMetric2
5=ipRouteMetric3
6 =ipRouteMetric4
7 =ipRouteNextHop
8 =ipRouteType
10=ipRouteAge

11 =ipRouteMask
12 =ipRouteMetric5

value New numeric valuefor the member intherow

Returns
Value Meaning

TM_SNMP_ERR NOERROR Success.

TM_SNMP_ERR NOSUCHNAME Failureto find the requested row.
TM_SNMP_ERR NOTWRITABLE Field specified by what is not writable.
TM_SNMP_ERR GENERR Non-specific error occurred.

Example

Assume one of ipRouteTablerows contains 0x0a010101 (10.1.1.1) asipRouteDest value. Thenif thecall ismade

tfWritel pRouteEntry(0x0a010101, 10, Oxffff0000), the function should changeipRouteM ask tp 255.255.0.0 and return. But if
thefunctioniscalled astfWritel pRouteEntry(0x0a010101, 1, 0x0a010102), then the entire row should be saved and
conseguently deleted, and anew row should be created with ipRouteDest value 0x02010102 (10.1.1.2).
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4.4.15 tfWriteN2mEntry

| ong tfWiteN2nEntry
(

ttM b2l pNet ToMedi aEntry  *n2m ol d_t abl e,
ttM b2l pNet ToMedi aEntry  *n2m new t abl e

)

Function Description
Thisfunctionis called to modify the row entry inipNetToMediaTable. The modifiable objects are members of the
tt M b2l pNet ToMedi aEnt ry definedintrmib2.h asfollows:

typedef struct tsM b2l pNet ToMedi aEntry
{

unsi gned | ong n2nmNet Addr ;

unsi gned int n2m f | ndex;

unsi gned int n2nType;

unsi gned char n2nPhysAddr|[ 6] ;

char n2nPad[ 2] ;
} ttM b2l pNet ToMedi aEnt ry;

TheipNetToMediaTableisindexed by ipNetToM edial ndex and ipNetToM ediaNetAddress ({ n2miflndex, n2mNetAddr }).
The calling function passes as the first argument, n2m_old_table, the pointer to ttMib2lpNetToM ediaEntry with index and
net_addr fieldsfilled in and identifying the valid row entry in ipNetToMediaTable. The second argument, n2m_new_table,
isalso apointer to ttMib2lpNetToM ediaEntry with onefield having anon-zero value, and the remaining fields set to 0.
Thefield having the non-zero valueisthat field that is being modified, and this fuction is called to modify only asingle
field at atime. If one of n2mPhysAddr or n2mType isnon-zero, thisfunction must modify thefield values accordingly and
return. If one of n2mliflndex or n2mNetAddr is non-zero, the function must del ete the existing row saving the values of all
members not subject to change, and create a new row with the new index field value specified. It isthe responsibility of a
calling function to allocate memory for n2m_old_tableand n2m_new_table.

Parameters
Parameter Description
n2m_old_table pointer to ttMib2l pNetToM ediaEntry with theindex { n2mliflndex, n2mNetAddr }
filledinoninput
n2m_new_table pointer to ttMib2lpNetToM ediaEntry with the valuesfilled in on input
Returns
Value Meaning
TM_SNMP_ERR_NOERROR Success.
TM_SNMP_ERR NOSUCHNAME Failureto find the requested row.
TM_SNMP_ERR GENERR Non-specific error occurred.
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Example
Assume one of ipNetToM ediaTable rows contains the following values:
IpNetToM edial findex 2
IpNetToM ediaPhysAddress 0x080020010203
IpNetToMediaNetAddress192.168.1.2
IpNetToMediaType 4
Then if the argumentsin the calling function tfWriteN2mEntry pointton2m ol d_t abl e withthevalues:
n2m f | ndex 2
n2nPhysAddr (0x000000000000
n2m\et Addr 192.1681.2
n2mrype 0
andn2m new_t abl e with the values:
n2m f | ndex 0
n2nPhysAddr 0x020010010203
n2m\et Addr 0
n2mrype 0

then IpNetToM ediaPhysAddressin the existing entry ismodified from 0x080020010203 to 0x0a0010010203, and the
function returns.

If, on the other hand, the second argument of tfWriteN2mEntry points to
n2m new_t abl e with thevalues:

n2m f | ndex 1
n2nPhysAddr (0x0000000000
n2nmNet Addr 0
n2mrype 0

then thisfunction must savethevalue of n2niNet Addr (192.168.1.2) and n2nPhysAddr (0x080020010203), and delete
the row. Next, the function must create anew row with the values:

IpNetToM edial fIndex 1

IpNetToM ediaPhysAddress 0x080020010203 (saved)
IpNetToMediaNetAddress192.168.1.2 (saved)
IpNetToMediaType 4 (saved) and return.
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4.4.16 tfWriteTcpState

| ong tfWiteTcpState
(
ttM b2TcpConnection *tcp_conn_entry
)

Function Description
Thisfunction is called to modify tcpConnState, the object in tcpConnTable. The calling function passes as the argument
the pointer to defined in trmib2.h:

typedef struct tsM b2TcpConnecti on
{
unsi gned | ong tcpConnLocal Addr;
unsi gned | ong tcpConnRenot eAddr ;
unsi gned int tcpConnState;
unsi gned int tcpConnLocal Port;
unsi gned int tcpConnRenot ePort;
} ttM b2TcpConnecti on;

Thevaluesof t cpConnLocal Addr, tcpConnLocal Port, tcpConnRenpteAddr and

t cpConnRenot ePort are filledin oninput to identify the entry in tcpConnTable. The value of tcpConnState can be
set only to deleteTCB (12). Accordingly, the value of the member t cpConnSt at e isset to 12. Thereisno need to verify
thisvalue in this function since the calling function has aready done so. This function just modifies the value of

t cpConnsSt at e and returns. It isthe responsibility of acalling function to allocate memory fort cp_conn_entry.

Parameters
Parameter Description
tcp_conn_entry pointer to ttMib2TcpConnection with the index { tcpConnlLocal Addr,
tcpConnL ocal Port, tcpConnRemoteAddr, tcpConnRemotePort } and
tcpConnState valuefilled in on input
Returns
Value Meaning
TM_SNMP_ERR_NOERROR Success.
TM_SNMP_ERR NOSUCHNAME Failureto find the requested row.
TM_SNMP_ERR GENERR Non-specific error occurred.
[ ** Insert your code here *x
return O,
}

int rip2ifconftable_entry_get(int exact,
struct rip2ifconftable_entry *entry0)

/*

* exact - 1 if the exact value is retrieved; 0 otherw se
* entry0 - pointer to the struct rip2ifconftable_entry

* RETURN: 1 on success, 0 on failure

*/

{
/
This function is called with the pointer to the

struct rip2ifconftable_entry

On entry the indices are set, to allowto identify the
row, and all other fields are bzero’ d. The index (indices)
may or may not be valid row index (indices).

|f exact == 1 and the rowis found, fill in ALL fields in
a given entry and return 1.

If exact == 1 and the rowis not found, return O.

T R
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